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The Senate met at 10 a.m. and was
called to order by the President pro
tempore (Mr. LEAHY).

———————

PRAYER

The Chaplain, Dr. Barry C. Black, of-
fered the following prayer:

Let us pray.

Lord God Almighty, maker of Heaven
and Earth, thank You for not leaving
us solely to our own resources. Lord,
You have provided us with the witness
of nature and the testimony of sacred
Scripture to navigate us toward cer-
tainty. You protect us from dangers,
seen and unseen, empowering us to run
without weariness and to walk without
fainting.

Today, strengthen our lawmakers for
their work. Guide them to the road
that fulfills Your plans. Bless them
with productivity and progress for
Your glory as You help them to learn
how to better serve You by serving oth-
ers.

We pray in Your merciful Name.
Amen.

———

PLEDGE OF ALLEGIANCE
The President pro tempore led the
Pledge of Allegiance, as follows:

I pledge allegiance to the Flag of the
United States of America, and to the Repub-
lic for which it stands, one nation under God,
indivisible, with liberty and justice for all.

——————

RESERVATION OF LEADER TIME

The PRESIDENT pro tempore. Under
the previous order, the leadership time
is reserved.

————
CONCLUSION OF MORNING
BUSINESS

The PRESIDENT pro tempore. Morn-
ing business is closed.

Senate

EXECUTIVE SESSION

EXECUTIVE CALENDAR

The PRESIDENT pro tempore. Under
the previous order, the Senate will pro-
ceed to executive session and resume
consideration of the following nomina-
tion, which the clerk will report.

The senior assistant legislative clerk
read the nomination of Graham Scott
Steele, of California, to be an Assistant
Secretary of the Treasury.

RECOGNITION OF THE MAJORITY LEADER

The PRESIDENT pro tempore. The
majority leader is recognized.

TRIBUTE TO PATRICK LEAHY

Mr. SCHUMER. Mr. President, first, I
know you will be taking the floor in a
few minutes. I spoke about the bitter-
sweet mood we all have of your depar-
ture—bitter in the sense that you have
done so much for the Senate, for
Vermont, and for America over the
years that we will badly miss you;
sweet because you will get to spend
more time with Marcelle, your chil-
dren, your lovely grandchildren. And
you deserve it, after all these great
years of service.

It is one of the most extraordinary
records any Senator has compiled in
the history of this country. So thank
you for your service and your contin-
ued service through January of 2022.

INFRASTRUCTURE INVESTMENT AND JOBS ACT

Mr. President, now on infrastructure,
yesterday, our country took a major
step forward to prepare our economy
for the challenges of the 21st century.

As we all know, the American people
have been told for years—for years—
that another infrastructure bill was
coming, one infrastructure week after
another. But, after yesterday, we can
now tell the American people that an
infrastructure law is here. The Presi-
dent signed it yesterday.

The enactment of bipartisan infra-
structure legislation is so long over-
due. There isn’t a community in Amer-

ica that doesn’t have some glaring
need. Crumbling roads; dilapidated
schools; untrustworthy bridges; over-
burdened airports, seaports, and rail-
ways—the new infrastructure law will
tackle these challenges head-on.

I thank the President and my col-
leagues from both sides of the aisle—
both sides of the aisle—for making yes-
terday possible.

The President’s infrastructure bill
can be summarized with a four-letter
word: J-o-b-s. Jobs, jobs, jobs—more
local jobs, more good-paying jobs, more
union jobs. Unions, as we know, have
been a ladder up through the decades,
and they will continue to be under this
bill, as there will be more of them.

And the jobs will put people to work
on projects in every State and every
community. In New York, my State,
dependent on good transportation,
major undertakings like Gateway, the
Cross Bronx Expressway, the Second
Avenue Subway, I-81 in Syracuse, and
the north inner loop in Rochester. The
list could go on and on and on. All of
them will finally get going again. We
have a great chance of that happening
after years of paralysis.

And the Federal dollars that the gov-
ernment is sending to the States is al-
ready having an effect in my State.
Yesterday, our Governor announced
that, because of the Federal dollars,
there won’t be fare increases or cut-
backs in services on the MTA and the
commuter rail. That is really good
news.

Well, what is happening in New York
holds true in every other State in the
Nation. Major projects that have been
long awaited have a real good possi-
bility of getting going. So there is
great news, and jobs, jobs, jobs will
rain down on every State.

So there is much to celebrate with
yesterday’s signing, and in the weeks
and months and years to come, the
American people will see the benefits
with their own eyes. So I want to
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thank President Biden for finally deliv-
ering on something that previous ad-
ministrations have tried to do but have
been unable to complete.

BUILD BACK BETTER AGENDA

Mr. President, make no mistake, we
will keep going in the weeks ahead by
passing the rest of President Biden’s
Build Back Better agenda.

It is very simple. If we want to create
more jobs, if we want to fight inflation,
if we want to help families lower costs,
the best thing we can do is pass Build
Back Better.

Let me repeat that. Want to fight in-
flation? Support Build Back Better.

For all of 2021, we have seen a his-
toric and unprecedented economic re-
covery compared to where we were at
the depths of the COVID crisis. But
there is no denying that, as our recov-
ery continues, we must work to address
supply chain troubles that have exacer-
bated inflation in recent months.

Build Back Better is exactly what
the doctor ordered. No fewer than 17
Nobel Prize-winning economists and
economists across the political spec-
trum have said repeatedly that Build
Back Better and infrastructure to-
gether will reduce—reduce—infla-
tionary pressures.

In just, I think it was, this morning’s
Washington Post, Larry Summers, one
of the inflation hawks in this country,
recommended passing Build Back Bet-
ter as a way to reduce inflation.

The childcare investments alone will
save parents thousands of dollars a
year. Right now, families pay an aver-
age of $10,000 annually on childcare for
each kid under 4. Many pay more than
that. That is a backbreaking expense
that too many families—the majority—
simply cannot afford.

Build Back Better will provide the
largest investment in childcare ever.
Extending the childcare tax credit will
help parents save on things like diapers
and groceries and gasoline.

And, of course, Build Back Better
will finally empower Medicare to di-
rectly negotiate drug prices in Part B
and Part D, lowering costs for millions
of seniors and American families. On
insulin alone, our plan would make it
so that Americans with diabetes won’t
pay more than $35 a month for insulin.

Mr. President, none of the things I
am talking about are luxuries; none
are handouts. They are daily essentials
that families need to thrive and which,
over the years, have grown expensive.

And America is behind this. In every
poll you see, they are for of all these
things.

Why will not a single Republican
vote for it? Why will not a single Re-
publican vote to reduce insulin costs to
$35, not a single Republican vote to
help Americans with childcare, not a
single Republican vote for the best way
to reduce inflation, even though they
talk about it a lot?

It is profoundly disappointing to see
our Republican colleagues more fo-
cused on exploiting problems faced by
the American people. Just recently, my
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colleague, the junior Senator from
Florida, told Americans precisely how
he feels about the rising costs, infla-
tion costs, faced by families. His quote:
“[It] is a gold mine for us.” It is a gold
mine; that is what the Republican jun-
ior Senator from Florida said.

How cynical, how low, how wildly out
of touch is that?

The same Republicans who spent
yvears under Donald Trump -cutting
taxes for the wealthy are now opposing
relief for the middle class and cheering
for costs to go up. I hope the American
people remember that. Democrats are
fighting to pass legislation to lower
costs. Republicans, on the other hand,
think inflation is ‘‘a gold mine” for
them and are rooting for prices to go
up. These are the same partisan, short-
sighted games that have frustrated
American families, who have increas-
ingly wondered who in government is
looking out for them.

Well, yesterday, Americans got to see
one shining example of what can hap-
pen when elected officials do look out
for them. Build Back Better is another
opportunity to do the same, and we
will not let up until we pass Build Back
Better and keep our promise to recap-
ture that sunny American optimism
that has long been the key to our suc-
cess.

NATIONAL DEFENSE AUTHORIZATION ACT

Mr. President, finally, on NDAA, last
night, I took the first procedural step
for the Senate to begin consideration
of our annual national defense bill.

Republicans have repeatedly said this
legislation is urgent and needs to be
taken up immediately. We have heard
them say that. They have signed let-
ters about it. With their cooperation,
the Senate can start voting as early as
today. We are ready to do that, and I
hope Republicans can join in moving
this legislation forward quickly.

This year, it is my hope and inten-
tion to add to the NDAA the bipartisan
legislation the Senate passed earlier
this year to boost American manufac-
turing, scientific research and innova-
tion, and U.S. competitiveness.

The U.S. Innovation and Competition
Act, USICA—formerly known as the
Endless Frontier Act, which I cham-
pioned with Senator YOUNG and with
great help from so many; among them,
Senator CANTWELL—would be one of
the largest Federal investments in
science, technology, and manufac-
turing in decades. It is an urgent and
necessary step that will put more
Americans to work in every corner of
the country. It will fight inflation and
relieve overburdened supply chains.

Talking about supply chains, pass
USICA. Nothing will do more over the
next few years to reduce supply chain
problems than this bill, and especially
in the semiconductor industry.

The chip shortage is not some ab-
stract issue; it is impacting the daily
lives of Americans. Cars, refrigerators,
and other household appliances require
chips. Supply shortages mean Ameri-
cans are left waiting a long time for
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these essentials. We have legislation
ready to go to fix this major chip cri-
sis. Addressing this crisis cannot wait.

A generation ago, we used to produce
about a third of the world’s chip sup-
ply. Now fewer than 12 percent are
made in America while other countries
have lapped wus, particularly China.
This hurts American workers, Amer-
ican consumers, American national se-
curity.

We should pass USICA this year—and
it is a Dbipartisan bill—so we can
strengthen domestic chip production
and drive new investment in the indus-
try to help address this shortage. If we
can pass the defense bill with USICA
language included, I am hopeful that
we will be able to work with the Speak-
er and our House colleagues to find a
way to get this legislation enacted be-
fore the end of the year.

Once again, before 1 yield the floor,

my kudos, accolades, fondness, and
love to the great Senator from
Vermont, who will now speak.

The PRESIDING OFFICER (Mr.

WARNOCK). The Senator from Vermont.
FAREWELL TO THE SENATE

Mr. LEAHY. Mr. President, I thank
the distinguished majority leader for
his comments. He and I have been
friends for decades. I also acknowledge
the distinguished Secretary of the Sen-
ate, who is here this morning.

Mr. President, eight times the voters
of Vermont—who are my neighbors, my
friends, my family—have had the great
faith to send me to the U.S. Senate to
represent them. Yesterday, I told those
neighbors and friends and my family
that I would not run for reelection.

I told the Vermonters who have hum-
bled me since my first election to the
Senate in 1974 that I will leave this
seat at the conclusion of my term. It is
a decision I do not come to lightly but
one in which Marcelle and I find great
peace.

In the last nearly 47 years, the Sen-
ate has become a family to both
Marcelle and me. Here we found
friends, some of the best of friends, and
relationships that will and have lasted
a lifetime. But the Senate has always
been where I have come to fight for
Vermont, a State that has been my
home since birth, the place where I met
Marcelle, where we started our family,
and to which in early 2023, we will re-
turn for good. It is time to go home.

Here is the thing about the Senate.
Here is where small States like
Vermont have not just a seat at the
table but a voice at the table. For dec-
ades, I have been privileged to fight for
Vermont, from the small grown-in-
Vermont ideas like the revitalization
of our historic downtowns to farm to
school programs, to organic farming—
all of which started small and have be-
come increasingly popular across the
country—and to Vermont’s trailblazing
approach to criminal justice reforms
and victim advocacy, to taking
Vermonters’ outward view that our
great Green Mountain State is open
and welcome to anyone, including
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those fleeing desperate situations in
far-off places. On all of these issues and
S0 many more, it has been an honor to
represent the great State—the greatest
State—of Vermont in the U.S. Senate.

I am going to have more to say about
the challenges, the rewards, and, I am
afraid, some disappointments over the
last 46 years at a later time. Now I
want to celebrate the accomplishments
that, together with my constituents,
we have achieved for Vermont over the
last decades.

I want to recognize the work still to
do this year in Congress.

I want to thank the unbelievably
wonderful women and men on my staff
and my staff throughout the years.
They have steadfastly stood by me in
our shared goals to deliver for
Vermonters and for Vermont and for
the country.

I want to thank my family—my chil-
dren, grandchildren, my parents, and
Marcelle’s parents who were here with
me to start this journey in the first
Senate election who I know watch over
the entire Leahy family today. I think
of how my immigrant grandparents
and great-grandparents and Marcelle’s
immigrant parents, how they must feel
if they are looking down.

And, of course, Marcelle, my closest
friend, my partner. The last couple of
years have been challenging in ways we
could never have imagined. But she
was with me from the first moment of
the first campaign, and we made our
decision together and decided it is time
to go back home.

Now, we both look forward to the
hard work the coming year will bring
with the same conviction that brought
us to Washington in the first place;
that the brighter horizons of tomorrow
hold the hope of the future and the
privilege I feel to serve in this body
and trying to guide our wonderful
country toward the future.

As I said, I will speak more about
this later, but, Mr. President, I thank
my colleagues.

I yield the floor.

(Applause, Senators rising.)

I suggest the absence of a quorum.

The PRESIDING OFFICER. The
clerk will call the roll.

The senior assistant legislative clerk
proceeded to call the roll.

Mr. McCONNELL. Mr. President, I
ask unanimous consent that the order
for the quorum call be rescinded.

The PRESIDING OFFICER. Without
objection, it is so ordered.

RECOGNITION OF THE MINORITY LEADER

The PRESIDING OFFICER. The Re-
publican leader is recognized.

GOVERNMENT FUNDING

Mr. McCONNELL. Mr. President, 2
weeks ago, President Biden and his
team flew to Glasgow for a glitzy con-
ference. World leaders traveled there to
attend one another’s speeches on car-
bon emissions and climate.

The world’s largest emitter was not
there. China pumps out more than one-
quarter of the entire world’s emissions,
but President Xi didn’t bother to at-

CONGRESSIONAL RECORD — SENATE

tend this conference. Putin didn’t show
up either. He and his cronies in Moscow
are too busy using Russia’s natural gas
to stranglehold the energy and make
energy hostages out of our European
friends who rushed too naively toward
renewables.

This goes to the core problems with
the anti-energy agenda that liberal
elites want to thrust on our country—
maximum self-inflected pain for Amer-
ican families in exchange for no mean-
ingful global gains.

They would have America tie one
hand behind our back while our com-
petitors and adversaries keep right on
going. This hurts families and helps
China.

Across the country, working families
are already worrying about the big, po-
tentially historic spikes in energy
costs and heating bills that are headed
their way. Here is the New York Times
headline from last week: “Winter Heat-
ing Bills Loom as the Next Inflation
Threat.”

Futures contracts for home heating
fuels have skyrocketed in price. Nat-
ural gas users have just about doubled
from last year. For heating oil and pro-
pane, it is actually even worse. Our col-
leagues on the Energy and Natural Re-
sources Committee are holding a hear-
ing this morning on rising heating
costs.

In Kentucky, where about 4 in 10
households are heated by natural gas,
families are about to get slammed.
Even more Kentucky families rely on
straight electricity for their heat, and,
in our State, more than two-thirds of
our electrical power comes from coal.
Coal literally keeps the lights on, and
it keeps the cold out.

That is why the original Obama-
Biden War on Coal hits States like
Kentucky so very hard and why the
even more radical sequel the Demo-
crats are planning next would fall on
the heartland like a ton of bricks.

The President’s special envoy for cli-
mate issues John Kerry says:

[Y]ou have to phase down coal before you
can end coal.

One of the President’s nominees to
the Treasury Department has admitted
that small producers of affordable
American energy ‘‘are going to prob-
ably go bankrupt in short order.”

American families are staring down
the barrel of skyrocketing heating
bills, and the Democrats’ response is to
go to war against affordable American
energy. The reckless taxing-and-spend-
ing spree they are writing behind
closed doors and want to pass in a mat-
ter of weeks would spend hundreds of
billions of dollars on Green New Deal-
type policies that would saddle fami-
lies with even higher prices and make
our Nation even more dependent on
Russia and the Mideast.

Of course, energy inflation is just one
part of the huge inflation crisis that
Democrats have unleashed. According
to reports in one new survey, 90 per-
cent of Americans are either somewhat
concerned or very concerned about in-
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flation and rising costs. Nine out of ten
households are hurting. Sixty-seven
percent of the country, two-thirds, say
Washington needs to stop printing and
spending so much and driving prices
even higher.

Energy bills and gas prices are just
one corner of this inflation crisis, but
Democrats seem to want to ignore the
people, plow ahead, and spend trillions
more.

Even liberal economists who like the
Democrats’ reckless taxing-and-spend-
ing spree because they agree with the
far-left transformation admit it would
make inflation even worse next year.

There is no part of our economy that
can afford another massive dose of so-
cialism, but Democrats are specifically
targeting American energy to get hit
especially hard. They are planning di-
rect new taxes, new fees, and new regu-
latory mandates for energy producers.
They want to make affordable, reliable
energy artificially expensive to force
Americans toward the less affordable,
less reliable forms of energy that elite
liberals would rather they use. It would
hurt families badly; it would help
China in a big way. That is because the
Biden administration doesn’t have any
strategic plan to snap its fingers and
turn our massive country into some
green utopia overnight. They just want
to throw boatloads of government
money at things like solar panels and
electric vehicles and hope it all works
out. But China absolutely dominates
the supply chains for lithium batteries,
for solar panels, and for practically all
the fashionable purchases into which
Democrats want to dump all this
money. In all likelihood, Democrats’
supposedly green agenda would just
provide a massive one-way gift to our
adversary, the world’s No. 1 emitter,
the Chinese Communist Party.

This isn’t Build Back Better; it is
Build Back Beijing. Here is just one ex-
ample: There is a raw material called
polysilicon that is crucial for solar
panels. According to the New York
Times, more than 80 percent of the en-
tire world’s supply comes from China.
About half of the world’s supply comes
from the Xinjiang Province, where
China is brutalizing the Uighur minor-
ity with tactics that include forced
labor.

There are other Kkey resources, in-
cluding critical minerals, where China
has similar strangleholds. Here are
some recent headlines:

“Lithium Shortage May Stall Elec-
tric Car Revolution and Embed China’s
Lead.”

‘“China’s lithium companies are in an
investment frenzy.”

Just like liberal policies are hostile
to the American energy we produce
here at home, they are also hostile to
exploring for these critical minerals
here at home. Their massive proposal
is backed with anti-hard rock mining
provisions that would make it even
harder to stand up American supply
chains for critical minerals.
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So here is the bottom line: American
families don’t want Washington politi-
cians waging a holy war on fossil fuels
in the first place. They can’t afford
that nonsense. But it is even more ab-
surd that Democrats’ top-down
schemes would just increase China’s
wealth and dominance all along the
way. They don’t have some smart mas-
ter plan to invest in America’s future.
They have a plan to build back Beijing
and raise American families’ gas prices
and heating bills even higher so that
we could massively stimulate Chinese
export markets. Hurt families; help
China—every piece of their reckless
policies fits this mold.

I suggest the absence of a quorum.

The PRESIDING OFFICER. The
clerk will call the roll.

The senior assistant legislative clerk
proceeded to call the roll.

Mr. THUNE. Mr. President, I ask
unanimous consent that the order for
the quorum call be rescinded.

The PRESIDING OFFICER. Without
objection, it is so ordered.

BIDEN ADMINISTRATION

Mr. THUNE. Mr. President, we are
coming up on a year of Democratic
governance here in Washington, and
what do Democrats have to show for it?
Nothing good.

On the international front, the Presi-
dent’s most significant act was his dis-
astrous withdrawal from Afghanistan,
which lowered our standing with our
allies and continues to jeopardize our
national security.

On the domestic front, Democrats
have largely ignored a massive crisis
along our southern border that con-
tinues to rage because they can’t take
on the open borders left in their own
political party.

Look at what is happening with the
supply chain. There are 90 containers
sitting at the port at Long Beach wait-
ing to get into the country, and the
President and his team can’t really do
anything about it because they are un-
willing to take on the Teamsters.

If you look at our cities, homicides
are up in all of our major cities across
this country. It seems that perhaps a
“‘defund the police’ approach to com-
munities’ safety isn’t something that
sends the right signal to people who
want to break our laws.

Then there is inflation. You might
call it the Democrats’ signature domes-
tic achievement.

So how did we get here? How did they
get us here? Well, despite their lack of
a mandate and their extremely narrow
majorities in Congress, Democrats
came into office last January deter-
mined to expand government and im-
plement a far-left, Big Government, so-
cialist agenda. In their minds, the
coronavirus crisis provided the perfect
opportunity to advance their plans.

So despite the fact that Congress had
just passed—just passed—a nearly $1
trillion Dbipartisan coronavirus re-
sponse bill in December—the fifth, I
might add, the fifth bipartisan bill
Congress had passed in just 10
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months—Democrats declared that we
immediately needed another piece of
ostensibly coronavirus relief legisla-
tion—and not just another piece of leg-
islation, a massive piece of legislation.

Despite the fact that the December
bill had met essentially all of the
pressing coronavirus needs the country
was facing, Democrats decided that we
needed to spend another $1.9 trillion.
Democrats were warned that the size of
their so-called American Rescue Plan,
which was substantially in excess of
anything the economy required, ran
the risk of spurring inflation.

Obama economic adviser Larry Sum-
mers warned in the Washington Post:

There is a chance that macroeconomic
stimulus on a scale closer to World War II
levels than normal recession levels will set
off inflationary pressures of a kind we have
not seen in a generation, with consequences
for the value of the dollar and financial sta-
bility.

That, again, was Obama economic ad-
viser Larry Summers.

Well, Democrats passed their bill
anyway. They flooded the economy
with a lot of unnecessary government
money, and the results have been pre-
dictable. Inflation. Significant infla-
tion. Inflation, to borrow a phrase from
Larry Summers, ‘“‘of a kind we have
not seen in a generation.”

Last week, we found out that infla-
tion rose 6.2 percent last year in a
year-over-year analysis, the largest in-
crease in more than 30 years—30 years.

Families are facing higher prices at
the grocery store. And when I say
“higher,”” I mean a lot higher. The
price of meat, poultry, fish, and eggs
was up 11.9 percent year over year in
October—11.9 percent. Families are
also facing higher prices at the gas
pump, for housing, for electricity, for
furniture and vehicles and pets and pet
products, and the list goes on.

While wages are rising, they are
being outstripped by inflation, which
means that many families are dealing
with a de facto pay cut. Think about
it—6.2 percent increase in inflation.
That is essentially a 6.2-percent pay
cut for American families.

A big reason families are struggling
with the higher cost of pretty much ev-
erything is Democrats’ decision to
flood the economy with unnecessary
government money by passing the so-
called American Rescue Plan. You
don’t have to take my word for it; I
quoted Larry Summers earlier.

Here is what former Obama economic
adviser Jason Furman had to say re-
cently when discussing our current in-
flation problem:

The original sin was an oversized American
Rescue Plan. It contributed to both higher
output but also higher prices.

Now, you might think that the infla-
tion that has resulted from the Amer-
ican Rescue Plan would be giving
Democrats pause right now. You might
think that they would be putting a
hold, you know, tapping the brakes a
little bit on any more big spending
until inflation calms down somewhat
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from its 30-plus-year high. But you
would be wrong. Democrats are actu-
ally planning to double down on the
strategy that helped cause so much in-
flation in the first place and pass an-
other giant spending bill.

That is right.

Democrats are trying to finalize a
new $1.75 trillion tax-and-spending
spree, the so-called Build Back Better
plan—on top of their $1.9 trillion spend-
ing spree from earlier this year.

I say $1.75 trillion, but Democrats
only arrived at that number through a
combination of shell games and budget
gimmicks. An honest accounting of the
cost of this proposal over 10 years
would reveal a much higher pricetag—
some analyses and assessments suggest
as high as $4 trillion or more.

And if Democrats succeed in passing
this latest partisan spending spree,
Americans should brace themselves be-
cause this new flood of government
money will undoubtedly make an al-
ready serious inflation situation much
worse.

It is no exaggeration to say that
Democrats’ main focus this year has
been growing the size of the Federal
Government and expanding its reach
into Americans’ lives. No sooner had
they passed their massive $1.9 trillion
spending bill in March, then the Demo-
crats moved on to their next massive
spending proposals which have been
coalesced into the so-called Build Back
Better bill the House is planning to
take up later this week.

Other government business has been
forced to take a backseat. Democrats
have ignored, as I said earlier, the mas-
sive—massive—crisis at our southern
border. They have ignored our inflation
crisis. And they have pushed consider-
ation of essential legislation in favor of
working on their tax-and-spending
plan.

This week, the Senate will finally—
and I say finally—consider the fiscal
year 2022 National Defense Authoriza-
tion Act, a month and a half after the
2022 fiscal year has started. Ship-
building projects, military infrastruc-
ture projects, development of new com-
bat systems, a pay increase for our
troops, they have all had to wait—all
had to wait—while Democrats nego-
tiated over their Big Government so-
cialist spending spree.

And about that socialist spending
spree, despite the fact that Democrats
have pushed aside most other matters
in favor of focusing on their spending
plan, they still haven’t managed to
come up with a bill that can pass the
House and the Senate.

And the tax proposals they plan to
use to—and I say partially—partially
pay for the bill seem to change on a
daily basis. And I say partially be-
cause, again, a great independent anal-
ysis from places like Penn Wharton
suggest that the revenue that they
would raise to pay for all the spending
in the bill would fall somewhere be-
tween $2 and $2.5 trillion short of the
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cost of the bill. That is $2 to $2.5 tril-
lion that would be added to the already
$30 trillion national debt.

Let’s just say, for example, that
these ideas they have to partially pay
for this bill seem to change on a daily
basis. A corporate tax hike? No, let’s
change it to a corporate minimum tax.
A new death tax? No, let’s change it to
a new tax on wealth—something we
have never talked about before in this
country, taxing unrealized gains. That
is taxing income before people have ac-
tually seen the income—the realized
income.

Funding for their bill seems to be a
matter of throwing spaghetti at the
wall on a daily basis to try and see
what sticks. There isn’t a day that
went by in the last couple of weeks,
when we were in session the week be-
fore last, where there wasn’t another
horrible idea that came from that side
of how to raise revenue to finance this
massive, reckless, and radical spending
bill. And of course all of Democrats’
current funding proposals put together
will not be able to pay for their legisla-
tion, especially when you remove, as I
said earlier, the budget gimmicks that
are disguising the true cost of their
plans.

As their narrow majorities made
clear, the 2020 election did not give
Democrats a mandate for Big Govern-
ment socialism. And if that wasn’t
clear to Democrats in 2020, it should
certainly be clear to them now after
the election for the Virginia Governor
this month, which saw Republicans win
statewide for the first time since 2009.
Voters in Virginia sent a clear message
to Democrats that they weren’t look-
ing for far-left government or a far-left
social agenda that would seek to cir-
cumvent parents’ role in their chil-
dren’s lives and education. But just as
inflation concerns have not stopped
Democrats, it has become clear that
their rebuke in Virginia won’t stop
them either. In fact, some Democrats
seem to think that their response
should be to run faster and further to
the left.

So the big agenda item for Demo-
crats for the rest of the year continues
to be passing their partisan Build Back
Better tax-and-spending spree, which
means Americans will be able to look
forward to further inflation and a
weaker economy, not to mention in-
creased government control of their de-
cision making.

It is a poor legacy for Democrats’
first year in office, but it seems to be
the legacy Democrats are determined
to secure.

I yield the floor.

The PRESIDING OFFICER (Mr.
PADILLA). The Senator from Virginia is
recognized.

Mr. KAINE. Mr. President, I am glad
to follow my colleague from the Dako-
tas because I would certainly never at-
tempt to interpret the electorate of an-
other State.

I can tell you about the Virginia
elections that happened a couple weeks
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back. The message, I think, from our
voters pretty loud and clear was: We
want you to get stuff done. If we in the
Senate and in the House had passed the
infrastructure bill and passed the Build
Back Better bill before the Virginia
election, I think the outcome would
have been different.

What we were hearing again and
again from voters is: We gave you a
majority. Please act on it, especially at
this time when Americans are so chal-
lenged by now nearly 20 months of pan-
demic and economic devastation.

So I stand on the floor as a proud
Virginian, very focused on celebrating
the accomplishment of yesterday—
President Biden’s signature on the in-
frastructure bill—but also saying we
have to pass the Build Back Better bill
in order to respond to what our con-
stituents are asking of us at this chal-
lenging time.

AMERICAN RESCUE PLAN

Mr. President, I want to speak today,
sort of, maybe not so much as a Sen-
ator but as a former city councilman
and mayor.

I am sort of unique. There are 30 peo-
ple in the United States who have been
a mayor, Governor, and U.S. Senator—
1 of only 30 in our entire history. The
first time I was introduced and some-
one said that, I thought, that clearly
cannot be right. So many Governors
become Senators, that clearly cannot
be right. I asked the Historian to re-
search the matter because someone in-
troduced me that way. And it came
back that that is correct. Only 30 peo-
ple in the history of this country have
been a mayor, a Governor, and a Sen-
ator. And as I pondered the reason for
that, it suddenly occurred to me: Being
a mayor will kill you.

Governors can become Senators, but
mayors often make everyone mad, and
it is hard to go from being a mayor to
having a post-mayoral political career
because the job is so tough.

And yet, when people ask me: Which
job do you like better, Governor or
Senator, I always say: Look, I like
them all. But if you made me give up
every title I ever had except one, the
one I would hold on to is mayor. I
would hold on to being a mayor be-
cause when you are a mayor, it is 24/7,
365. There is no recess for a mayor.
City councils and mayors don’t go into
recess. You are dealing with people on
the issues that are the closest to them.
You can make people happier or mad-
der.

You can convince people in local gov-
ernment, in a nation of 330 million,
sometimes they think: What does my
vote matter? What does my voice mat-
ter? No one will listen to me. In local
government, you can convince people
that actually they will be listened to.

So I would hold on to that mayoral
role, and, frankly, if I had not been
mayor, I never would have been a Lieu-
tenant Governor or Governor or a U.S.
Senator. So I owe anything that I am
or do in politics now to the fact that I
started in local government.
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I spoke yesterday to the Virginia As-
sociation of Counties, the gathering of
all county supervisors of all 95 counties
around Virginia. They gather once a
year, usually in person. Last year, it
was by Zoom.

They were so glad to be back to-
gether, in person, in Norfolk yesterday,
hundreds of them in a conference room.
And they asked me to come and talk
about what is going on in Congress.
And I said: How much time do you
have? But what I really focused on was
three things, and I want to focus on
those three things now, speaking about
them from the perspective of local offi-
cials not just in Virginia but all over
this country: first, the American Res-
cue Plan, which was passed in March,
but it is just beginning to have an im-
pact in Virginia’s cities, counties, and
towns; second, the bipartisan infra-
structure bill that was signed at the
White House yesterday; and, third, the
education and workforce bill that we
are working on now that I believe will
reach the President’s desk in Decem-
ber.

I started off by telling these county
supervisors what I truly believe; that
anybody in public life right now, elect-
ed or a first responder or any class-
room teacher, when we are all finished
with our times in public life, I think we
will look back on this period of time,
beginning March 2020, as the most im-
portant period of our public service ca-
reers. The pandemic has created such
destruction, death, economic catas-
trophe, illness, and division that we
have all been tested in our personal
lives and our work on behalf of our
citizens. Our constituents have needed
us in unparalleled ways since March of
2020.

Last year, on a cold Saturday in
March, we passed the American Rescue
Plan. It contains significant funding in
four basic pillars: healthcare, relief to
individuals and families, aid to busi-
nesses, and then, finally, aid to State
and local governments, including edu-
cational institutions.

The American Rescue Plan imme-
diately affected millions of Ameri-

cans—families, healthcare, institu-
tions, businesses—through measures
like massive vaccine deployment,

checks to individuals, business grants.
These kept families afloat and helped
protect themselves against COVID, and
they also kept the lights on for many
of our local businesses.

But what I want to focus on is the aid
that we gave to State and local govern-
ments and, again, particularly—par-
ticularly—to local governments. Vir-
ginia and its localities, through the
American Rescue Plan, received $7.2
billion in the American Rescue Plan; $4
billion to the Commonwealth of Vir-
ginia and $3.2 billion to our cities,
counties, and towns.

And as soon as we passed it, I started
to go around and talk to our cities,
counties, and towns: How are you going
to spend these local moneys? What
they told me was interesting in April
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of last year. They said: Well, first, we
are going to wait and see how the State
decides to spend their $4 billion be-
cause we don’t want to spend on some-
thing and have the State spend on the
same thing. So we are going to let the
State, the Governor, Governor
Northam, the General Assembly pro-
gram the $4 billion. But while the
State is doing that, we are going to go
out and dialogue with our citizens.

And I really applaud my local gov-
ernments. Recognizing this was one-
time money that wouldn’t happen
every year, they had intense public dia-
logue with local constituents about
what can we do to really transform?
How can we use this money? And they
have done it in fascinating ways.

As I traveled around the State and
talked to these local governments, I
see them advancing long-delayed cap-
ital projects, water and wastewater up-
grades, closing the digital divide by in-
vesting in broadband, constructing
community centers in parts of the
community that haven’t received in-
vestments in the past.

Many gave hazard pay to first re-
sponders. The American Rescue Plan
helped people fund police, ambulance,
fire, mental health workers, public
health workers, grants to local non-
profits and churches that supported the
community during COVID, grants to
shore up Virginia’s hard-hit businesses
that were engaged in the tourism in-
dustry as people stopped traveling.
This is what our local governments
have done with these dollars.

The investments are supplemented
by more than three and a half billion
additional dollars to Virginia childcare
providers, K-12 school systems, col-
leges, community colleges, with bil-
lions more for other local priorities
like transit and broadband infrastruc-
ture.

So it was heartening to talk to these
county officials. And there are more
red counties in Virginia then there are
blue counties, so I was talking to coun-
ty officials from all over the State, and
more would have been in Republican
counties than Democratic counties.
But they were thrilled that Congress—
that the Senate by a one-vote margin,
as we all remember—passed the Amer-
ican Rescue Plan to invest in these key
local priorities.

BIPARTISAN INFRASTRUCTURE BILL

Mr. President, on the bipartisan in-
frastructure bill, I told them: I am
going to leave this floor and race to
Washington and hope that there aren’t
any State troopers nearby because 1
need to get to Washington to go to the
signing at the White House of the in-
frastructure bill.

This is the Nation’s biggest commit-
ment to infrastructure since the Inter-
state Highway System initiative in the
Eisenhower administration. It will em-
ploy hundreds of thousands of people
and raise the platform for economic
success for decades.

The Presiding Officer was in local
government just like I was, and if you
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are in local government, you care
about infrastructure. When I was a
mayor, I had a transit system, I had
roads, I had bike trails, I had an air-
port, I had an Amtrak station, and I
had a port on the James River, which
is connected to the Chesapeake Bay.
There is a 1ot of oceangoing and freight
going out of our port. I had all of that.
If you are in local government, you
care about infrastructure. That is why
it was exciting to see so many mayors
and local officials at the White House
yesterday when the bill was being
signed.

I was proud to cheer on my col-
leagues who worked on that bill, and I
thank all of them. I am especially
proud that a provision that I had with
Senator WICKER, of Mississippi—to en-
able our historically Black colleges
and universities and other minority-
serving institutions to be involved in
training the workforce and creating
the innovations that we will need to
make this infrastructure investment—
was included in the bill.

I want to give a special thanks to my
Virginia colleague, MARK WARNER,
who, I think, was sort of an unsung
hero in the negotiations around the in-
frastructure bill.

The impact of the bill is going to be
felt in Virginia for generations: bil-
lions for roads and bridges, ports and
dredging, airports, rail to trails, rail-
road, climate resiliency, broadband,
energy grid modernization, waste and
wastewater infrastructure. The infra-
structure bill contains a significant in-
vestment for Chesapeake Bay clean-
up—that really matters to us—and a
significant investment in the Appa-
lachian Regional Commission. That
really matters to southern and western
Virginia, the parts of our State that
are in Appalachia.

Allocating these dollars to States in
smart ways will allow them to
prioritize the use of the funds in our
cities, counties, and towns in a way
that will ensure that each State gets to
tackle the most important priorities,
because the Virginia solution wouldn’t
be the California solution or the New
Hampshire solution. Every State can
use these funds to fund the projects
that are the most important there. Vir-
ginia is going to receive a minimum of
$100 million for affordable broadband,
at least $7.6 billion for roads and
bridges, and at least $2.7 billion for
transit, among other sizable invest-
ments.

As I explained this to my Virginia
Association of Counties yesterday
morning, they were overjoyed because
they all had—and the Presiding Officer
remembers this—their local capital im-
provement projects lists, with projects
that had been bumping along for years,
and there were never enough dollars to
really advance them. Now the dollars
will be there to get the projects done
and cross them off the lists.

BUILD BACK BETTER AGENDA

Mr. President, I want to now talk

about the third bill. The administra-
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tion calls this bill the Build Back Bet-
ter bill, and some call it the reconcili-
ation bill because of the Senate budget
procedure that we are using to pass it.
As a member of the Budget and the
Health, Education, Labor, and Pen-
sions Committees, I call it the edu-
cation and workforce bill. It is an edu-
cation and workforce bill. This bill, to
me, is fundamentally about preparing
America’s workers for tomorrow and
making sure that our workforce has
the training and the childcare and the
housing and the Thealthcare to
outcompete any country in the world.

If we want to make good on the
promise of the infrastructure bill, who
is going to build it? We just signed an
infrastructure bill, but it didn’t have
the training and the education compo-
nent. Who is going to build this? We
have to have a workforce to build this
massive infrastructure improvement, a
once-in-a-generation improvement.
That is what the Build Back Better bill
is about.

We are not going to outcompete
China just by diplomacy or tariffs or
tough talk. We aren’t going to
outcompete China just by growing our
military budget. The best way to
outcompete China is to invest in Amer-
ica’s workers.

The success of America’s economy in
the next 50 years will depend on our
making the same investments that al-
lowed us to thrive in the 20th century—
investing in infrastructure, investing
in people—and that is the basis of
Build Back Better.

This education and workforce bill
also provides sizable investments in
community colleges to train workers
for infrastructure jobs, to train the
next generation of K-12 teachers, and
to train workers to enable America to
lead the world into a new and innova-
tive energy economy. There will be in-
vestments in rural economic develop-
ment, a Pell grant increase, an exten-
sion of the child tax credit, and addi-
tional healthcare and housing funds to
reduce costs for American families.
The bill will close the Medicaid cov-
erage gap, lower healthcare costs and
the costs of prescription drugs, and will
fund better public health infrastruc-
ture.

The thing about this bill that maybe
excites me the most is this: We will be
able to provide funding for States to
make prekindergarten universally
available for every 3- and 4-year-old in
this country, and we will do it through
a mixed delivery model that supports
high-quality public and private pro-
viders. This will help an additional
140,000 3- and 4-year-olds in Virginia
have pre-K, and we will also fund
childcare for the kids younger than 3
years old to bring down costs of
childcare for working families. When
you combine both the pre-K and the
childcare support in Virginia, it will
mean that 500,000 more kids just in my
State will have access to quality and
affordable childcare and early edu-
cation. When Kkids get a strong start, it



November 16, 2021

puts them on a brighter path for the
rest of their lives, and it makes it
much easier for their parents to go into
the workforce, knowing that their
child has high-quality and affordable
childcare options.

If we pass this bill, and I am con-
fident we will, it is going to be the
most pro-family and most pro-child bill
Congress has ever passed. I believe this
bill will do for children what Social Se-
curity did for seniors in a status that
we have long lived in this country,
where we accept a child poverty rate
that is dramatically higher than the
adult poverty rate. What does that say?
What does that say about a society?
This workforce and education bill,
Build Back Better, will end our accept-
ance of that unacceptable status quo
and move us to a position where we can
cut child poverty and give our kids a
much stronger start for a successful
life.

The American Rescue Plan, as I men-
tioned a minute ago, passed the Senate
by just one vote—just one vote. One
vote had changed all of those benefits
to my local governments and to fami-
lies and to educational institutions and
to hospitals and healthcare networks
and to businesses. All of those would
have not occurred. None of the coun-
ties whose leadership I spoke to yester-
day would have received the moneys
that I talked about for the trans-
formative projects.

I hope we will pass this education
and workforce bill by a wider margin
than just one vote, but if it is just one
vote—if it is just one vote—so be it. So
be it.

When there was an effort in this
Chamber in August of 2017 to take
health insurance away from 30 million
people—one of the most dramatic mo-
ments in my entire public service ca-
reer—we saved 30 million people’s
healthcare by 1 vote—by 1 vote. When
we acted on the American Rescue Plan
in the middle of the pandemic, in
March, to try to help our country
climb out of the worst public health
crisis in a century, we got it by one
vote. I would like a wider margin, but
if it is just one vote—if it is just one
vote—we will still be doing really im-
portant work.

Americans deserve a Congress that
will fund businesses and schools; that
will train the workforce; that will
build out transportation networks;
that will support hospitals and health
clinics; deploy vaccines; provide addi-
tional funding for law enforcement of-
ficers and first responders; create bet-
ter broadband connections; provide tax
relief to working families and lower
childcare costs. Build Back Better is
the next step to lifting us out of the
pandemic and rebuilding the American
economy.

I have to say I am 63 years old—I will
be 64 in February—and this has been
the hardest 20 months of my life, and I
think most people in this country
might say the same thing. Just think
about the sheer number of the 750,000
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people who have passed and the people
who have been ill—my wife and I both
had COVID, and we know a lot of peo-
ple who died of COVID—and beyond,
those being the folks who didn’t have
COVID but who had a grandchild born
whom they couldn’t go visit or a friend
who died, and they couldn’t go to the
funeral, or who lost a job or had a busi-
ness that they had sweated to build but
had to shut its doors. It has been such
a tough time.

But, as I looked out at the hundreds
of county officials who were gathered
in person yesterday in Norfolk and as I
talked to them about these bills—and I
saw them there in person—I detected
an uplift. I am feeling a sense of uplift.
I am feeling a sense of uplift as we see
wages increasing. I am feeling a sense
of uplift as we make a commitment,
for the first time in a generation, to be
builders and invest and grow our infra-
structure. I am feeling a sense of uplift
as we approach investing in workers
and in our families the same way we
are investing in infrastructure.

I have a feeling that, over the next
couple of months, these important in-
vestments will braid together in a way
that will make people feel a sense of
uplift about the economy and as vac-
cines continue to be distributed and
now as boosters are being distributed.

How wonderful it was to hear the
Presiding Officer talking about his
children being able to be vaccinated,
his school-aged children. I think that is
going to contribute to a sense of uplift,
too.

I just want this body to be a gener-
ator of uplift. Sadly, a lot has come out
of the Capitol in the last few years that
hasn’t exactly been an uplift for peo-
ple. I believe we are standing on the
threshold of a chapter where this body,
the U.S. Senate, will be a great gener-
ator of uplift for the American people,
and I believe passing the Build Back
Better is a step that will be really im-
portant in making that happen.

I yield the floor.

The PRESIDING OFFICER. The Sen-
ator from West Virginia.

NATIONAL FAMILY CAREGIVERS MONTH

Mrs. CAPITO. Mr. President, I want
to address the Senate on an issue that
is very close to my heart.

Now that we are well into the month
of November and our Nation’s observ-
ance of the National Family Caregivers
Month, I would like to recognize the
family caregivers across this Nation
and the difficult and vitally important
work that they do.

I have a brother and a sister. Both of
our parents passed away in the mid-
dle—well, 2014 and 2015, but they both
suffered from Alzheimer’s at the same
time. It was very, very difficult on all
of us to figure out the best way to ease
their pain and to satisfy—it was a very
difficult time—how we, as a family,
were going to be providing for their
care.

This experience motivated me to join
my colleague Senator MICHAEL BENNET
of Colorado as a cosponsor of the bipar-
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tisan Assisting Caregivers Today—or
ACT—Caucus.

The ACT Caucus seeks to bring
much-needed attention to all of the
caregivers and the issues that their
caregivers face from all backgrounds.
It seeks to find bipartisan ways to less-
en the emotional and financial toll for
those individuals who are caring for
family members. And this help is need-
ed by so, so many.

Eighty-three percent of the help pro-
vided to older adults in the United
States comes from family members,
friends, or even unpaid caregivers.
Nearly half of all caregivers who pro-
vide help to older adults do so—like we
do—for someone living with Alz-
heimer’s or with another type of de-
mentia.

In my home State of West Virginia,
we have about 85,000 family caregivers
who are living with someone who has
Alzheimer’s and caring for them. As we
know, those of us who have been down
this road, there are no easy solutions
here. Not only is it emotionally taxing
on a family—there is no simple path—
it also can be very, very expensive.

My West Virginia Alzheimer’s advo-
cates always share with me their in-
credible stories—they actually let me
come to one of their support groups,
which I needed at the time—and also
the challenges that they have as care-
givers. One of these challenges is navi-
gating the current complex medical
system needed to care for someone liv-
ing with Alzheimer’s or, more often
than not, other chronic medical condi-
tions.

This is one of the reasons I joined
with my colleague Senator DEBBIE
STABENOW of Michigan—we have done a
couple of things together—in intro-
ducing the Comprehensive Care for Alz-
heimer’s Act.

This bill would address the challenge
by asking the Centers for Medicare and
Medicaid for some innovation to be
able to test dementia care manage-
ment models. It enables individuals to
more seamlessly and successfully navi-
gate healthcare and social support sys-
tems and to obtain more timely access
to care.

The model is designed to reach as
many Medicare beneficiaries as pos-
sible, especially individuals from rural
and medically underserved areas. It
provides comprehensive care services,
including caregiver education and sup-
port; ensures patients have access to
providers with dementia care experi-
ence; and also to reimburse providers
through payment based on perform-
ance.

This is something that could have
helped my brother, sister, and I as we
were navigating this difficult path, by
helping us to coordinate the care that
our parents not just received but what
they deserved. It also could have
helped them by ensuring that they
were receiving the best care at all
times.

We must recognize the importance
that our family caregivers play not
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only during National Family Care-
givers Month, but every day, and em-
brace those commonsense solutions
like this one.

So in honor of my parents, I would
like to say that many of us across the
country who are dealing with this have
so much heartache and so much dif-
ficulty and so much difficult decisions
that I am always trying to seek the
best way to try to help those families
who are going down that path.

Thank you.

The PRESIDING OFFICER. The Sen-
ator from Ohio.

Mr. BROWN. Mr. President, in honor
of the parents—and so many others—of
Senator CAPITO, I thank her for her
empathetic, compassionate remarks.
We all have had friends and family who
have suffered, and her remarks are
really appropriate.

So thank you for that.

Mr. President, I ask unanimous con-
sent that the vote take place imme-
diately after my remarks.

The PRESIDING OFFICER. Without
objection, it is so ordered.

ADDITIONAL COSPONSOR TO S. 3076

Mr. BROWN. Mr. President, I also
ask unanimous consent that Senator
OSSOrF of Georgia be added as a co-
sponsor of S. 3076, a bill to amend the
Federal Reserve Act.

The PRESIDING OFFICER. Without
objection, it is so ordered.

Mr. BROWN. Mr. President, not a
unanimous consent request, but I note
that joining me on the floor today is
Ben Ashman, for whom we have given
consent to be on the floor as a Senate
fellow in our office for the year.

NOMINATION OF GRAHAM SCOTT STEELE

Mr. President, I rise to urge my col-
leagues for the upcoming vote to join
me in supporting Graham Steele, the
President’s nominee for Assistant Sec-
retary for Financial Institutions at the
Department of Treasury.

Graham is my friend. Graham is a
former staff member of the Banking,
Housing, and Urban Affairs Committee
and was a stellar—was and is a stellar
public servant.

I know from personal experience how
ready Mr. Steele is for this job. Gra-
ham spent 7 years in my personal Sen-
ate office and on the Senate Banking
and Housing Committee staff when I
became ranking member.

He was a senior trusted aide. He
worked with staff of so many of my
colleagues from both parties. In a Sen-
ate that is, frankly, too divided and a
Senate that is too rigid in its partisan-
ship, five Republicans on the Senate
Banking, Housing, and Urban Affairs
Committee joined in supporting Gra-
ham Steele when we voted him out of
committee a month or so ago, and that
is because of his relationships, because
of his honesty.

He has extensive financial services
experience, a track record of biparti-
sanship, and a history to make our sys-
tem work for everyone. He understands
the far-reaching effects the financial
system has on workers and their fami-
lies.

CONGRESSIONAL RECORD — SENATE

Throughout his career, Graham has
forged close relationships with civil
rights groups; with consumer advo-
cates; and with organizations, like the
bipartisan Ohio Bankers League that
wrote in support of his nomination.

He stood up for families, for commu-
nities, for Main Street businesses
against Wall Street greed and corrup-
tion. He has worked across the aisle to
get things done for the American peo-
ple.

As minority chief counsel for the
Banking and Housing Committee, and
as my staff director of the Sub-
committee on Financial Institutions
and Consumer Protection, he crafted
legislation, he worked with other of-
fices, he worked with community
banks, and he fought to protect all
Americans’ finances.

He worked on a broad set of issues
with two Republican chairs, Senator
CRAPO of Idaho and Senator SHELBY of
Alabama. He worked with their staffs,
worked with people on both sides of the
aisle.

He did vital work during and after
the 2008 financial crisis, as we worked
to stabilize our financial system.

In his work for our office, he traveled
around Ohio in the years that followed.
He talked to Ohioans who had lost
their homes and saw their communities
devastated by Wall Street’s—and I un-
derscore ‘‘Wall Street’s”’—great reces-
sion. Wall Street didn’t experience
much of the recession; Wall Street
caused the recession. I make that
clear.

He understands the importance of lis-
tening to workers. He understands how
the financial industry affects their
lives every day.

He has put results for Americans
above partisanship. He worked with
Senator Johanns, a Republican from
Nebraska, who has since retired. He
worked with Senator COLLINS, a Repub-
lican from Maine, on an important fix
to insurance regulations. He worked
with Senator MORAN of Kansas on inno-
vative ways to encourage families to
increase savings.

In his current role at the Stanford
Graduate School of Business, Graham
researches important issues at the
intersection of markets and business
and government, looking at ways to
promote a more accountable economy.

At Treasury, Graham Steele would
oversee an office that plays a pivotal
role in coordinating the Department’s
efforts on financial institution policy,
community and economic develop-
ment, insurance, and cybersecurity and
critical infrastructure protections.

He would lead an office that oversees
the Community Development Finan-
cial Institutions Fund, CDFI.

His qualifications and his experience
are obvious. Graham and the staff of
many of my colleagues on both sides of
the aisle can attest to his commitment
to service and the ability to find com-
mon ground—something that will serve
him well at Treasury working with
Secretary Yellen and will serve this
body and our government well.

November 16, 2021

I urge my colleagues to join me in
supporting the nomination of Graham
Steele. He will serve admirably, I am
sure of that. I can think of no better
person to serve in this role at this very
consequential time in our Nation’s his-
tory.

I yield the floor.

VOTE ON STEELE NOMINATION

The PRESIDING OFFICER (Mr.
LUJAN). Under the previous order, the
question is, Will the Senate advise and
consent to the Steele nomination?

Mr. BROWN. I ask for the yeas and
nays.

The PRESIDING OFFICER. Is there a
sufficient second?

There appears to be a sufficient sec-
ond.

The clerk will call the roll.

The legislative clerk called the roll.

Mr. DURBIN. I announce that the
Senator from New Hampshire (Ms. HAS-
SAN), the Senator from Massachusetts
(Mr. MARKEY), the Senator from New
Hampshire (Mrs. SHAHEEN), and the
Senator from Massachusetts (Ms. WAR-
REN) are necessarily absent.

Mr. THUNE. The following Senator is
necessarily absent: the Senator from
Oklahoma (Mr. INHOFE).

The result was announced—yeas 53,
nays 42, as follows:

[Rollcall Vote No. 467 Ex.]

YEAS—53

Baldwin Heinrich Reed
Bennet Hickenlooper Romney
Blumenthal Hirono Rosen
Booker Kaine Rounds
Brown Kelly Sanders
Cantwell King Schatz
Cardin Klobuchar Schumer
Casey. Lujin Scott (SC)

: . Sinema
Collins Manchin N
Coons Menendez Smith
Cortez Masto Merkley Stabenow
Crapo Moran Tester
Duckworth Murphy Van Hollen
Durbin Murray Warner
Feinstein Ossoff Warnock
Gillibrand Padilla Whitehouse
Graham Peters Wyden

NAYS—42
Barrasso Fischer Paul
Blackburn Grassley Portman
Blunt Hagerty Risch
Boozman Hawley Rubio
Braun Hoeven Sasse
Burr Hyde-Smith Scott (FL)
Capito Johnson Shelby
Cassidy Kennedy Sullivan
Cornyn Lankford Thune
Cotton Lee Tillis
Cramer Lummis Toomey
Cruz Marshall Tuberville
Daines McConnell Wicker
Ernst Murkowski Young
NOT VOTING—b5

Hassan Markey Warren
Inhofe Shaheen

The nomination was confirmed.

The PRESIDING OFFICER. Under
the previous order, the motion to re-
consider is considered made and laid
upon the table, and the President will
be immediately notified of the Senate’s
action.

——
CLOTURE MOTION

The PRESIDING OFFICER. Pursuant
to rule XXII, the Chair lays before the
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Senate the pending cloture motion,
which the clerk will state.

The senior assistant legislative clerk
read as follows:

CLOTURE MOTION

We, the undersigned Senators, in accord-
ance with the provisions of rule XXII of the
Standing Rules of the Senate, do hereby
move to bring to a close debate on the nomi-
nation of Executive Calendar No. 345, Robert
Farrell Bonnie, of Virginia, to be Under Sec-
retary of Agriculture for Farm Production
and Conservation.

Charles E. Schumer, Jacky Rosen, Thom-
as R. Carper, Alex Padilla, Tim Kaine,
Richard J. Durbin, Elizabeth Warren,
Jeff Merkley, Debbie Stabenow, Chris-
topher A. Coons, Catherine Cortez
Masto, Richard Blumenthal, Sheldon
Whitehouse, Kirsten E. Gillibrand,
Gary C. Peters, Martin Heinrich, Brian
Schatz.

The PRESIDING OFFICER. By unan-
imous consent, the mandatory quorum
call has been waived.

The question is, Is it the sense of the
Senate that debate on the nomination
of Robert Farrell Bonnie, of Virginia,
to be Under Secretary of Agriculture
for Farm Production and Conservation,
shall be brought to a close?

The yeas and nays are mandatory
under the rule.

The clerk will call the roll.

The senior assistant legislative clerk
called the roll.

Mr. DURBIN. I announce that the
Senator from New Hampshire (Ms. HAS-
SAN), the Senator from Massachusetts
(Mr. MARKEY), the Senator from New
Hampshire (Mrs. SHAHEEN), and the
Senator from Massachusetts (Ms. WAR-
REN) are necessarily absent.

Mr. THUNE. The following Senator is
necessarily absent: the Senator from
Oklahoma (Mr. INHOFE).

The yeas and nays resulted—yeas 75,
nays 20, as follows:

[Rollcall Vote No. 468 Ex.]

YEAS—T5
Baldwin Graham Peters
Bennet Grassley Portman
Blumenthal Heinrich Reed
Blunt Hickenlooper Risch
Booker Hirono Romney
Boozman Hoeven Rosen
Brown Hyde-Smith Rounds
Burr Johnson Sanders
Cantwell Kaine Schatz
Capito Kelly Schumer
Cardin Kennedy Shelby
Carper King Sinema
Casey Klobuchar Smith
Collins Leahy Stabenow
Coons Lujan Tester
Cornyn Manchin Thune
Cortez Masto Marshall Tillis
Crapo McConnell Toomey
Daines Menendez Van Hollen
Duckworth Merkley Warner
Durbin Moran Warnock
Ernst Murphy Whitehouse
Feinstein Murray Wicker
Fischer Ossoff Wyden
Gillibrand Padilla Young

NAYS—20
Barrasso Hagerty Rubio
Blackburn Hawley Sasse
Braun Lankford Scott (FL)
Cassidy Lee Scott (SC)
Cotton Lummis Sullivan
Cramer Murkowski Tuberville
Cruz Paul
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NOT VOTING—5

Hassan Markey
Inhofe Shaheen

The PRESIDING OFFICER. On this
vote, the yeas are 75, the nays are 20.
The motion is agreed to.

Warren

EXECUTIVE CALENDAR

The PRESIDING OFFICER.
clerk will report the nomination.

The senior assistant legislative clerk
read the nomination of Robert Farrell
Bonnie, of Virginia, to be Under Sec-
retary of Agriculture for Farm Produc-
tion and Conservation.

ORDER OF PROCEDURE

Ms. SINEMA. Mr. President, I ask
unanimous consent that notwith-
standing rule XXII, the cloture vote on
Executive Calendar No. 463, the nomi-
nation of Brian Nelson to be Under
Secretary for Terrorism and Financial
Crimes, and the cloture vote on the
motion to proceed to H.R. 4350, the Na-
tional Defense Authorization Act,
occur at 10 a.m. tomorrow morning,
Wednesday, November 17; that if clo-
ture is invoked on the Nelson nomina-
tion, all postcloture time be considered
expired and the Senate vote on con-
firmation of the nomination occur at a
time to be determined by the majority
leader following consultation with the
Republican leader; and finally, that at
5 p.m. today, the Senate execute the
previous order with respect to the
Kanter nomination to be an Assistant
Attorney General.

The PRESIDING OFFICER. Without
objection, it is so ordered.

Ms. SINEMA. For the information of
the Senate, in addition to the pre-
viously scheduled vote on confirmation
of the Bonnie nomination at 2:30 p.m.
today, there will be a vote on confirma-
tion of the Kanter nomination at ap-
proximately 5:15 p.m., and tomorrow at
approximately 10 a.m., there will be
two rollcall votes. Those votes will be
on cloture on the Nelson nomination
and cloture on the motion to proceed
to the National Defense Authorization
Act.

The

—————

RECESS

The PRESIDING OFFICER. Under
the previous order, the Senate stands
in recess until 2:15 p.m.

Thereupon, the Senate, at 1:01 p.m.,
recessed until 2:15 p.m. and reassem-
bled when called to order by the Pre-
siding Officer (Ms. SINEMA).

The PRESIDING OFFICER. The Sen-
ator from Michigan.

NOMINATION OF ROBERT FARRELL BONNIE

Ms. STABENOW. Madam President, I
rise today to speak in support of Rob-
ert Bonnie’s confirmation as Under
Secretary of Farm Production and Con-
servation at the U.S. Department of
Agriculture.

If confirmed, Mr. Bonnie will oversee
three Agencies at the USDA that are
absolutely critical to the well-being of
our Nation’s farmers and ranchers and
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to our shared goal of addressing the cli-
mate crisis.

Taken together, the Farm Service
Agency, the National Resources Con-
servation Service, and Risk Manage-
ment Agency provide the first line of
defense for our farmers and ranchers
against droughts and floods and
wildfires and other extreme weather.

These Agencies will also lead our ef-
forts to provide voluntary solutions to
help our farmers and ranchers lead the
way in addressing the climate crisis.

In my home State of Michigan and
across the Nation, producers are facing
unseasonable freezes and thaws and
dramatically unpredictable conditions
that disrupt the planning and har-
vesting schedules they rely on for their
livelihoods and for our food supply. As
the climate crisis affects the way the
agriculture sector operates, the work
of the USDA and its staff to provide re-
sources and knowledge for our farmers
and ranchers is absolutely critical.

Without crop insurance, without dis-
aster assistance, without our conserva-
tion programs, our farmers and ranch-
ers will be left even more vulnerable.
That is why we need competent, experi-
enced leaders who are ready to lead
these Agencies from day one.

Leading this mission area is a big re-
sponsibility but one that I know Mr.
Bonnie is well-qualified to tacKkle.
Throughout his career, Mr. Bonnie has
built strong partnerships with farmers,
with ranchers, with foresters, with
communities.

This is also his second time leading a
mission area at USDA as he was con-
firmed by voice vote as Under Sec-
retary for Natural Resources and Envi-
ronment in the Obama administration.
There, he oversaw Kkey public-private
partnerships with foresters and private
land owners, while leading the U.S.
Forest Service and the Natural Re-
sources Conservation Service.

While working at the Nicholas Insti-
tute for Environmental Policy Solu-
tions at Duke University, Mr. Bonnie
worked closely with rural communities
to tackle pressing conservation issues.

And at the Environmental Defense
Fund, Mr. Bonnie focused on incentive-
based approaches to promote steward-
ship on private lands.

At his hearing in the Senate Agri-
culture, Nutrition, and Forestry Com-
mittee, Democratic and Republican
members alike praised Mr. Bonnie’s ex-
tensive credentials and his commit-
ment to tackling the climate crisis and
boosting farm income at the same
time.

That approach has earned him the
support of many, many of the Nation’s
most respected farm and food organiza-
tions, including the American Farm
Bureau and the National Farmers
Union.

I am pleased to add my support to his
nomination and urge my colleagues to
vote yes on this extremely well-quali-
fied nomination.

I yield the floor.

I suggest the absence of a quorum un-
less we—are we at a point to move for-
ward on the vote?
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I yield back all time and ask that we
proceed to the vote.

The PRESIDING OFFICER. Is there
objection?

Mr. PADILLA. Madam President.

The PRESIDING OFFICER. The Sen-
ator from California.

Ms. STABENOW. I withdraw my mo-
tion.

The PRESIDING OFFICER. The Sen-
ator from California.

COVID VACCINES

Mr. PADILLA. Madam President, I
am proud to share with all of you the
experience of California this last year
in combating the COVID-19 pandemic. I
am proud to say that California has led
the way on COVID-19 prevention and
vaccine because we have seen the dev-
astation that surging cases can cause.

Last winter—remember where we
were last winter? A catastrophic surge
in my home county of Los Angeles
overwhelmed local hospitals, as was
the case, frankly, in many parts of the
country. Families were desperate to
find care for their loved ones. Ambu-
lances struggled to find hospitals with
capacity.

As we approach this winter season, I
recognize that we made incredible
progress turning the tide since those
tragic times. Now, just a month ago,
California achieved the lowest level of
COVID-19 transmission of any State in
the Nation, but today cases are begin-
ning to rise again. We are seeing the ef-
fects of the changing weather.

We need to stay vigilant to prevent
another devastating surge like the
wave that peaked in California and
across the country last winter.

Fortunately, today, we are armed
with a powerful defense: an FDA-ap-
proved vaccine that is safe, that is ef-
fective, and that is free for all. Califor-
nia’s historic vaccination effort—made
possible by the resources that we
helped deliver when we passed the
American Rescue Plan—has covered
more than three-quarters of our resi-
dents, more than 55 million shots in
arms of Californians.

But now is not the time to let up.
Every person who gets the vaccine
helps to stop spread of the virus in our
community. And we just received two
new critical weapons: One, booster
shots to increase protections for adults
and, two, approval of a vaccine for chil-
dren older than 5.

Colleagues, during last week’s State
work period, I had the privilege of join-
ing leaders of the Los Angeles Unified
School District for the opening of their
first vaccine clinic, a mobile clinic on
school sites for students ages 5 and up.
I saw firsthand the anxious excitement
of families looking forward to a freer,
safer life for children. Imagine that,
play dates with friends, holiday cele-
brations with grandparents, and relief
for those with family members at high-
er risk.

Now, as parents of younger children,
Angela and I know that this pandemic
has especially been hard on children.
For more than a year, as we would
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gather together to pray as a family,
our youngest, Diego, whom many of
you met, would ask God for COVID to
be over. And he would then ask when a
vaccine would be ready for him and his
brothers.

That is why it was such a big deal
when the vaccine was approved for
children ages 5 and older. Angela and I
were vaccinated earlier this year. Our
oldest son, Roman, was vaccinated
months ago. And, finally, last week,
Diego and Alex received their vaccines.
So we know that we are sharing this
moment of joy with millions of fami-
lies across the country who are re-
lieved that our children will be better
protected against COVID-19.

Colleagues, as we approach this now
second Thanksgiving since the start of
the pandemic, we recognize that we
have much to be thankful for. We are
thankful for the scientists who drew on
years of research to design and test one
of the most effective vaccines that we
have ever seen. We are thankful for the
doctors and nurses who are helping to
administer the vaccine to as many peo-
ple as possible while caring for the
sick. And we continue to be thankful
for all the essential workers who take
on high-risk jobs to keep food on our
tables and keep the economy going.

So it is in the spirit of all this that
I ask each and every one of you to do
your part. To everyone at home,
please, each and every one of you do
your part. Protect yourself. Protect
your family. Protect your community.
Get vaccinated. Get your children vac-
cinated. Go check to see if you are eli-
gible for a booster, and if you are, find
one near you at vaccines.gov. We have
come to appreciate how vaccination is
the key to a safe holiday season, and it
is key to ending the pandemic for all.

I yield the floor.

The PRESIDING OFFICER. The Sen-
ator from Washington.

VOTE ON BONNIE NOMINATION

Mrs. MURRAY. Madam President, I
ask unanimous consent that the vote
that was scheduled to start at 2:30
begin immediately.

The PRESIDING OFFICER. Without
objection, it is so ordered.

The question is, Will the Senate ad-
vise and consent to the Bonnie nomina-
tion?

Mrs. MURRAY. I ask for the yeas and
nays.

The PRESIDING OFFICER. Is there a
sufficient second?

There appears to be a sufficient sec-
ond.

The clerk will call the roll.

The senior assistant bill clerk called
the roll.

Mr. DURBIN. I announce that the
Senator from New Hampshire (Ms. HAS-
SAN), the Senator from Massachusetts
(Mr. MARKEY), the Senator from New
Hampshire (Mrs. SHAHEEN), and the
Senator from Massachusetts (Ms. WAR-
REN) are necessarily absent.

Mr. THUNE. The following Senator is
necessarily absent: the Senator from
Oklahoma (Mr. INHOFE).

November 16, 2021

The result was announced—yeas 76,
nays 19, as follows:
[Rollcall Vote No. 469 Ex.]

YEAS—T76
Baldwin Graham Portman
Bennet Grassley Reed
Blackburn Heinrich Risch
Blumenthal Hickenlooper Romney
Blunt Hirono Rosen
Booker Hoeven Rounds
Boozman Hyde-Smith Sanders
Brown Jol}nson Schatz
Burr Kaine Schumer
Cantwell Kelly Shelby
Capito Kennedy .
Cardin King Slnfema
Carper Klobuchar Smith
Casey Leahy Stabenow
Collins Lujan Tester
Coons Manchin Thune
Cornyn Marshall Tillis
Cortez Masto McConnell Toomey
Crapo Menendez Van Hollen
Daines Merkley Warner
Duckworth Moran Warnock
Durbin Murphy Whitehouse
Ernst Murray Wicker
Feinstein Ossoff Wyden
Fischer Padilla Young
Gillibrand Peters

NAYS—19
Barrasso Hawley Sasse
Braun Lankford Scott (FL)
Cassidy Lee Scott (SC)
Cotton Lummis Sullivan
Cramer Murkowski Tuberville
Cruz Paul
Hagerty Rubio

NOT VOTING—5

Hassan Markey Warren
Inhofe Shaheen

The nomination was confirmed.

(Mr. SCHATZ assumed the Chair.)

The PRESIDING OFFICER (Ms.
SINEMA).

Under the previous order, the motion
to reconsider is considered made and
laid upon the table, and the President
will be immediately notified of the
Senate’s action.

The Senator from Illinois.

———

EXECUTIVE CALENDAR

Mr. DURBIN. Madam President, I ask
unanimous consent that the Senate re-
sume consideration of the Nelson nomi-
nation.

The PRESIDING OFFICER. Without
objection, it is so ordered.

The clerk will report the nomination.

The senior assistant bill clerk read
the nomination of Brian Eddie Nelson,
of California, to be Under Secretary for
Terrorism and Financial Crimes.

Mr. DURBIN. Madam President, I ask
unanimous consent to speak as if in
morning business.

The PRESIDING OFFICER. Without
objection, it is so ordered.

TRIBUTE TO PATRICK LEAHY

Mr. DURBIN. Madam President, the
desk behind me is empty at this mo-
ment, but whenever anything impor-
tant is taking place on the floor, you
will find seated there the dean of the
U.S. Senate, Senator PATRICK LEAHY of
Vermont.

This week, he surprised a number of
us by announcing his retirement at the
end of next year.

I have come to know PAT during my
service in the Senate. He is a humani-
tarian. He is a gifted lawmaker and a
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passionate defender of America’s na-
tional ideals and, I might add, of inter-
national human rights. Loretta and I
count PATRICK and his wonderful wife
Marcelle as really good friends.

I have been on the Senate Judiciary
Committee, chairing it for a year. I
have more insight into that job than I
ever had before, and I have certainly
realized that when Senator LEAHY was
the chair of that committee, he wrote
an extraordinary record, which many
of us only dream of emulating.

I thank him for his passionate, con-
sistent, faithful support of the DREAM
Act, which I introduced 20 years ago,
and his efforts to help me get this en-
acted into law. I also appreciated when
he gave me the opportunity to create a
new subcommittee in Judiciary enti-
tled the ‘‘Subcommittee on Human
Rights and the Law,” which I chaired.
We did good things for America and the
world.

PAT LEAHY is known throughout the
world, and I mean that literally, as a
defender of human rights and human
dignity. I have seen it so many times.

He and I decided to join forces a few
years ago on behalf of a political pris-
oner. Her name is Leila de Lima. She is
a human rights advocate and a senator
in the Philippines. She is in jail.

Two years ago, Senator LEAHY passed
an amendment on her behalf in the
State and Foreign Operations Appro-
priations Subcommittee. As a result,
strongman Rodrigo Duterte of the
Philippines banned both Senator
LEAHY and myself from entering the
Philippines because of our action. I can
tell you that we take great pride in
being singled out in that manner.
Duterte knew, as we all know, that
when PATRICK LEAHY sees injustice, he
will use his power in office to put
things right.

His service in the Senate has been a
great benefit to our Nation, our world,
and his beloved State of Vermont, and
we will certainly miss him when he re-
tires. I will just add, though, watch
closely because he is going to run
through the tape. He has a little over a
year left in the Senate, and I am sure
he will work for that entire period of
time for the betterment of this Nation
and his beautiful Vermont.

REMEMBERING MAX CLELAND

Madam President, over the weekend,
I reflected on an event in my life that
occurred 58 years ago.

On November 24, 1963, I had just
transferred and was a sophomore at
Georgetown University. It was a chilly,
gray Sunday morning, and I had joined
a huge crowd of thousands of people in
Lafayette Square, across the street
from the White House, to stand in
mournful silence.

A few minutes after 1 o’clock that
afternoon, the doors of the White
House opened, and the flag-draped cas-
ket of President John F. Kennedy was
carried out. The casket was placed on a
caisson for a solemn procession to this
U.S. Capitol. The route was lined with
hundreds of thousands of mourners
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standing 10, 12 deep. Hardly anyone
spoke. The only sounds were the clack-
ing of horses’ hooves, the sound of
metal wheels on the pavement, and the
muffled sounds and drums of the mili-
tary escort.

More than 30 years later, I recounted
that student experience to a colleague
in the U.S. Senate. His name was Max
Cleland from the State of Georgia, and
he said to me: “Durbin, I was standing
in the same corner in Lafayette Square
that you were standing in.” He was
there for the same reason I was: to wit-
ness history and to pay homage to our
fallen President.

There we were, just a few feet away
from one another in Lafayette Square,
but our lives took a much different
course immediately after that.

I went to law school, married, and
started a family, and my wife and I
were blessed with three kids.

Max Cleland enlisted in the U.S.
Army in 1965 after graduating from col-
lege. Military service was a long tradi-
tion in his family. He spent 2 years in
what he called a ‘‘cushy’ job as an
Army aide, and he hated it. He fought
to be sent to Vietnam.

In April 1968, with less than a month
left in his tour of duty, Army CPT Max
Cleland found himself at the Battle of
Khe Sanh, one of the longest and dead-
liest battles in the Vietnam war.

On April 8, 1968, he jumped off of a
helicopter and saw a hand grenade on
the ground. He thought it had fallen off
his flak jacket. As he reached to pick it
up, the grenade exploded, tearing off
his right arm and both of his legs. He
was 25 years old.

When he was recovering at Walter
Reed, a friend took his doctor aside and
asked him in confidence: What sort of
life awaits this triple amputee? What
would he be able to do?

The doctor said that if Max ever re-
covered enough just to put on his own
shirt, that simple task would exhaust
him for the rest of the day. Well, that
doctor didn’t understand his patient.
He didn’t know Max Cleland. He saw
what that grenade blast had taken
away from him, but he didn’t see the
deep reservoirs of faith, strength, and
determination that remained in Max
and grew stronger over time.

Before his injury, Max Cleland was
the golden boy of his hometown of
Lithonia, GA. He was his parents’ only
child. He stood 6 feet 2 inches, was a
basketball and tennis player in high
school, and was voted the ‘‘most excep-
tional student’” during his senior year.
He could have done anything with his
life, but during that internship semes-
ter in Washington in 1963, Max Cleland
decided he wanted to be a U.S. Senator.
Nothing could kill that dream—not
even the terrible explosion at Khe Sanh
that took three of his limbs and nearly
took his life.

After 8 months in VA hospitals and
rehab centers, he went home to Geor-
gia. In 1970, at the age of 28, he became
the youngest person ever elected to the
Georgia State Senate. In 1984, he be-
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came the youngest person to head up
the U.S. Veterans’ Administration,
now the Department of Veterans Af-
fairs. It was under his watch that the
VA first admitted the existence of
something called post-traumatic stress
disorder. Max knew the hell of post-
traumatic stress well. He fought for
treatment and compensation for our
vets, and he struggled with visible and
invisible wounds of war.

In 1982, Max Cleland was elected
Georgia secretary of state, a position
he held for 14 years. During that time,
he gathered some of the biggest vote
totals in Georgia history.

When Georgia Senator Sam Nunn de-
cided to retire in 1996, Max knew it was
his chance. He threw his hat in the ring
and was elected U.S. Senator of Geor-
gia.

We came to this Senate together in
1997. When Max came to the Senate,
there was no ramp for wheelchair users
in the Senate. He had to make his first
speech from the back of the Chamber.
He tucked a quote from the Book of
Isaiah inside his breast pocket. It was
simple: ‘Do not be afraid.”” He joined
the Armed Services Committee and ex-
panded education benefits for all vet-
erans through the GI bill.

He was just full of energy and good
cheer. I remember that warm smile and
his big belly laughs. His optimism was
a choice, and it required a grueling reg-
imen to maintain it. He took 3 hours
every morning to prepare himself phys-
ically and mentally to face each day. I
remember reading an article in the
Washington Post about a regimen of
strenuous physical exercise, which he
designed for himself. He had taken a
spare bedroom in his apartment and
did his own workout routine—this tri-
ple amputee—each morning.

For years, Max felt a sort of shame
about his injuries. He felt the wounds
were his own fault. He always thought
that he had dropped the hand grenade
that nearly killed him. It took 30 years
for the truth to come out.

Max was telling this story on na-
tional TV when a man called in after-
wards and said: I need to talk to Sen-
ator Cleland. He said to him: ‘“‘Max,
that’s not how it happened at all. I
know. I was there.” He said another
soldier had dropped the grenade, a
““newbie”” who hadn’t taken the pre-
cautions that veteran soldiers know to
take to prevent an accidental detona-
tion.

The story turned out to be true, and
after 30 years, Max could begin to for-
give himself.

Max was serving in the Senate on 9/
11. Months later, the Senate was debat-
ing how to merge several Agencies, of-
fices, and Departments into the
brandnew Department of Homeland Se-
curity. It was the biggest reorganiza-
tion of the Federal Government since
World War II, and it would create one
of the largest Federal Agencies.

Some saw it as an opportunity to
take on the unions. Max and I and
many others thought otherwise. We
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voted against an amendment that
would have denied employees of the
new Department the same collective
bargaining rights as other Federal
workers.

It was months later that Max stood
for reelection. Near the end of that
race, there was an infamous ad that
showed images of Osama bin Laden and
Saddam Hussein and questioned Max’s
commitment to protect America.

How do you look at a man who has
lost three limbs in war and struggled
every day of his life to serve others and
accuse him of not being willing to de-
fend this country?

Max Cleland was one of six Vietnam
veterans in the Senate at that time.
All of his brothers in arms, including
Republican Senators John McCain and
Chuck Hagel, were furious about that
ad. They raised enough hell to have
that ad pulled. Sadly, the damage was
done. Max lost his race for reelection.
He called that loss ‘‘the second hand
grenade’ in his life.

In his 2009 memoir aimed at his fel-
low wounded veterans, he wrote: “My
body, my soul, my spirit, and my belief
in life itself was stolen from me by the
disaster of the Vietnam War. I found
solace in attempting to ‘turn my pain
into somebody else’s gain’ by immers-
ing myself in politics and public serv-
ice.”

When his Senate years were over, he
said: “I went down physically, men-
tally, emotionally, down into the deep-
est, darkest hole in my life. I had sev-
eral moments when I just didn’t want
to continue to live.”

The post-traumatic stress came roar-
ing back into his life, and so 40 years
after he first arrived there, Max re-
turned to Walter Reed to try to mend
not his body but his broken heart. It
was connecting with other warriors
that pulled him out of his despair.

I want to thank my Senate col-
leagues and especially my friend,
former Majority Leader Harry Reid, for
their commitment during that dark
time. They helped him return to public
service.

He was appointed to the 9/11 Commis-
sion and served for a short while before
resigning to serve on the board of the
U.S. Export-Import Bank. In 2009,
President Obama chose Max to serve as
Secretary of the American Battle
Monuments Commission.

Last week, Max Cleland died at his
home in Atlanta. His big heart finally
succumbed. He was 79 years old.

On the same day he died, another
veteran fighting the invisible wounds
of war shot and killed himself at the
Lincoln Memorial in Washington. Air
Force TSgt Kenneth Omar Santiago
was only 31.

In a note posted on social media be-
fore he died, he wrote: ‘““‘No one knows
who is struggling and waging wars that
the eye cannot see. What does chronic
depression even look like?”’

Max Cleland knew the answer to that
question. If he had met Sergeant
Santiago—or any of the 17 veterans
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who die by suicide every single day in
America—he would have told them
what he said to himself every day:
‘““‘Hold on. Seek help. Do not be afraid.”

Max Cleland was a soldier, a patriot,
and a friend. We can pay no better trib-
ute to him than to honor his service
and sacrifice and help those who con-
tinue to live with those visible and in-
visible wounds of war.

Farewell, Max. I will miss you.

FEDERAL BUREAU OF PRISONS REPORT

Madam President, on a completely
different topic, earlier today, the in-
spector general at the Department of
Justice released a stunning report. It
found that the Federal Bureau of Pris-
ons had failed to negotiate with the
prison guard union for more than 20
months.

Think of that. The management of
the Federal Bureau of Prisons failed to
negotiate with the prison guard union
for more than 20 months. This has led
to a delay of more than 30 critical Bu-
reau policies to help protect their staff
and inmates.

That report was published just days
after an investigation by the Associ-
ated Press, which concluded that the
Bureau is “‘a hotbed of abuse, graft and
corruption, and has turned a blind eye
to employees accused of misconduct.”

Both investigations confirm what we
have known for a long time: the cur-
rent Director of the Bureau of Prisons,
Michael Carvajal, should no longer lead
the Bureau of Prisons.

This morning, I publicly called on
Attorney General Merrick Garland to
replace Mr. Carvajal with a reform-
minded Director who is not a product
of that Bureau’s bureaucracy.

Since Director Carvajal was ap-
pointed by former Attorney General
Bill Barr in February 2020, we have wit-
nessed a series of cascading failures
that have endangered the lives of BOP
inmates, as well as the correctional of-
ficers who work there.

Director Carvajal has failed to re-
solve chronic staffing shortages at the
Bureau. He has failed to contain out-
breaks of COVID-19 within our prisons.
The COVID-19 infection rate in the Bu-
reau of Prisons is six times what it is
in the rest of the population.

He has failed to fully implement the
reforms that the Members of this Sen-
ate enacted, including an overwhelm-
ingly bipartisan First Step Act, signed
into law by President Trump.

To take one example, under the First
Step Act, low-risk inmates are eligible
to receive earned time credits to re-
duce their sentences. They do this by
completing programs designed to pre-
vent them from committing another
crime when they are released. The in-
spector general concluded that the Bu-
reau of Prisons has not allowed any—
any—time credits to be awarded be-
cause they have not finalized the pol-
icy nearly 3 years after the First Step
Act was signed into law.

That act was a bipartisan measure.
Senator GRASSLEY and I were the lead
sponsors on it. And it was a measure,
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as I mentioned, signed by President
Trump. For 3 years, the Bureau of Pris-
ons has done little or nothing to imple-
ment it.

Director Carvajal has also failed to
prevent serious misconduct by his own
employees. Some of these numbers are
incredible. Since 2019, more than 100
Federal prison workers have been ar-
rested, charged or convicted of crimes,
including sexual abuse, murder, and in-
troducing contraband into prison.

Altogether, these crimes account for
two-thirds—let me say it again: two-
thirds—of criminal cases against De-
partment of Justice personnel, even
though BOP employees comprise less
than one-third of the DOJ’s workforce.

There is no excuse for any further
delay in dismissing Director Carvajal.
It is time for Attorney General Gar-
land to appoint new leadership to the
Bureau that will address the crises he
has created or allowed to exist and to
take critical steps to reform our Fed-
eral prison system.

I yield the floor.

I suggest the absence of a quorum.

The PRESIDING OFFICER. The
clerk will call the roll.

The legislative clerk proceeded to
call the roll.

Mr. GRASSLEY. Madam President, I
ask unanimous consent that the order
for the quorum call be rescinded.

The PRESIDING OFFICER. Without
objection, it is so ordered.

MEATPACKING INDUSTRY

Mr. GRASSLEY. Madam President,
as the meatpacking industry became
increasingly concentrated in the 1990s,
fewer animals were sold through nego-
tiated purchases—or, you could say,
you could call that cash purchases or
you could call it the spot market.

In the 1990s, we saw increased use of
alternative marketing arrangements
that were not publicly disclosed under
voluntary reporting. Livestock pro-
ducers knew that these arrangements
were not allowing them to get a fair
market price for their livestock going
to slaughter so they called for live-
stock mandatory reporting, also known
as LMR. This new law would apply to
packers who purchase livestock, proc-
ess them, and market the meat.

When the livestock mandatory re-
porting legislation was first considered
in 1998, it unfortunately didn’t get very
far. I want to read for you an article
from March of 1999 because it is going
to have some relationship to a similar
issue that we hope to get before Con-
gress before the end of the year, and
that is a bipartisan piece of legislation
I am referring to.

I want to read an article from March
1999, from the Southern Livestock Re-
view. That article is entitled ‘“‘How
Campaign Money, Republican Lobby-
ists Killed Mandatory Price Report-
ing.” I am going to read that article
into the RECORD in its entirety, only I
will not read names. I will refer to
former Senators as Senator 1, 2, and 3,
and I will refer to lobbyists’ names as
Lobbyist 1 and Lobbyist 2.
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My point is to remind my fellow Sen-
ators today not to be blindsided again
by the American Meat Institute, like
happened in 1998 to kill legislation
back then, because I don’t want a simi-
lar thing to happen with what some of
us Senators are proposing this year.
This is important because Senator
FISCHER and I are soon to introduce
legislation to update livestock price
transparency.

Now, I will read. This is a long read-
ing.

How Campaign Money, Republican Lobby-
ists Killed Mandatory Price Reporting:

In the heat of last October’s upcoming
election and Congress’ hurry-get-out-of-town
legislating, the draft of a massive $4 billion
farm bailout bill—which included federal re-
lief for cash-strapped farmers and mandatory
public price reporting in livestock markets—
was in place as congressmen and senators
flew home for a weekend of campaigning.

When the lawmakers returned the fol-
lowing Monday, however, mandatory live-
stock price reporting was virtually gutted,
butchered by well-connected Republican lob-
byists and huge sums of political action cam-
paign money from the meatpacker-backed
American Meat Institute.

How this deboning occurred is an object
lesson in how private money often thwarts
public will and why solid, sensible farm pol-
icy often dies at the hands of craven politi-
cians and legions of lobbyists.

In July 1998, Senate Minority Leader Tom
Daschle, D-SD, put mandatory price report-
ing in livestock markets into what was then
a modest $500 million farm drought relief
bill. Daschle, responding to years of com-
plaints from his state ranchers over
meatpacker concentration, didn’t ask for the
moon. All he wanted was a one-year experi-
mental program that required meatpackers
to publicly disclose the prices they paid
when buying livestock from producers.

But as the ag economy continued to
skid in late summer, the bill’s cost es-
calated and so did the warning over
what the bill would include. Daschle’s
price reporting request also came
under attack from the AMI, the
meatpacker lobby in Washington.
Packers viewed the idea as costly—es-
timated by USDA at $60 million per—
and unnecessary.

Yet as momentum picked up for an
even bigger farm relief bill, mandatory
price reporting opponents like AMI
sensed Daschle’s efforts would be
adopted as the ‘‘save-the-farm” rhet-
oric built after Labor Day.

To shoot down Daschle’s plan, AMI hastily
bought some bazookas. In early September,
AMI hired [Lobbyist No. 1] . . . a member of
one of Washington’s most powerful Repub-
lican lobbying firms.

For an extra pop, reported the October 25,
1998 Washington Post, AMI also hired two
other Republican leaders-turned-lobbyists,
[Lobbyist No. 2] and [Lobbyist No. 3]. . . .

Now plugged into the Republican power
grid, AMI turned on the juice. During the
1998 election cycle, AMI doled out $198,473 in
political action committee money raised
from executives of member firms like
Cargill’s Excel, ConAgra’s Monfort, Kraft’s
Oscar Myer, Premium Standard Farms,
Farmland Industries, and Smithfield Foods.
Most of the money went to Republican can-
didates.

In fact, according to the Center for Re-
sponsive Politics, a nonpartisan campaign
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watchdog group, $165,973 or 84% of AMI’s
1997-98 PAC cash landed in Republican cam-
paign coffers. House Republican candidates
got $114,973 of the meatpacker lard; Senate
Republicans got $51,000.

But as the crucial October legislative dead-
line approached, mandatory price reporting
was still alive in the farm bailout bill’s final
draft. Then AMI lobbyists and money began
to get traction.

The lobbyists, in particular [Lobbyist No.
1], a longtime pal of fellow Mississippians—
and Republican Senators—[Senator No. 1]
and [Senator No. 2] got the price reporting
legislation pulled from that ag bill. Senate
Democrats and a few of their farm state Re-
publican colleagues were furious.

Daschle struck back. With [Senator No.
2’s] blessing, he folded mandatory price re-
porting into the even bigger $520 billion om-
nibus 1999 Budget Bill that was still hanging
fire. Two days later, it too was gutted by Re-
publicans into a meaningless ‘‘confidential
one-year government investigation, during
which livestock prices would not be dis-
closed” by the packers, according to the
Washington Post.

Sources say [Lobbyist No. 1] buddy [Sen-
ator No. 1] wielded the knife. As chairman of
the Senate Ag Appropriations Sub-
committee, [Senator No. 1] refused to fund
any new price reporting effort as part of the
bailout bill, thus killing it there. Later, at
the behest of [Lobbyist No. 1], [Lobbyist No.
2], and [Lobbyist No. 3], [Senator No. 1]
neutered mandatory price reporting in the
Budget Bill by keeping any information
gained through it ‘‘confidential.”

Now the National Pork Producers Council,
a past opponent of mandatory price report-
ing, the American Farm Bureau, the Na-
tional Cattlemen’s Beef Association, and
Secretary of Agriculture Dan Glickman are
calling for publicly disclosed, mandatory
price reporting legislation from Congress.

An AMI spokesman said the group will
fight the new effort, but didn’t know if [Lob-
byists 1, 2, or 3] would carry water for the
packers in 1999. Yet, he adds, referring to
[Lobbyist No. 1], ‘““He served our purposes
well last year.”

No kidding. But the meatpackers paid as-
sassins—[Lobbyist No. 1] and his Republican
pals—stuck a knife in the back of every live-
stock producer in America last fall. And it’s
still there.

Now, that is the end of my reading of
the March 1999 article by Alan Guebert
in the Southern Livestock Review.

So you see, many of the same hurdles
that we went through in ‘98 are the
hurdles that we are facing now with
making needed cattle market reforms.

The same high-powered and well-con-
nected lobbyists who work for the Big
Four meat processors are still the same
high-powered and well-connected lob-
byists who are lobbying against the
market reforms of today. Those re-
forms are being proposed by a bipar-
tisan group of Senators and will soon
be introduced.

But I have got news for you. The spe-
cial interests of the meat packers don’t
have a vote in the U.S. Senate.

Last week, Senators FISCHER,
TESTER, WYDEN, and I announced a
framework to increase price discovery
and transparency in the cattle market.

You will never guess who, once again,
is fighting this commonsense legisla-
tion—the very same group that I re-
ferred to as AMI, the American Meat
Institute, now called the North Amer-
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ican Meat Institute; that same group
that, in the 1990s—or—yeah, the 1990s—
was against the livestock mandatory
reporting legislation has come out
against the independent cattle pro-
ducers again today.

See, these powerful corporations are
against any reform that would give
independent producers more leverage
in negotiating a fair price for their cat-
tle.

In 1998, South Dakotan Tom Daschle
led the charge against these big meat
packers. And while the livestock man-
datory reporting was stalled in 1998, in
1999, Senator Daschle was able to get
that across the finish line. And it is
still law, but it isn’t a perfect piece of
legislation, and our proposals ought to
improve it dramatically.

Now we have Senators, farmers, con-
sumers from all over the country who
want to see reforms. Livestock farmers
are losing money, consumers are pay-
ing record high prices for beef, and
meat packers are making record prof-
its.

Now, I am sharing this story today to
show that even changes that we now
view as common sense were once oOp-
posed by the meat industry. We still
have time this year to make real mar-
ket reforms that will help independent
producers stay in the cattle business.

I urge my colleagues to support a
piece of legislation that we have enti-
tled Cattle Price Discovery and Trans-
parency Act and support independent
cattle producers.

I hope you will join Senator FISCHER,
this Senator, Senator TESTER, and Sen-
ator WYDEN and several other Senators
in the last 24 hours that have joined
this effort.

These reforms are long overdue, and
we can’t let these special interest
groups, like the North American Meat
Institute, stop this important legisla-
tion like I just described for you how
they stopped it in 1998. And thank God
Senator DASCHLE didn’t give up, be-
cause the next year he eventually got
it done.

I yield the floor.

I suggest the absence of a quorum.

The PRESIDING OFFICER (Mr. MUR-
PHY). The clerk will call the roll.

The bill clerk proceeded to call the
roll.

Mr. BARRASSO. Mr. President, I ask
unanimous consent that the order for
the quorum call be rescinded.

The PRESIDING OFFICER. Without
objection, it is so ordered.

BIDEN ADMINISTRATION

Mr. BARRASSO. Mr. President, this
morning, the majority leader came to
the floor of the Senate to talk about
the Democrats’ reckless tax-and-spend-
ing bill.

Now, he repeated the claim that the
bill would actually reduce inflation. It
won’t. Just like the claim the Presi-
dent makes that the cost of the bill
will be zero, the American people know
that that is not true either.

The majority leader asked a ques-
tion. He asked why not a single Repub-
lican would support the bill. Well, I am
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happy to respond to the majority lead-
er and explain why the American peo-
ple and the Republicans are rejecting
what the Democrats are trying to force
through the Congress.

So I come to the floor today to talk
about rising prices. Next Thursday will
be the most expensive Thanksgiving
ever. As the New York Times put it,
the Thanksgiving dinner will wallop
your wallet. Turkey prices are up 25
cents on the dollar so far this year.
Prices for meat, poultry, fish, and eggs
are up more than 10 cents on the dollar
in just 1 year.

Companies like Nestle and Procter &
Gamble, well, they put out warnings
that they are raising their prices.

Who would have thought that in just
10 short months of the Biden Presi-
dency we could set a record—a 30-year
high record for inflation?

Millions of families this year will sit
down for Thanksgiving dinner, and in
addition to eating turkey, families
around the table will also be talking
turkey. They are going to have dif-
ficult conversations about how to
make ends meet.

According to one estimate, families
are now paying about $175 more every
month because of inflation for the
same things they were getting before
Joe Biden became President. This
works out to a $2,000 bite out of the
paychecks annually of every working
American.

So what is happening? Why is it hap-
pening?

It is for at least three reasons. First,
Joe Biden’s incompetence and mis-
management has caused the worst sup-
ply chain disruption in at least 40
years.

Now, the supply chain crisis is large-
ly the result of a labor shortage. Last
week, the New York Times called the
shortage of truck drivers—truck driv-
ers; not of trucks, but of the drivers—
the single biggest cause of the supply
chain crisis.

We don’t have enough goods in large
part because we don’t have enough
workers. This is the worst labor short-
age in American history. There are
more than 10 million jobs which have
gone unfilled in recent months. We
have broken new records for unfilled
jobs in 5 of the last 9 months that Joe
Biden has been in office.

This isn’t a coincidence. This is hap-
pening because of the policies that
have been put in place by the Demo-
crats in this administration.

In March, President Biden and the
Democrats extended a bonus payment
to people who stayed home from work.
Millions of people made more money
by staying home instead of going to
work. Well, in September, the bonus
payment ran out.

Then President Biden announced a
nationwide vaccine mandate on the
American people. Having been trav-
eling around the State of Wyoming this
past week, I will tell you it is a man-
date that is taking a sledgehammer to
the American workforce.
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Now, I fully support vaccination. I
am a doctor. I am vaccinated, so are all
the members of my family. I am pro-
vaccine and anti-mandate. Imposing
new mandates on workers during an
unprecedented labor shortage is com-
plete incompetence.

Now, this mandate is only making
the supply chain crisis worse. The
President must have known that many
would not comply with this mandate.
He must have known that people would
be forced out of their jobs by his man-
date. It didn’t seem to faze him; he im-
posed the mandate anyway. Now people
are losing their jobs, shelves are
empty, and prices continue to go up.

The second major reason why prices
are rising is President Biden’s war on
American energy. Thanksgiving is tra-
ditionally one of the busiest travel
times of the year. AAA estimates that
more than 50 million Americans will
take to the highway and travel next
week—pretty standard for a Thanks-
giving weekend. Those who drive will
pay a lot more for gas than they did
last year or the year before. It is the
highest in 7 years. Gas prices are up
about $1 a gallon in the number of
months that President Biden has been
in office. It is more expensive to travel.

And it is getting more expensive also
to stay warm. One in five American
families has already cut spending to
pay for their energy bill in the last
yvear. Winter is coming. It is going to
get worse. Some will have to choose be-
tween whether they can heat their
home or whether they can eat a meal.
Prices are so high, 11 Democratic Sen-
ators are pleading with the President
to bring down gas prices.

So what is Joe Biden’s solution?

Well, he admits he has no solution.
He says that gas prices are going to
stay high until the springtime.

One of the President’s top nominees
for the Treasury Department says she
wants to ‘‘starve’—starve—American
oil and gas. She actually said that we
want—in her mind—‘we want [0il and
gas companies] to go bankrupt.” She is
the nominee to be the Comptroller of
the Currency.

The Secretary of Commerce was
asked what the administration was
doing to lower energy bprices. She
couldn’t name a single thing.

The Secretary of Energy apparently
thinks high gas prices are funny. She
was asked what she could do to in-
crease oil production in America. She
laughed and said: ‘““That is hilarious.”

The Secretary of Transportation also
thinks it’s funny. He is joking around
that people need to start Christmas
shopping early this year.

So there you have the elites of the
Biden administration—the elites of
America—the people he has chosen to
run these Agencies. They think it is
funny. It is no laughing matter for the
working families in Wyoming or all
across America.

So who gets hurt by high prices?

The poor, people living on fixed in-
comes, families struggling to get by.
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Working families cannot afford what
the Democrats are offering.

Since Joe Biden became President,
prices have gone up much faster than
wages. In other words, the American
people have taken a cut in the spending
value of their paychecks. They can buy
less with the same amount of money.
And even if they have gotten a bit of a
raise, the prices are taking a greater
and greater bite out of that paycheck.

So as we approach Thanksgiving,
Democrats in Washington want to
spend like it is already Black Friday.
Democrats seem to think that every
day is Black Friday, when you take a
look at this reckless tax-and-spending
bill where every page is over $1 billion
of spending.

They have already put $2 trillion on
the credit card earlier this year. This is
in addition to the bipartisan
coronavirus relief that the Senate
passed last year. But for Democrats,
there is never enough spending. Taxing
and spending: it is an addiction. They
want to print more money, they want
to spend more money.

And right now, Democrats are push-
ing a reckless tax-and-spending bill,
which will make inflation in this coun-
try even worse. Democrats say that the
bill that they are proposing in the
House right now will cost $2 trillion.

The Congressional Budget Office will
give a final report the end of the week.
Experts say, if all of the programs they
are proposing were to stay in place for
the full 10 years in the budget system,
the price is much closer—if not exceed-
ing—$4 trillion.

So if the Democrats pass this bill, we
are talking about more spending, more
debt, and higher prices. We are also, of
course, talking about more taxes that
ultimately will hit everyone in this
country one way or the other.

Last week, the New York Times re-
ported ‘‘many researchers . . . say the
bill is structured in a way that could
add to inflation next year.” Not just
this year; next year as well.

Experts say this bill could increase
the cost of childcare up to $13,000 for
each and every family in America
whose children need that care. This is
already one of the biggest expenses on
working families. They will nearly
double that.

And, of course, Democrats’ spending
spree would add over $400 billion in
taxes on America’s small businesses—
the mom-and-pop businesses in the
communities all around this country.

Interestingly, at a time of high en-
ergy costs—we had a hearing about
this this morning in the Energy Com-
mittee, the trend in prices on energy.
Astonishingly, what the Democrats are
proposing at this time are the highest
natural gas prices in 7 years, and a
tough season coming for the cost of
heating oil and heating gas. This could
raise taxes on American natural gas as
well, when prices are at a 7-year high.

What happens to these costs with
these taxes?

Of course, they get handed off to con-
sumers in the form of higher prices.
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If Democrats pass this bill, the Amer-
ican people are going to pay more at
the pump, more at the store, and more
on tax day.

So, last week, the nonpartisan Tax
Policy Center said this bill would raise
taxes on nearly one-third of middle-
class families.

Didn’t Joe Biden say he wasn’t going
to do that?

Well, who is right: the President of
the United States, whose approval is at
an all-time low and only 21 percent of
Americans think the country is going
in the right direction, or the Tax Pol-
icy Center that says that a third of all
middle-class families will end up pay-
ing more taxes if this is signed into
law?

This is a blatant violation of the
President’s campaign promises. The
last thing the American people need
right now is higher taxes, more debt,
and higher prices. The last thing the
American people need is this reckless
tax-and-spending spree.

It is no wonder that 71 percent of
Americans think our country today is
on the wrong track, and this includes
many Americans who actually voted
last November for Joe Biden.

What do the American people want?

Well, they want us to produce more
American energy so they can pay less
for energy. They want us to make it
easier for people to get back to work.
They want higher wages and lower
prices.

That is not what we are hearing from
the Democrats.

So that is my response to the major-
ity leader when he asks why not a sin-
gle Republican would support this
reckless tax-and-spending spree.

With Thanksgiving coming, we need
to stop this reckless spending ‘‘cold
turkey.”

I yield the floor.

I suggest the absence of a quorum.

The PRESIDING OFFICER. The
clerk will call the roll.

The senior assistant legislative clerk
proceeded to call the roll.

Mr. LEE. Mr. President, I ask unani-
mous consent that the order for the
quorum call be rescinded.

The PRESIDING OFFICER. Without
objection, it is so ordered.

VACCINES

Mr. LEE. Mr. President, last week,
the U.S. Court of Appeals for the Fifth
Circuit issued an emergency stay on
President Biden’s sweeping vaccine
mandate. The court granted the stay,
citing ‘‘grave statutory and constitu-
tional issues’” with the mandate. The
22-page order is persuasive and compel-
ling in explaining the grave effects the
mandate will have on businesses and
individuals alike throughout the
United States.

The order also explains that the lim-
ited nature of the Federal Government
under the Constitution simply doesn’t
allow for sweeping mandates of this na-
ture, generally, but it certainly doesn’t
allow for sweeping mandates like this
one without an act of Congress. You
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see, our powers within the Federal
Government are carefully cir-
cumscribed; they are carefully con-
strained. The Constitution brings
about a balancing, a limitation on pow-
ers that operate along two axes. The
vertical constraint is called federalism,
and the horizontal constraint is some-
thing we refer to as the separation of
powers.

The Federal Government’s powers
are, as James Madison described them
in Federalist No. 45, ‘“‘few and defined,”
while those reserved to the States are
“numerous and indefinite.” Likewise,
within the three branches, we have
these protections in place to make sure
that no one person can exercise what
power the Federal Government does
have exclusively; you can’t accumulate
too much power. So the President of
the United States, under our constitu-
tional system, isn’t a King and may
not rule by decree. He is not free to
just do things because he thinks they
are a good idea.

The judges also, refreshingly, as-
serted the commerce clause of the Con-
stitution and brought up the commerce
clause as the source of the claimed au-
thority for Federal action under this
circumstance, noting that, even under
broad interpretations of the commerce
clause that we have seen from the Fed-
eral court system since 1937, the com-
merce clause is not unlimited in the
scope of the authority that it provides
to the Federal Government, and in this
case, it certainly doesn’t authorize the
Occupational Safety and Health Ad-
ministration to issue a sweeping vac-
cine mandate on all companies with
more than 99 employees nor does the
commerce clause even authorize Con-
gress to undertake such an action,
which, of course, Congress has not un-
dertaken.

We have erred dangerously, over
many decades, from the true applica-
tion of the Constitution’s limits. In
many respects, we have lost sight even
of the fact that this is a government of
limited powers, and now that lack of
those limits—the lack of respect for
those limits within those who operate
the Federal Government—is placing
millions of Americans at risk of not
only becoming unemployed but, in
many cases, unemployable. Some in
Congress are, today, taking it even fur-
ther in asking the President of the
United States to impose a vaccine or a
test mandate as a condition precedent
for interstate travel.

Now, I have heard from hundreds of
Utahns who are at risk of losing their
jobs because of this now, thankfully,
halted mandate. These are not bad peo-
ple. To the contrary, they are good
people. They are our neighbors and our
friends. They are everyday Americans
who are all too often just trying to get
by to provide for their families. They
are not our enemies, and it is troubling
to think that the President of the
United States said—on national tele-
vision no less—that he is ‘‘losing [his]
patience’” with them. What does that
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even mean? In fact, recent polling
numbers show that, if anything, it ap-
pears to be the other way around. We
are losing patience with him and with
his broad assertions of authority that
he doesn’t even have.

I have come to the Senate floor about
15 times now to oppose this vaccine
mandate. I have offered a dozen bills to
limit, clarify, or otherwise counteract
the vaccine mandate. Each time, one or
another of my colleagues from the
other side of the aisle has objected to
what should be uncontroversial bills.
Let’s review each of these that we have
gone through so far.

Now, this started back on September
28 with S. 2850. This bill, S. 2850, would
have provided exemptions for those
with religious or moral objections to
the vaccine mandate. President Biden,
significantly, had promised these ex-
emptions would be in the mandate, but
for some reason—for some reason that
I struggle to understand—Senate
Democrats, nonetheless, objected to
the passage of that bill.

So then I came back, and I offered up
S. 2840, the Don’t Jab Me Act, a bill
that would require that the Federal
Government make those who suffer
from the vaccine mandate financially
whole. The Democrats rejected that
bill too.

Next, I offered S. 2843, the No Tax-
ation Without Congressional Consent
Act, a bill that would require congres-
sional authorization before the fines
associated with the mandate could be
charged to businesses. Notwithstanding
the fact that the Constitution is very
clear about where taxes need to origi-
nate within our system of government,
the Democrats objected to that bill as
well.

So then I came back with another
bill. This time it was S. 2848, the Your
Health Comes First Act. This is a bill
that would offer exemptions from the
mandate to those who have preexisting
medical or other health concerns about
the vaccine. This is also another ex-
emption that President Biden himself
promised in his speech when first an-
nouncing the vaccine mandate, but it
is an exemption that the Senate Demo-
crats, apparently, didn’t feel worthy of
codifying with legislation, and so they
objected to that one too. This one was
particularly surprising because if, in
fact, President Biden himself felt com-
fortable with those exemptions, one
would think that there wouldn’t be dis-
comfort with codifying what he himself
said should be the law.

So then, in response to that, I re-
turned to this Chamber on another day,
and I offered up S. 2846, the Natural
Immunity is Real Act. This bill would
require that the Federal vaccine man-
date recognize natural immunity.
Countries across the world recognize
this immunity for the powerful protec-
tion that it, in fact, provides, a protec-
tion that, according to some studies,
may be as much as 27 times stronger
than that offered by the vaccine alone.
Unfortunately, President Biden’s man-
date wasn’t so generous on that point.
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This bill, too, was rejected by the
Democrats, disregarding science’s
showing the very real impact of nat-
ural immunity.

So I came back, and I offered up S.
2847, the Let Me Travel America Act.
Now, this bill would prohibit the re-
quirement of vaccination before citi-
zens could travel between the States.
Apparently, the Democrats want to
leave that option open because they ob-
jected to that one too. Well, that one is
not in the vaccine mandate. It is
feared, as I mentioned a few minutes
ago, that that might be on the table.
Apparently, it still is because people
were unwilling to codify what should
be a natural conclusion for most Amer-
icans to reach, which is that our right
to travel from one State to another
without permission from the Federal
Government ought not be interfered
with and that it is fundamental that
we shouldn’t mess with it. That is why
it was unfortunate that this one, too,
drew an objection.

So I returned. I hoped that this body
could give some assurance and some re-
spect to the brave men and women of
our military who are at risk of losing
benefits and losing the right to serve
over this vaccine mandate. So my bill
that I offered that day, S. 2842, the Re-
specting Our Servicemembers Act,
would protect servicemembers from
losing their livelihoods and their bene-
fits—that they have accrued and
earned through their valiant service—
as a result of the mandate. The Demo-
crats objected to this one too. That is
particularly sad. These are heroes.
These are people on whom we rely to
keep us safe. We ought to give them
more trust than that. We ought to not
put them in a position in which many
of them are facing a difficult decision.

So I offered another bill. I returned
to this body, and I offered a bill that
should be one of the least controversial
measures that we have ever considered,
not just about the vaccine mandate but
about anything. That bill, the Parental
Consent for Vaccination Act, would
have simply required that parental
consent be provided before COVID-19
vaccines were given to children. The
Democrats objected to that as well.

So I came back, and I offered the
Transparency in COVID-19 Vaccination
Act. This bill would have provided in-
formation regarding vaccine side ef-
fects to the public. It would have just
made sure that the American people
had access to that information. I
thought information would build con-
fidence in the vaccines. The Democrats
disagreed, and they objected. Appar-
ently, that was too much. I don’t know
why people wouldn’t want more infor-
mation. I actually think that would
have built confidence in the vaccine,
but, apparently, they didn’t see it that
way or maybe they just didn’t want
people to have access to the informa-
tion. I don’t know. I can’t speak for
them. I just know they objected.

So I came back for the 10th time. I
offered up the Transparency in COVID-
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19 Research Act. This bill would have
provided research and information
drawn from that research—that the
American taxpayers are paying for—to
the public, that should be available to
the public. We pay for that research.
We ought to know what the findings
are. The government shouldn’t have
anything to hide and wouldn’t have
anything to hide here, but the Demo-
crats disagreed, and they objected to
that one as well.

So I tried again. I came back, and I
offered up S. 2851, the Transparency in
COVID-19 Expenditures Act. This bill
is just a good housekeeping measure. It
is a commonsense measure. It is not
something that should have been either
liberal or conservative or thought of as
Republican or Democratic. It is just a
good housekeeping matter. You know,
I think it is strange that it would be
controversial, given the simplicity of
what it would do. It would simply call
for an audit regarding how our COVID-
19 funds have been spent. I thought the
information would be helpful to us as
we make policy moving forward, and
yet the Democrats objected to that
one.

So I tried again. I offered a 12th bill
that would simply end the mandate.
The No Forced Vaccination for COVID-
19 Act would clarify that Federal law
does not authorize OSHA or any other
Federal Agency to implement a general
vaccine mandate, but the Democrats
objected to that one too.

Twelve times—twelve bills. Some
were simpler than others. Some should
have involved no controversy whatso-
ever. Some just inserted good prin-
ciples of lawmaking or constitu-
tionalism generally or federalism in
particular. Each one was rejected, one
right after the other after the other,
repeated 12 times.

Thankfully, while some in this body
have floundered, judges on the Fifth
Circuit fulfilled their duty to the
American people and their oaths to the
Constitution. That does not mean,
however, that this fight is anywhere
near over. It will continue in the
courts, where the States and the Biden
administration will each be able to
make their case. But I am also going to
continue this fight here. I will stand
for those Utahns and those Americans
who are at risk specifically because of
this mandate.

It is also important for us to remem-
ber that separate and apart from what
the courts might do, we have an inde-
pendent obligation, having each taken
an oath to uphold and protect and de-
fend the Constitution of the United
States in the fulfillment of our duties.
We need to make sure that before au-
thority is exercised—especially author-
ity operating in such a personal man-
ner on such a personal issue as this—
that power isn’t being taken from
those to whom it belongs. The power in
our system of government belongs to
the people, and in the absence of a dele-
gation of power to the Federal Govern-
ment, that power is retained by the
States respectively or by the people.
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So we ought to be looking at this
carefully and closely, analyzing it on
our own. We can’t assume that the
Federal courts will save us from our
own unconstitutional actions.

I have been critical of Presidents of
both political parties when they have
taken actions that exceed the scope of
their authority as President of the
United States or of actions enacted by
the legislative branch under the direc-
tion of either political party that ex-
ceed the power of the Federal Govern-
ment. This is an issue that is not Re-
publican or Democratic. It is not lib-
eral. It is not conservative. It is simply
an American issue. It is a constitu-
tional issue. We ought to be debating
it, discussing these things here, and
not waiting for the courts to act.

One of the profound frustrations that
I have encountered over the years is
that sometimes people will conflate
the issue of constitutionality with liti-
gation. They will assume that con-
stitutional issues are those that have
to be addressed in the courts and only
in the courts.

Fortunately, we have the courts to
adjudicate disputes and the meaning of
statutes and provisions of the Con-
stitution, but that doesn’t excuse us of
our responsibility to provide an inde-
pendent check and balance to make
sure that authority isn’t being exer-
cised where it should not. It is espe-
cially important where, as here, we are
dealing with a fundamentally mis-
guided and, I believe, immoral propo-
sition; that is, that individual Ameri-
cans, hard-working moms and dads
throughout this country, ought ever to
be put into a position by their govern-
ment to choose between, on the one
hand, receiving a medical procedure
that they may not want or to which
they may have religious or other moral
objections or which they might have a
specific health concern, for example—
they ought not ever be put in a posi-
tion where they have to choose be-
tween that unwanted medical proce-
dure on the one hand and on the other
hand, the ability to put bread on the
table for their children. That is not
right. The American people know it,
and deep down, they know something is
terribly wrong whenever one person
can, with the stroke of the Executive
pen, issue so broad, so deep, and so im-
moral a mandate.

I am not going to stand for this. I
will be back. I will be back tomorrow.
I will be back the next day. I will be
back as often as it takes, as long as it
takes. I am not going to stop until we
win this fight.

Thank you.

I suggest the absence of a quorum.

The PRESIDING OFFICER. The
clerk will call the roll.

The senior assistant legislative clerk
proceeded to call the roll.

Mr. CORNYN. Mr. President, I ask
unanimous consent that the order for
the quorum call be rescinded.

The PRESIDING OFFICER. Without
objection, it is so ordered.
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NATIONAL DEFENSE AUTHORIZATION ACT

Mr. CORNYN. Mr. President, after
months of delay, I am glad Senator
SCHUMER has finally indicated he will
allow the National Defense Authoriza-
tion Act to come to the Senate floor
this week.

For each of the last 60 consecutive
years, Congress has passed an NDAA to
ensure that our servicemembers and
military leaders had the resources they
need to safeguard our democracy and
our freedoms.

This bill is how we maintain our
military bases, modernize our force,
and invest in the next generation of
weapons that we hope we will never
need to use but which are necessary for
deterrence. It is how we strengthen our
relationship with old allies and forge
strong partnerships with new ones. It is
how we address the global threat land-
scape and ensure our troops have the
training, equipment, and the resources
they need to counter adversaries of
today and tomorrow.

From threats by an increasingly hos-
tile Iran to those by an unpredictable
North Korea, there are many chal-
lenges on the horizon, but there is no
question that the greatest threat to
the world order and to peace itself is
the People’s Republic of China.

The Chinese Communist Party has
made no secret of its desire to continue
to squash democracy, as they did in
Hong Kong, and impose its economic,
political, and military power on the
rest of the world.

Here at home, we are intensely aware
of how China’s aggression can impact
our economy and supply chains for
critical components of everything from
cell phones to our fifth-generation
stealth fighter, the F-35. Our depend-
ency on advanced semiconductors man-
ufactured in Taiwan and in Asia is a
threat to America’s economic and na-
tional security, but the most urgent
and grave threats are against countries
closer to China’s borders.

Last week, I had the chance to lead a
congressional delegation visiting
Southeast Asia to gain a better under-
standing of the threats and challenges
in the region. The area spanning from
Pearl Harbor all the way to the west-
ern border of India is the largest mili-
tary theater in the world and is over-
seen by the U.S. Indo-Pacific Command
and is home to 40 percent of the world’s
population. My colleagues and I had
the opportunity to hear from our mili-
tary leadership and key foreign part-
ners in the region and gain a better un-
derstanding of ongoing and anticipated
security threats, mainly from China.

China has already co-opted, as I said,
a formerly democratic Hong Kong.

It is building missile batteries and
aircraft runways for its bombers on ar-
tificial islands. It threatens freedom of
navigation in international waters. It
is guilty of gross human rights abuses
against its own people; namely, the
Muslim minority Uighurs. It is engaged
in a border war with India. And it
threatens to invade the Republic of
China, otherwise known as Taiwan.
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Here at home, there is no question
that China is a looming presence, but
it is not in our backyard. We don’t see
its warships on our coastlines, or worry
about an imminent military invasion
on our shores.

But that is not the case in the Indo-
Pacific. In the Philippines, we caught a
ride on a Navy P-8 aircraft over dis-
puted waters. Within minutes of leav-
ing Philippine airspace, we spotted a
Chinese spy ship engaged in intel-
ligence gathering operations off the
Philippine coast.

We traveled to India, where we met
with Prime Minister Modi and Cabinet
officials to discuss threats posed by
China, as well as other shared prior-
ities. But one of the main topics was
the timetable for a Chinese invasion of
Taiwan.

In every way possible, Taiwan is a
stark contrast to the People’s Republic
of China. It is a true democracy, with
elections whose results are not pre-
determined. It is a free-market econ-
omy that adheres to the rule of law.
And it shares the same basic values we
embrace in the United States: freedom
of speech, freedom of press, religion,
and assembly.

Despite the fact that Taiwan has
been a self-governing entity for more
than 70 years, the Chinese Communist
Party continues to claim the island na-
tion as part of its territory. But as the
Indian Minister for Foreign Affairs
said, Taiwan isn’t just a Taiwan prob-
lem; it is a China problem.

In other words, what is at stake here
is much larger than the future of one
nation; it is the entire scope of Bei-
jing’s power and ambitions in the re-
gion. If China is able to capture Tai-
wan, there is no reason to believe that
the Chinese Communist Party would
stop there.

China also has territorial claims
against the Philippines, Japan, Viet-
nam, and India. We shouldn’t view Tai-
wan as the CCP’s ultimate goal, but as
the first domino in a quest to reach re-
gional and global dominance. If Taiwan
falls, it will not be the end, but, rather,
a beginning.

As the Taiwanese Minister of Foreign
Affairs told us, Taiwan is democracy’s
outpost standing watch against
authoritarianism.

I believe we have a legal and moral
obligation to stand with Taiwan and
deter China from invading. And we also
have our own national security at
stake.

There is an old saying that an ounce
of prevention is worth a pound of cure.
In defense parlance, that means peace
through strength; deterrence. There
must be a strategy to dissuade China
from an attempt to seize Taiwan. And
there is no question that time is of the
essence.

Our delegation met with the com-
mander of the Indo-Pacific Command,
who described the current power dy-
namic rather succinctly. He said it is
not a question of if China invades Tai-
wan, but when.
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According to our top military lead-
ers, we have an idea of how long that
might happen, because Xi Jinping him-
self has said he wants to be ready to in-
vade by 2027.

But we have been wrong before. I re-
member when people said that the
Taliban—the intelligence community
said it would take 2 years for the
Taliban to take over Afghanistan, and
we saw that happen almost in the blink
of an eye. No one thought that country
would fall to the Taliban before we
even hit the withdrawal deadline, and
we certainly did not expect the with-
drawal in Afghanistan to turn into a
rapid emergency evacuation mission.

Taiwan might be safe for 6 years, but
we can’t operate on that assumption.
We need to work with Taiwan and our
friends and allies in the region to raise
the costs, such that the PRC decides it
is not worth its time and effort.

The defense authorization bill is one
critical way we can do that. It includes
a bipartisan bill I introduced with Sen-
ator DUCKWORTH, called the Taiwan
Partnership Act. It would establish a
partnership between the U.S. National
Guard and Taiwanese defense forces to
strengthen Taiwan’s preparedness.

Should troops need to deploy quickly
in the event of a crisis, they would be
armed with the same knowledge and
skills as our dedicated U.S. National
Guardsmen.

The NDAA includes other provisions
to increase defense cooperation with
Taiwan and equip the U.S. Indo-Pacific
Command with more resources. I ap-
preciate my colleagues on both sides of
the aisle who have championed these
provisions.

As I said earlier, we have a moral im-
perative to stand with Taiwan and
show China that the costs of invading
are far greater than the benefits. But
we have our own national security in-
terests at stake because, if the supply
of semiconductors from Taiwan were
cut off, it would be a body blow to the
American economy and our national
security.

I am glad Australia has already sig-
naled its support for Taiwan, and I
hope more of our international part-
ners will follow suit—particularly the
quad composed of Australia, Japan,
and India and the United States.

Beijing can try to exert its muscle
around the world, but the TUnited
States has one thing that China never
will have, and that is friends and allies.

I am grateful to our partners in the
Indo-Pacific and around the world who
have fought and who will continue to
fight to preserve freedom and democ-
racy. It is an honor to spend time with
them. And on behalf of our entire dele-
gation, I want to thank all of our hosts
for their hospitality.

Our trip to the Indo-Pacific was a
timely reminder of the critical need to
invest in our national defense and sup-
port our allies, new and old.

As the Senate prepares to begin con-
sideration of the Defense authorization
bill, T would encourage all of us to keep
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in mind our solemn responsibility to
support our national defense. That is
our No. 1 priority. All of our other free-
doms flow from our ability to protect
and defend the American people.

Whether our servicemembers are
guarding against threats from China,
Russia, Iran, North Korea, or terrorist
groups, they need the backing of a
strong National Defense Authorization
Act to succeed.

I appreciate the bipartisan work of
the Armed Services Committee,
chaired by Chairman REED and Rank-
ing Member INHOFE, and appreciate
their hard work in getting this bill
ready for our consideration. The com-
mittee, during its markup, adopted 143
bipartisan amendments and reported
out the final bill by a vote of 23 to 3.
You don’t get much more bipartisan
than that around here.

This legislation has been waiting in
the wings for months, and I am glad we
can finally begin consideration of this
critical legislation this week.

I hope we can continue the legacy of
bipartisanship that guides this legisla-
tion through the Senate. This debate
should be about how to defend our na-
tional security, how to deter tyrants
and bullies from around the world, and
guarantee the blessings of liberty to all
democracies—those that share our val-
ues.

I yield the floor.

————
EXECUTIVE CALENDAR

The PRESIDING OFFICER (Mr. MAR-
KEY). Under the previous order, the
Senate will now proceed to the Kanter
nomination, which the clerk will re-
port.

The legislative clerk read the nomi-
nation of Jonathan Kanter, of Mary-
land, to be an Assistant Attorney Gen-
eral.

The PRESIDING OFFICER. Under
the previous order, there will now be 10
minutes of debate, equally divided.

The Senator from Connecticut.

BORDER SECURITY

Mr. MURPHY. Mr. President, I will
admit that I have some level of confu-
sion when I listen to my Republican
colleagues come to the floor and reg-
ister their complaints when matched
against the actual policy positions that
my Republican colleagues hold. And I
want to present two examples of my
confusion this morning.

First, I have heard many of my Re-
publican colleagues come to the floor
of the Senate and talk about their con-
cern about price increases in the econ-
omy today—and then register votes
against the measures that would help
families afford things.

Many of my Senate Republican col-
leagues voted for the bipartisan infra-
structure, but more voted against it. In
the House of Representatives, there is
discussion of purging from the Repub-
lican Party any members of the House
Republican conference that voted for
the infrastructure; notwithstanding
the fact that in that bill is funding
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that will have a deflationary impact on
the economy: money for ports, money
for infrastructure, money to be able to
move goods and people more quickly
across this country.

The Build Back Better agenda—the
bill that is going to move before the
House and the Senate this month with
no Republican support—is all about re-
ducing costs for average, regular Amer-
icans: reducing the cost of healthcare,
reducing the cost of energy, reducing
the cost of childcare.

Childcare expenses are driving Amer-
ican families crazy today—absolutely
crazy. The Build Back Better Act will
reduce the cost of childcare by 10 to
$15,000 for families in my State.

Republicans oppose the Build Back
Better Act because it increases some
taxes on billionaires and millionaires.
It asks every corporation to pay a min-
imum amount of tax so that compa-
nies, like Amazon and Google, don’t
get away with paying nothing or next
to nothing in tax.

The reason why so many Republicans
oppose the Build Back Better agenda is
because it is about transferring eco-
nomic power from the haves—from the
economic elites to folks who have been
getting the short end of the stick, who
have been getting fleeced by this econ-
omy.

When Republicans had the chance to
cut costs, they did it only for billion-
aires and millionaires. Eighty percent
of the Republican tax cut went to the
richest 1 or 2 percent of the economy.

When Democrats have control of the
Senate, we deliver tax cuts for the mid-
dle class and for the poor. We deliver
cost reductions for average American
families.

Wages are going up higher than the
rate of personal consumption inflation.
Right? Personal consumption inflation
is just under 5 percent. Wages in the
last 12 months have gone up by over 5
percent.

People are making more money. Part
of the consequence of people making
more money is that some costs go up.
But when Republicans were in charge
of the White House and the Congress,
we just were, largely, flat. Wages are
finally going up. People are making
more money.

And we are going to have legislation
on the floor of the Senate that dra-
matically cuts costs for average Amer-
ican families, and that legislation like-
ly will get not a single Republican
vote.

Republicans’ priorities, historically,
have been to deliver benefits to the
wealthy, to the elites, to their cor-
porate friends. And so when faced with
a very different agenda—an agenda
that is all about cost reduction, tax
cuts for average families, for families
making $30,000 a year, for plumbers, for
teachers, for factory workers, for jani-
tors—not a single Republican vote.

So therein lies my confusion that I
hear a lot of my Republican col-
leagues—Republican colleagues that I
like, that I respect—come to the floor
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and complain about costs and then
refuse to deliver a single vote for the
most significant legislation to reduce
costs for families that this body has
considered during my time in the Sen-
ate.

Here is my second reason for confu-
sion. Now, encounters with migrants
without documentation has come down
at the border 3 months in a row—pretty
dramatic reduction, in fact, when it
comes to unaccompanied minors and
families. That is because this Presi-
dent’s policies are working.

That is probably the reason you don’t
hear as many Republicans coming
down to the floor talking about the
surge at the border. But Republicans
have been down here consistently for
months talking about the crisis they
described at the border.

And so my confusion here is con-
nected to their avowed concern about
the surge at the border and then their
decision to oppose a Homeland Secu-
rity budget that would help us address
those escalating numbers at the bor-
der.

Right now, Senate Republicans are
refusing to negotiate with Democrats
on a budget for 2021 and 2022. That is
what is going on right now. Histori-
cally, we always had differences when
it comes to our priorities in the budg-
et, but we always sat down and nego-
tiated. Right now, Senate Republicans
are boycotting discussions over a budg-
et. And one of the theories is that
many Republicans would like to see a
continuing resolution—the Trump
spending levels continued for the rest
of 2021, 2022.

Let me tell you what the impact of
that would be when it comes to our op-
erations at the border. I want to ex-
plain this because I have the honor to
chair the Appropriations Sub-
committee overseeing the Department
of Homeland Security, and we, just a
few weeks ago, introduced a budget for
the Department of Homeland Security
for fiscal year 2022. But if this budget
or a version of it negotiated with Re-
publicans doesn’t pass, the result is ca-
tastrophe at the border.

This budget includes $178 million for
medicine and medical contracts for un-
accompanied children that arrive at
our border—desperately needed med-
ical care for all of these children and
families that are arriving at the bor-
der. None of it would be available if we
went on a continuing resolution. We
would have a health crisis at the bor-
der.

There is $130 million for three perma-
nent multipurpose, multiagency facili-
ties, which will streamline the proc-
esses of individuals who present at the
border. Right now, we have these
megaexpensive, inhumane, soft-sided
facilities. That significant investment
at the border cannot happen if we have
a continuing resolution.
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There is $25 million in this budget for
increased transportation costs, allow-
ing Border Patrol to reduce over-
crowding in facilities, moving individ-
uals from crowded facilities to facili-
ties that have room. None of that
transportation money is available in a
CR, which means the overcrowding
gets worse.

But the crisis is even bigger because
without a new budget, we can’t pay the
Border Patrol. We will have a $770 mil-
lion payroll shortfall—almost $1 billion
payroll shortfall—if we have a CR in
the Department of Homeland Security
rather than a new budget.

That will cripple our ability to man-
age the border. That will either mean
massive layoffs of CBP personnel,
USCIS personnel, or it will mean a
massive reprogramming in which the
Biden administration is forced to take
money from cybersecurity and put it
onto the border or steal money from
the Coast Guard in coastal defense and
put it on the border.

One independent study showed that a
decrease of just 33 CBP officers at our
ports of entry would decrease GDP by
$66 million and lead to a loss of over
1,000 jobs. Why? Because at our ports of
entry, when you have a massive
downsizing of personnel, wait times go
up, businesses lose money.

If we are on a CR and we don’t pass
a budget, Coast Guard readiness is
compromised. The money in this budg-
et for a new offshore patrol cutter, for
national security cutters, for the
sustainment of the aging rotary wing
aircraft fleet—unavailable. So our
Coast Guard readiness continues to suf-
fer, compromising U.S. national secu-
rity.

We all know that cybersecurity is an
increasing existential threat to the
United States, and so this budget pro-
poses a significant increase in our cy-
bersecurity defenses. How is the De-
partment of Homeland Security, with-
out a budget if a CR is extended
through the end of the year—we can’t
adjust any of our funding programs or
priorities when it comes to cybersecu-
rity. We are essentially stuck in a pre-
SolarWinds environment in the Depart-
ment of Homeland Security without
the ability to adjust for current
threats.

Finally, we will just be wasting a ton
of taxpayer money. I will give you one
example. Right now, we have thou-
sands of empty ICE detention beds—
thousands of empty ICE detention
beds. We pay contractors to maintain
these beds, to staff these beds, but
there is nobody in them and there is
likely not going to be anybody in those
beds for the entirety of fiscal year 2022.

But if you are on a continuing resolu-
tion and don’t pass a new budget nego-
tiated together, Republicans and
Democrats, then we are paying for beds
we don’t need. We are just wasting tax-
payer dollars.

If we don’t pass a budget, if we don’t
update the appropriations bill for the
Department of Homeland Security, we
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are going to be gutting our border pro-
tection, we are going to be costing the
economy billions of dollars, we are
going to be compromising the defense
of this Nation, and we are going to be
wasting taxpayer dollars.

We are sent here to be proper and re-
sponsible stewards of our constitu-
ents’—our taxpayers’—hard-earned dol-
lars. They don’t like sending their
money to Washington, but they do so
under the belief that we are going to be
careful about how we spend it.

By just extending 2021 spending lev-
els to 2022, especially when it comes to
the defense of this Nation, especially
when it comes to the protection of our
borders, a CR could be disastrous as
much as it is wildly irresponsible.

I yield the floor.

Mr. DURBIN. Mr. President, this
week, the Senate will consider Jona-
than Kanter’s nomination to be Assist-
ant Attorney General for the Justice
Department’s Antitrust Division.

Mr. Kanter is a distinguished anti-
trust lawyer with decades of experience
in the public and private sectors. He re-
ceived his undergraduate degree from
the State University of New York at
Albany and his law degree from Wash-
ington University School of Law.

After graduating, he worked as an at-
torney for the Federal Trade Commis-
sion’s Bureau of Competition. He then
went on to spend more than 20 years in
private practice as an antitrust lawyer.
During that time, Mr. Kanter has be-
come a highly influential advocate for
strong and meaningful antitrust en-
forcement, with a special focus on the
digital economy.

And he has earned support from
across the political spectrum. Nine
former heads of the Justice Depart-
ment’s Antitrust Division—rep-
resenting every presidential adminis-
tration going back to Gerald Ford—
submitted a letter urging the Senate to
quickly confirm Mr. Kanter.

These former leaders of the Antitrust
Division wrote: ‘‘Jonathan Kanter has
the talent and the leadership skills to
do the job well. . . . He knows the sub-
stance of antitrust. He appreciates its
importance to the American con-
sumer. . . . In short, we believe Mr.
Kanter is right for this important posi-
tion.”

The members of the Senate Judiciary
Committee agree. Mr. Kanter was
voted out of the committee by voice
vote, a testament to his bipartisan sup-
port.

With his extensive experience as an
antitrust lawyer, deep knowledge of
the law, and masterful understanding
of the challenges facing antitrust law
enforcers, Mr. Kanter would be an out-
standing addition to the Justice De-
partment.

I urge my colleagues to join me in
supporting his nomination.

VOTE ON THE KANTER NOMINATION

The PRESIDING OFFICER. Under
the previous order, the question is, Will
the Senate advise and consent to the
Kanter nomination?
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Mr. MURPHY. I ask for the yeas and
nays.

The PRESIDING OFFICER. Is there a
sufficient second?

There appears to be a sufficient sec-
ond.

The clerk will call the roll.

The legislative clerk called the roll.

Mr. DURBIN. I announce that the
Senator from New Hampshire (Ms. HAS-
SAN), and the Senator from New Hamp-
shire (Mrs. SHAHEEN), are necessarily
absent.

Mr. THUNE. The following Senator is
necessarily absent: the Senator from
Oklahoma (Mr. INHOFE).

The result was announced—yeas 68,
nays 29, as follows:

[Rollcall Vote No. 470 Ex.]

YEAS—68

Baldwin Grassley Padilla
Barrasso Hagerty Peters
Bennet Hawley Portman
Blumenthal Heinrich Reed
Blunt Hickenlooper Rosen
Booker Hirono Rounds
Boomman  ByleSmith - sanders

Schatz
Brown Kglly Schumer
Cantwell King Sinema
Cardin Klobuchar X
Carper Leahy Smith
Casey Lee Stabenow
Collins Lujan Tester
Coons Lummis Thune
Cortez Masto Manchin Tillis
Cotton Markey Van Hollen
Duckworth Menendez Warner
Durbin Merkley Warnock
Feinstein Murkowski Warren
Fischer Murphy Whitehouse
Gillibrand Murray Wicker
Graham Ossoff Wyden

NAYS—29
Blackburn Hoeven Rubio
Burr Johnson Sasse
Capito Kennedy Scott (FL)
Cassidy Lankford Scott (SC)
Cornyn Marshall Shelby
Cramer McConnell Sullivan
Crapo Moran Toomey
Cn,lz P?‘ul Tuberville
Daines Risch Young
Ernst Romney
NOT VOTING—3

Hassan Inhofe Shaheen

The nomination was confirmed.

The PRESIDING OFFICER (Mr.
PETERS). Under the previous order, the
motion to reconsider is considered
made and laid upon the table. The
President will be immediately notified
of the Senate’s actions, and the Senate
will resume legislative session.

The Senator from Rhode Island.

———

LEGISLATIVE SESSION

MORNING BUSINESS

Mr. WHITEHOUSE. Mr. President, I
ask unanimous consent that the Sen-
ate proceed to legislative session and
be in a period of morning business,
with Senators permitted to speak
therein for up to 10 minutes each, with
the exception of this speaker, who will
speak for, probably, more like 20 min-
utes.

The PRESIDING OFFICER. Without
objection, it is so ordered.
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VOTE EXPLANATION

Mr. MARKEY. Mr. President, I was
necessarily absent, but had I been
present, I would have voted yea on roll-
call vote No. 467, confirmation of Gra-
ham Scott Steele to be an Assistant
Secretary of the Treasury.

Mr. President, I was necessarily ab-
sent, but had I been present, I would
have voted yea on rollcall vote No. 468,
the motion to invoke cloture on Robert
Farrell Bonnie to be Under Secretary
of Agriculture for Farm Production
and Conservation.

Mr. President, I was necessarily ab-
sent, but had I been present, I would
have voted yea on rollcall vote No. 469,
confirmation of Robert Farrell Bonnie
to be Under Secretary of Agriculture
for Farm Production and Conservation.

—————

HONORING SERGEANT BREANNA J.
JESSOP

Mr. LEE. Mr. President, months ago,
as Americans watched harrowing video
footage of the Afghanistan evacuation
efforts, service men and women from
around the world rose to the challenge
of a complex mission. As the chaos per-
sisted, the 82nd Airborne Division of
the U.S. Army was called on to support
noncombatant evacuation operations—
NEO—at Hamid Karzai International
Airport in Afghanistan. They com-
pleted their mission honorably.

One member of the 82nd Airborne Di-
vision, Sgt. Breanna J. Jessop, a chap-
lain assistant, assumed the role as the
noncommissioned officer—NCO—in
charge of the airport chapel. Sergeant
Jessop, despite tremendous obstacles of
ongoing and imminent threats, con-
ducted herself with courage, discipline,
and attention to detail. Her work saved
many.

Always putting the well-being of her
fellow soldiers first, Sergeant Jessop
used her ingenuity to ensure 4,000 U.S.
military personnel and coalition forces
had access to basic hygiene items at a
time when resources were, at best, lim-
ited. Further, she made time to assist
soldiers with religious support, help
care for those who had suffered casual-
ties, and ensure the well-being of the
soldiers with whom she served.

At the height of the NEO mission,
Sergeant Jessop showed outstanding
leadership. She oversaw the operation
of an entire orphanage that had been
formed as a result of the increase in
unaccompanied minors at the airport.
She led the mission to assist in caring
for children and offered assistance for
children ranging from newborn babies
to 17 years old. As a result of her
untiring humanitarian efforts, over 400
displaced children were kept safe dur-
ing the NEO mission.

Outside of her assigned duties and re-
sponsibilities, Sergeant Jessop, has
helped pioneer the Under the Canopy
Program which serves as a touchpoint
forum for lower enlisted paratroopers.
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There, she provides vital leadership to
assist with planning, preparing, and
overseeing the execution of each event.
Her work helps hundreds of para-
troopers each month to identify issues
and discuss new and ongoing initia-
tives.

Sgt. Breanna J. Jessop, a native of
Myton, UT, truly represents the U.S.
Army values and what it means to be a
paratrooper and Sky Dragon soldier.

About Sergeant Jessop, Maj. Gen.
Chris Donahue once said, ‘‘“There are so
many different words that you could
use to describe her: strength, resil-
ience, willingness to share what others
would never be willing to . . . that’s
the type of remarkable person and
paratrooper that she is.”” I could not
agree more.

Sergeant Jessop was recently recog-
nized by the United Service Organiza-
tions as the 2021 Service Member of the
Year. This award is fitting and well-de-
served. Yet no award will ever fully
honor the service of Sergeant Jessop.
Her dedicated service to the children
orphaned at Hamid Xarzai Inter-
national Airport and her fellow
servicemembers is commendable and
will be remembered and revered in the
hearts of many for years to come.

————

ADDITIONAL STATEMENTS

TRIBUTE TO LISA PISTERMAN

e Mr. PAUL. Mr. President, I rise
today to honor a fellow Kentuckian,
Lisa Pisterman, from the

Schnitzelburg community of Louis-
ville, KY. You may not know this
unique neighborhood that dates back
to 1866. But you are all familiar with
historic communities that helped form
the fabric of your own hometown or
metropolitan area, and you have wit-
nessed many of them struggle to pre-
serve their unique heritage while re-
maining relevant in a modern econ-
omy.

To that end, Lisa Pisterman served
as president of the Schnitzelburg Area
Community Council during a very chal-
lenging period when the council had
struggled to move forward. With Lisa
at the helm, a new sense of unity and
purpose has emerged, and great things
are happening.

In addition to her leadership on the
council, Lisa has served as one of the
local historians, allowing natives of
the community and newcomers alike to
reflect on its history and envision what
is to come.

Lisa is the author of ‘‘Louisville’s
Germantown & Schnitzelburg” and is
currently working with other individ-
uals to build the Germantown
Schnitzelburg History Museum where
visitors can study this community’s
contributions to our great Common-
wealth.

As her friends and neighbors recog-
nize Lisa this month as Schnitzelburg’s
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No. 1 Citizen, I want to personally
thank her for all she has done and con-
tinues to do for her community and to
wish her great success in the future.e

———

REMEMBERING ARNE SORENSON

e Mr. ROMNEY. Mr. President, I rise
today to honor the esteemed legacy of
my friend, Arne Sorenson, who passed
away earlier this year. Arne’s many ac-
complishments in his personal and pro-
fessional life continue to profoundly
impact the lives of many. Most re-
cently, Arne’s Marriott family, num-
bering over 120,000 employees, wit-
nessed his high-caliber leadership as he
navigated the company through a tur-
bulent period in the hospitality indus-
try. Arne was a faithful and compas-
sionate servant leader, and I will al-
ways cherish his friendship.

Arne’s contagious spirit of kindness
and generosity sets a high standard for
what success looks like, in both public
and private life. As a business execu-
tive, he cared deeply for his employees
and customers and continued to serve
as president and CEO while privately
persevering through  extraordinary
health challenges. His selfless leader-
ship is an example we can all aspire to.

The culture he helped build and fos-
ter at Marriott is unmatched. Arne’s
decades of experience in the hospitality
industry yielded outstanding results
for his enterprise, notably the acquisi-
tion of over 30 hotel groups, elevating
Marriott to be the largest hotel chain
in the world. His humility and wisdom
often carried the day. He consistently
praised and recognized the achieve-
ments of his employees and partners
and always sought feedback from
friends, family, colleagues, and cus-
tomers.

Above all, Arne was a faithful and
loving husband, father, and friend. His
integrity and values-based decision
making extended from the business
world to the benefit of everyone lucky
enough to have known him, especially
his wonderful family. Arne’s wife and
four children were his greatest pride,
joy, and purpose, and while they now
mourn his loss, I hope they may find
comfort knowing Arne’s light will
shine on for eternity. May he rest in
peace.®

——————

MESSAGES FROM THE PRESIDENT

Messages from the President of the
United States were communicated to
the Senate by Ms. Roberts, one of his
secretaries.

———

EXECUTIVE MESSAGE REFERRED

In executive session the Presiding Of-
ficer laid before the Senate a message
from the President of the United
States submitting a treaty which was
referred to the Committee on Foreign
Relations.
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PRESIDENTIAL MESSAGE

REPORT OF THE CONTINUATION
OF THE NATIONAL EMERGENCY
THAT WAS ORIGINALLY DE-
CLARED IN EXECUTIVE ORDER
13851 OF NOVEMBER 27, 2018, WITH
RESPECT TO NICARAGUA—PM 17

The PRESIDING OFFICER laid be-
fore the Senate the following message
from the President of the TUnited
States, together with an accompanying
report; which was referred to the Com-
mittee on Banking, Housing, and
Urban Affairs:

To the Congress of the United States:

Section 202(d) of the National Emer-
gencies Act (50 U.S.C. 1622 (d)) provides
for the automatic termination of a na-
tional emergency unless, within 90
days prior to the anniversary date of
its declaration, the President publishes
in the Federal Register and transmits to
the Congress a notice stating that the
emergency is to continue in effect be-
yond the anniversary date. In accord-
ance with this provision, I have sent to
the Federal Register for publication the
enclosed notice stating that the na-
tional emergency with respect to the
situation in Nicaragua declared in Ex-
ecutive Order 13851 of November 27,
2018, is to continue in effect beyond No-
vember 27, 2021.

The situation in Nicaragua, including
the violent response by the Govern-
ment of Nicaragua to the protests that
began on April 18, 2018, and the Ortega
regime’s systematic dismantling and
undermining of democratic institu-
tions and the rule of law, its use of in-
discriminate violence and repressive
tactics against civilians, as well as its
corruption leading to the destabiliza-
tion of Nicaragua’s economy, continues
to pose an unusual and extraordinary
threat to the national security and for-
eign policy of the United States. For
this reason, I have determined that it
is necessary to continue the national
emergency declared in Executive Order
13851 with respect to the situation in
Nicaragua.

JOSEPH R. BIDEN, Jr.
THE WHITE HOUSE, November 16, 2021.

—————

MESSAGES FROM THE HOUSE

At 10:43 a.m., a message from the
House of Representatives, delivered by
Mrs. Alli, one of its reading clerks, an-
nounced that the House has passed the
following bills, without amendment:

S. 894. An act to identify and refer mem-
bers of the Armed Forces with a health care
occupation who are separating from the
Armed Forces for potential employment
with the Department of Veterans Affairs,
and for other purposes.

S. 1031. An act to require the Comptroller
General of the United States to conduct a
study on the disparities associated with race
and ethnicity with respect to certain bene-
fits administered by the Secretary of Vet-
erans Affairs, and for other purposes.

S. 1095. An act to amend title 38, United
States Code, to provide for the disapproval

CONGRESSIONAL RECORD — SENATE

by the Secretary of Veterans Affairs of
courses of education offered by public insti-
tutions of higher learning that do not charge
veterans the in-State tuition rate for pur-
poses of Survivors’ and Dependents’ Edu-
cational Assistance Program, and for other
purposes.

The message further announced that
the House has passed the following
bills, in which it requests the concur-
rence of the Senate:

H.R. 3665. An act to designate the medical
center of the Department of Veterans Affairs
in San Diego, California, as the Jennifer
Moreno Department of Veterans Affairs Med-
ical Center, and to support the designation
of a component of such medical center in
honor of Kathleen Bruyere.

H.R. 5671. An act to authorize the Sec-
retary of Veterans Affairs to furnish sea-
sonal influenza vaccines to certain individ-
uals, and for other purposes.

ENROLLED BILL SIGNED

At 5:256 p.m., a message from the
House of Representatives, delivered by
Mrs. Cole, one of its reading clerks, an-
nounced that the Speaker has signed
the following enrolled bill:

S. 1511. An act to amend the Omnibus
Crime Control and Safe Streets Act of 1968
with respect to payments to certain public
safety officers who have become perma-
nently and totally disabled as a result of per-
sonal injuries sustained in the line of duty,
and for other purposes.

The enrolled bill was subsequently
signed by the President pro tempore
(Mr. LEAHY).

———

MEASURES REFERRED

The following bills were read the first
and the second times by unanimous
consent, and referred as indicated:

H.R. 3665. An act to designate the medical
center of the Department of Veterans Affairs
in San Diego, California, as the Jennifer
Moreno Department of Veterans Affairs Med-
ical Center, and to support the designation
of a component of such medical center in
honor of Kathleen Bruyere; to the Com-
mittee on Veterans’ Affairs.

H.R. 5671. An act to authorize the Sec-
retary of Veterans Affairs to furnish sea-
sonal influenza vaccines to certain individ-
uals, and for other purposes; to the Com-
mittee on Veterans’ Affairs.

———

MEASURES PLACED ON THE
CALENDAR

The following bill was read the sec-
ond time, and placed on the calendar:

S. 3206. A bill to repeal the provisions of
the Infrastructure Investment and Jobs Act
that impose new information reporting re-
quirements with respect to digital asset
transfers.

————

ENROLLED BILLS PRESENTED

The Secretary of the Senate reported
that on today, November 16, 2021, she
had presented to the President of the
United States the following enrolled
bills:

S. 108. An act to authorize the Seminole
Tribe of Florida to lease or transfer certain
land, and for other purposes.

S. 1511. An act to amend the Omnibus
Crime Control and Safe Streets Act of 1968

S8235

with respect to payments to certain public
safety officers who have become perma-
nently and totally disabled as a result of per-
sonal injuries sustained in the line of duty,
and for other purposes.

———

EXECUTIVE AND OTHER
COMMUNICATIONS

The following communications were
laid before the Senate, together with
accompanying papers, reports, and doc-
uments, and were referred as indicated:

EC-2592. A communication from the Asso-
ciate Director of the Regulatory Manage-
ment Division, Environmental Protection
Agency, transmitting, pursuant to law, the
report of a rule entitled ‘‘Pseudomonas
Fluorescens Strains ACK55; Exemption from
the Requirement of a Tolerance; Technical
Correction” (FRL No. 9000-01-OCSPP) re-
ceived in the Office of the President of the
Senate on November 4, 2021; to the Com-
mittee on Agriculture, Nutrition, and For-
estry.

EC-2593. A communication from the Asso-
ciate Director of the Regulatory Manage-
ment Division, Environmental Protection
Agency, transmitting, pursuant to law, the
report of a rule entitled ‘‘Clothianidin; Pes-
ticide Tolerances” (FRL No. 8667-01-OCSPP)
received in the Office of the President of the
Senate on November 4, 2021; to the Com-
mittee on Agriculture, Nutrition, and For-
estry.

EC-2594. A communication from the Asso-
ciate Administrator, Office of Congressional
and Intergovernmental Affairs, General
Services Administration, transmitting, pur-
suant to law, the report of a violation of the
Antideficiency Act; to the Committee on Ap-
propriations.

EC-2595. A communication from the Army
Federal Register Liaison Officer, Depart-
ment of the Army, Department of Defense,
transmitting, pursuant to law, the report of
a rule entitled ‘‘Manufacture, Sale, Wear,
and Quality Control of Heraldic Items”
(RIN0702-AAT0) received in the Office of the
President of the Senate on November 4, 2021;
to the Committee on Armed Services.

EC-2596. A communication from the Acting
Inspector General, Export-Import Bank of
the United States, transmitting, pursuant to
law, the report of a vacancy in the position
of Inspector General, Export-Import Bank of
the United States, received in the Office of
the President of the Senate on November 2,
2021; to the Committee on Banking, Housing,
and Urban Affairs.

EC-2597. A communication from the Senior
Congressional Liaison, Bureau of Consumer
Financial Protection, transmitting, pursu-
ant to law, the report of a rule entitled ‘‘Fair
Credit Reporting; Name-Only Matching Pro-
cedures” (12 CFR Part 1022) received in the
Office of the President of the Senate on No-
vember 4, 2021; to the Committee on Bank-
ing, Housing, and Urban Affairs.

EC-2598. A communication from the Asso-
ciate Director of the Regulatory Manage-
ment Division, Environmental Protection
Agency, transmitting, pursuant to law, the
report of a rule entitled ‘‘National Emission
Standards for Hazardous Air Pollutants: Car-
bon Black Production and Cyanide Chemi-
cals Manufacturing Residual Risk and Tech-
nology Reviews, and Carbon Black Produc-
tion Area Source Technology Review”
((RIN2060-AU66) (FRL No. 7523-03-OAR)) re-
ceived in the Office of the President of the
Senate on November 4, 2021; to the Com-
mittee on Environment and Public Works.

EC-2599. A communication from the Asso-
ciate Director of the Regulatory Manage-
ment Division, Environmental Protection
Agency, transmitting, pursuant to law, the
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report of a rule entitled ‘‘National Emission
Standards for Hazardous Air Pollutants:
Flexible Polyurethane Foam Fabrication Op-
erations Residual Risk Technology Review
and Flexible Polyurethane Foam Production
and Fabrication Area Source Technology Re-
view”” ((RIN2060-AU57) (FRL No. 7526-03—
OAR)) received in the Office of the President
of the Senate on November 4, 2021; to the
Committee on Environment and Public
Works.

EC-2600. A communication from the Asso-
ciate Director of the Regulatory Manage-
ment Division, Environmental Protection
Agency, transmitting, pursuant to law, the
report of a rule entitled ‘‘National Emission
Standards for Hazardous Air Pollutants: Re-
fractory Products Manufacturing Residual
Risk and Technology Review” ((RIN2060—
AU67) (FRL No. 7527-02-OAR)) received in
the Office of the President of the Senate on
November 4, 2021; to the Committee on Envi-
ronment and Public Works.

EC-2601. A communication from the Asso-
ciate Director of the Regulatory Manage-
ment Division, Environmental Protection
Agency, transmitting, pursuant to law, the
report of a rule entitled ‘‘National Emission
Standards for Hazardous Air Pollutants: Sur-
face Coating of Automobiles and Light-Duty
Trucks, Surface Coating of Metal Cans, Boat
Manufacturing, and Clay Ceramics Manufac-
turing; Technical Corrections” ((RIN2060-
AT49, RIN2060-AT51, RIN2060-AT12, and
RIN2060-AT25) (FRL No. 8472-01-OAR)) re-
ceived in the Office of the President of the
Senate on November 4, 2021; to the Com-
mittee on Environment and Public Works.

EC-2602. A communication from the Asso-
ciate Director of the Regulatory Manage-
ment Division, Environmental Protection
Agency, transmitting, pursuant to law, the
report of a rule entitled ‘Response to
Vacatur of Certain Provisions of the Mer-
cury Inventory Reporting Rule’” ((RIN2070-
AK93) (FRL No. 8523-02-OCSPP)) received in
the Office of the President of the Senate on
November 4, 2021; to the Committee on Envi-
ronment and Public Works.

EC-2603. A communication from the Asso-
ciate Director of the Regulatory Manage-
ment Division, Environmental Protection
Agency, transmitting, pursuant to law, the
report of a rule entitled ‘““‘Approval and Pro-
mulgation of Air Quality Implementation
Plans; Washington; Low Emission Vehicle
Program” (FRL No. 8814-02-R10) received in
the Office of the President of the Senate on
November 4, 2021; to the Committee on Envi-
ronment and Public Works.

EC-2604. A communication from the Asso-
ciate Director of the Regulatory Manage-
ment Division, Environmental Protection
Agency, transmitting, pursuant to law, the
report of a rule entitled ‘“‘Air Plan Approval;
Maryland; Baltimore Area Base Year Inven-
tory for the 2015 Ozone National Ambient Air
Quality Standards” (FRL No. 9091-02-R3) re-
ceived in the Office of the President of the
Senate on November 4, 2021; to the Com-
mittee on Environment and Public Works.

EC-2605. A communication from the Asso-
ciate Director of the Regulatory Manage-
ment Division, Environmental Protection
Agency, transmitting, pursuant to law, the
report of a rule entitled ‘‘Approval and Pro-
mulgation of Implementation Plans; Colo-
rado; Revisions to Regulation Number 7;
Aerospace, Oil and Gas, and Other RACT Re-
quirements for the 2008 8-Hour Ozone Stand-
ard for the Denver Metro/North Front Range
Nonattainment Area’ (FRL No. 9163-02-R8)
received in the Office of the President of the
Senate on November 4, 2021; to the Com-
mittee on Environment and Public Works.

EC-2606. A communication from the Senior
Congressional Liaison, Bureau of Consumer
Financial Protection, transmitting, pursu-
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ant to law, the report of a rule entitled
“Truth in Lending (Regulation Z) Annual
Threshold Adjustments (Credit Cards,
HOEPA, and Qualified Mortgages)” (12 CFR
Part 1026) received in the Office of the Presi-
dent of the Senate on November 4, 2021; to
the Committee on Banking, Housing, and
Urban Affairs.

———

REPORTS OF COMMITTEES

The following reports of committees
were submitted:

By Mr. MENENDEZ, from the Committee
on Foreign Relations, with an amendment in
the nature of a substitute and with an
amended preamble:

S. Res. 345. A resolution expressing the
sense of the Senate on the political situation
in Belarus.

By Mr. DURBIN, from the Committee on
the Judiciary, with an amendment in the na-
ture of a substitute:

S. 2428. A bill to amend title 31, United
States Code, to modify False Claims Act pro-
cedures, and for other purposes.

———

INTRODUCTION OF BILLS AND
JOINT RESOLUTIONS

The following bills and joint resolu-
tions were introduced, read the first
and second times by unanimous con-
sent, and referred as indicated:

By Mr. VAN HOLLEN (for himself, Mr.
TESTER, Ms. HASSAN, Mr. CASEY, Ms.
SMITH, Ms. HIRONO, Mr. REED, Mr.
BLUMENTHAL, Mr. KAINE, Mr. DURBIN,
Mr. CARDIN, Mr. BROWN, Ms. CORTEZ
MASTO, Mr. BOOKER, Mr. LUJAN, Ms.
WARREN, Mr. MARKEY, Ms. BALDWIN,
Mr. WYDEN, Mrs. GILLIBRAND, Mrs.

SHAHEEN, Ms. STABENOW, Mr.
PADILLA, Mr. MENENDEZ, Ms. KLO-
BUCHAR, Mr. MURPHY, and Mr.
PETERS):

S. 3213. A bill to amend part B of the Indi-
viduals with Disabilities Education Act to
provide full Federal funding of such part; to
the Committee on Health, Education, Labor,
and Pensions.

By Mr. DAINES (for himself, Mrs. HYDE-
SMITH, Mr. MARSHALL, Ms. LUMMIS,
and Mr. LANKFORD):

S. 3214. A bill to promote domestic energy
production, to require onshore oil and nat-
ural gas lease sales, development of renew-
able energy on public lands, and offshore oil
and natural gas and wind lease sales, and for
other purposes; to the Committee on Energy
and Natural Resources.

By Mr. ROUNDS (for himself, Mr.
MANCHIN, and Mr. KING):

S. 3215. A bill to amend the Act of August
10, 1956, to provide for the payment of pay
and allowances for certain officers of the
Army who are assigned to the Corps of Engi-
neers; to the Committee on Environment and
Public Works.

———

SUBMISSION OF CONCURRENT AND
SENATE RESOLUTIONS

The following concurrent resolutions
and Senate resolutions were read, and
referred (or acted upon), as indicated:

By Ms. STABENOW (for herself and Mr.
BOOZMAN):

S. Res. 447. A resolution celebrating the
125th anniversary of the National Grain and
Feed Association and recognizing the Asso-
ciation and its members for transforming the
bounty of United States farmers into safe,
nutritious, sustainable, and affordable
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human and animal food; to the Committee
on Agriculture, Nutrition, and Forestry.

By Mr. PETERS (for himself and Mr.
PORTMAN):

S. Res. 448. A resolution designating No-
vember 19, 2021, as “T'SA Appreciation Day’’;
to the Committee on the Judiciary.

By Mr. COONS (for himself, Mr. SCOTT
of South Carolina, Ms. ERNST, Mr.
GRASSLEY, Mr. CARPER, Mr. CASEY,
and Mr. VAN HOLLEN):

S. Res. 449. A resolution designating No-
vember 2021 as ‘‘National College Applica-
tion Month’’; considered and agreed to.

By Mr. RISCH:

S. Res. 450. A resolution designating No-
vember 17, 2021, as ‘‘National GIS Day’’; to
the Committee on the Judiciary.

By Mr. WARNOCK (for himself, Mr.
OSSOFF, Mr. SCHUMER, Mr. McCON-
NELL, Ms. BALDWIN, Mr. BARRASSO,
Mr. BENNET, Mrs. BLACKBURN, Mr.
BLUMENTHAL, Mr. BLUNT, Mr. BOOK-
ER, Mr. BOOZMAN, Mr. BRAUN, Mr.
BROWN, Mr. BURR, Ms. CANTWELL,
Mrs. CAPITO, Mr. CARDIN, Mr. CAR-
PER, Mr. CASEY, Mr. CASSIDY, Ms.
COLLINS, Mr. COONS, Mr. CORNYN, Ms.
CORTEZ MASTO, Mr. COTTON, Mr.
CRAMER, Mr. CRAPO, Mr. CRUZ, Mr.
DAINES, Ms. DUCKWORTH, Mr. DURBIN,
Ms. ERNST, Mrs. FEINSTEIN, Mrs.
FISCHER, Mrs. GILLIBRAND, Mr. GRA-
HAM, Mr. GRASSLEY, Mr. HAGERTY,
Ms. HASSAN, Mr. HAWLEY, Mr. HEIN-
RICH, Mr. HICKENLOOPER, Ms. HIRONO,
Mr. HOEVEN, Mrs. HYDE-SMITH, Mr.
INHOFE, Mr. JOHNSON, Mr. KAINE, Mr.
KELLY, Mr. KENNEDY, Mr. KING, Ms.
KLOBUCHAR, Mr. LANKFORD, Mr.
LEAHY, Mr. LEE, Mr. LUJAN, Ms. LUM-
MIS, Mr. MANCHIN, Mr. MARKEY, Mr.
MARSHALL, Mr. MENENDEZ, Mr.
MERKLEY, Mr. MORAN, Ms. MUR-
KOWSKI, Mr. MURPHY, Mrs. MURRAY,
Mr. PADILLA, Mr. PAUL, Mr. PETERS,
Mr. PORTMAN, Mr. REED, Mr. RISCH,
Mr. ROMNEY, Ms. ROSEN, Mr. ROUNDS,
Mr. RUBIO, Mr. SANDERS, Mr. SASSE,
Mr. SCHATZ, Mr. ScoTT of Florida,
Mr. ScoTT of South Carolina, Mrs.
SHAHEEN, Mr. SHELBY, Ms. SINEMA,
Ms. SMITH, Ms. STABENOW, Mr. SUL-
LIVAN, Mr. TESTER, Mr. THUNE, Mr.
TILLIS, Mr. TOOMEY, Mr. TUBERVILLE,
Mr. VAN HOLLEN, Mr. WARNER, Ms.
WARREN, Mr. WHITEHOUSE, Mr.
WICKER, Mr. WYDEN, and Mr. YOUNG):

S. Res. 451. A resolution honoring the life
and legacy of the late Senator Max Cleland;
considered and agreed to.

By Mr. MANCHIN (for himself, Ms. COL-
LINS, Mr. WYDEN, Ms. CANTWELL, Mrs.
FEINSTEIN, Mr. COONS, Mr. PETERS,
Ms. HIrRONO, Ms. KLOBUCHAR, Ms.
HASSAN, Mr. VAN HOLLEN, Ms. MUR-
KOWSKI, Mr. BLUMENTHAL, and Mr.
REED):

S. Res. 452. A resolution recognizing No-
vember 2021 as ‘‘National Homeless Children
and Youth Awareness Month”; considered
and agreed to.

By Mr. TILLIS:

S. Con. Res. 21. A concurrent resolution es-
tablishing deadlines for the Joint Committee
of Congress on the Library to approve or
deny the statue of the Reverend William
Franklin “Billy”’ Graham, Jr. for placement
in the National Statuary Hall; to the Com-
mittee on Rules and Administration.

————

ADDITIONAL COSPONSORS

S. 344

At the request of Mr. TESTER, the
name of @he Senator from New Mexico
(Mr. LUJAN) was added as a cosponsor
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of S. 344, a bill to amend title 10,
United States Code, to provide for con-
current receipt of veterans’ disability
compensation and retirement pay for
disability retirees with fewer than 20
years of service and a combat-related
disability, and for other purposes.
S. 544
At the request of Ms. ERNST, the
name of the Senator from West Vir-
ginia (Mr. MANCHIN) was added as a co-
sponsor of S. 544, a bill to direct the
Secretary of Veterans Affairs to des-
ignate one week each year as ‘‘Buddy
Check Week” for the purpose of out-
reach and education concerning peer
wellness checks for veterans, and for
other purposes.
S. 586
At the request of Mrs. CAPITO, the
names of the Senator from Wyoming
(Ms. LuMmMIs) and the Senator from
Virginia (Mr. KAINE) were added as co-
sponsors of S. 586, a bill to amend title
XVIII of the Social Security Act to
combat the opioid crisis by promoting
access to non-opioid treatments in the
hospital outpatient setting.
S. 601
At the request of Mr. DURBIN, the
name of the Senator from Wisconsin
(Ms. BALDWIN) was added as a cospon-
sor of S. 601, a bill to amend section
3661 of title 18, United States Code, to
prohibit the consideration of acquitted
conduct at sentencing.
S. 623
At the request of Mr. RUBIO, the
name of the Senator from California
(Mrs. FEINSTEIN) was added as a co-
sponsor of S. 623, a bill to make day-
light saving time permanent, and for
other purposes.
S. 634
At the request of Ms. COLLINS, the
names of the Senator from Michigan
(Mr. PETERS) and the Senator from
Connecticut (Mr. BLUMENTHAL) were
added as cosponsors of S. 634, a bill to
support and expand civic engagement
and political leadership of adolescent
girls around the world, and other pur-
poses.
S. 658
At the request of Mr. CORNYN, the
name of the Senator from Texas (Mr.
CRUZ) was added as a cosponsor of S.
658, a bill to authorize the Secretary of
Homeland Security to work with cy-
bersecurity consortia for training, and
for other purposes.
S. 839
At the request of Mr. CASSIDY, the
name of the Senator from Ohio (Mr.
PORTMAN) was added as a cosponsor of
S. 839, a bill to establish a postsec-
ondary student data system.
S. 864
At the request of Mr. KAINE, the
name of the Senator from Louisiana
(Mr. CASSIDY) was added as a cosponsor
of S. 864, a bill to extend Federal Pell
Grant eligibility of certain short-term
programs.
S. 880
At the request of Mr. CASEY, the
name of the Senator from Alaska (Ms.
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MURKOWSKI) was added as a cosponsor
of S. 880, a bill to amend the Age Dis-
crimination in Employment Act of 1967
and other laws to clarify appropriate
standards for Federal employment dis-
crimination and retaliation claims,
and for other purposes.
S. 1014
At the request of Mr. DURBIN, the
name of the Senator from Wisconsin
(Ms. BALDWIN) was added as a cospon-
sor of S. 1014, a bill to reform sen-
tencing laws and correctional institu-
tions, and for other purposes.
S. 1061
At the request of Mr. PORTMAN, the
name of the Senator from Montana
(Mr. DAINES) was added as a cosponsor
of S. 1061, a bill to encourage the nor-
malization of relations with Israel, and
for other purposes.
S. 1106
At the request of Mr. BOOKER, the
name of the Senator from Arizona (Ms.
SINEMA) was added as a cosponsor of S.
1106, a bill to prohibit the sale of shark
fins, and for other purposes.
S. 1125
At the request of Ms. STABENOW, the
names of the Senator from Mississippi
(Mr. WICKER) and the Senator from
Minnesota (Ms. KLOBUCHAR) were added
as cosponsors of S. 1125, a bill to rec-
ommend that the Center for Medicare
and Medicaid Innovation test the effect
of a dementia care management model,
and for other purposes.
S. 1193
At the request of Ms. ROSEN, the
name of the Senator from New York
(Mrs. GILLIBRAND) was added as a co-
sponsor of S. 1193, a bill to establish a
grant program at the Department of
Homeland Security to promote cooper-
ative research and development be-
tween the United States and Israel on
cybersecurity.
S. 1210
At the request of Mr. BLUMENTHAL,
the names of the Senator from Arizona
(Ms. SINEMA) and the Senator from
Vermont (Mr. LEAHY) were added as co-
sponsors of S. 1210, a bill to amend the
Lacey Act Amendments of 1981 to clar-
ify provisions enacted by the Captive
Wildlife Safety Act, to further the con-
servation of certain wildlife species,
and for other purposes.
S. 1284
At the request of Mr. BENNET, the
name of the Senator from Oregon (Mr.
MERKLEY) was added as a cosponsor of
S. 1284, a bill to establish the Amache
National Historic Site in the State of
Colorado as a unit of the National Park
System, and for other purposes.
S. 1290
At the request of Ms. DUCKWORTH,
the name of the Senator from Illinois
(Mr. DURBIN) was added as a cosponsor
of S. 1290, a bill to assist communities
affected by stranded nuclear waste, and
for other purposes.
S. 1404
At the request of Mr. MARKEY, the
name of the Senator from Nevada (Ms.
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CORTEZ MASTO) was added as a cospon-
sor of S. 1404, a bill to award a Congres-
sional Gold Medal to the 23d Head-
quarters Special Troops and the 3133d
Signal Service Company in recognition
of their unique and distinguished serv-
ice as a ‘‘Ghost Army’’ that conducted
deception operations in Europe during
World War II.
S. 1451
At the request of Ms. COLLINS, the
names of the Senator from Illinois (Ms.
DUCKWORTH), the Senator from Massa-
chusetts (Mr. MARKEY), the Senator
from Georgia (Mr. WARNOCK), the Sen-
ator from Massachusetts (Ms. WARREN)
and the Senator from Texas (Mr. COR-
NYN) were added as cosponsors of S.
1451, a bill to amend the Foreign As-
sistance Act of 1961 to implement poli-
cies to end preventable maternal, new-
born, and child deaths globally.
S. 1530
At the request of Mr. SANDERS, the
name of the Senator from New Mexico
(Mr. LUJAN) was added as a cosponsor
of S. 1530, a bill to amend the Child Nu-
trition Act of 1966 and the Richard B.
Russell National School Lunch Act to
make breakfasts and lunches free for
all children, and for other purposes.
S. 1548
At the request of Mr. LUJAN, the
names of the Senator from Michigan
(Ms. STABENOW) and the Senator from
Minnesota (Ms. SMITH) were added as
cosponsors of S. 1548, a bill to amend
the Public Health Service Act to im-
prove the diversity of participants in
research on Alzheimer’s disease, and
for other purposes.
S. 1588
At the request of Mr. BLUMENTHAL,
the name of the Senator from New Jer-
sey (Mr. MENENDEZ) was added as a co-
sponsor of S. 1588, a bill to amend the
Lacey Act Amendments of 1981 to pro-
hibit importation, exportation, trans-
portation, sale, receipt, acquisition,
and purchase in interstate or foreign
commerce, or in a manner substan-
tially affecting interstate or foreign
commerce, or possession, of any live
animal of any prohibited primate spe-
cies.
S. 1697
At the request of Mr. LUJAN, the
name of the Senator from Iowa (Mr.
GRASSLEY) was added as a cosponsor of
S. 1697, a bill to address maternity care
storages and promote optimal mater-
nity outcomes by expanding edu-
cational opportunities for midwives,
and for other purposes.
S. 1725
At the request of Mr. ROUNDS, the
name of the Senator from Minnesota
(Ms. SMITH) was added as a cosponsor
of S. 1725, a bill to grant a Federal
charter to the National American In-
dian Veterans, Incorporated.
S. 1813
At the request of Mr. COONS, the
name of the Senator from Delaware
(Mr. CARPER) was added as a cosponsor
of S. 1813, a bill to direct the Secretary
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of Health and Human Services to sup-
port research on, and expanded access
to, investigational drugs for
amyotrophic lateral sclerosis, and for
other purposes.
S. 2120
At the request of Mr. RUBIO, the
name of the Senator from Michigan
(Mr. PETERS) was added as a cosponsor
of S. 2120, a bill to establish the United
States-Israel Artificial Intelligence
Center to improve artificial intel-
ligence research and development co-
operation.
S. 2322
At the request of Mr. CORNYN, the
name of the Senator from Oklahoma
(Mr. LANKFORD) was added as a cospon-
sor of S. 2322, a bill to require a pilot
program on the participation of non-
asset-based third-party logistics pro-
viders in the Customs-Trade Partner-
ship Against Terrorism.
S. 2342
At the request of Mrs. GILLIBRAND,
the name of the Senator from West
Virginia (Mrs. CAPITO) was added as a
cosponsor of S. 2342, a bill to amend
title 9 of the United States Code with
respect to arbitration of disputes in-
volving sexual assault and sexual har-
assment.
S. 2434
At the request of Ms. CANTWELL, the
name of the Senator from California
(Mr. PADILLA) was added as a cosponsor
of S. 2434, a bill to provide tax incen-
tives that support local newspapers and
other local media, and for other pur-
poses.
S. 2607
At the request of Mr. PADILLA, the
name of the Senator from Iowa (Mr.
GRASSLEY) was added as a cosponsor of
S. 2607, a bill to award a Congressional
Gold Medal to the former hostages of
the Iran Hostage Crisis of 1979-1981,
highlighting their resilience through-
out the unprecedented ordeal that they
lived through and the national unity it
produced, marking 4 decades since
their 444 days in captivity, and recog-
nizing their sacrifice to the United
States.
S. 2732
At the request of Mr. MENENDEZ, the
names of the Senator from California
(Mrs. FEINSTEIN) and the Senator from
Louisiana (Mr. KENNEDY) were added as
cosponsors of S. 2732, a bill to amend
title 18, United States Code, to prohibit
certain conduct relating to the use of
horses for human consumption.
S. 2780
At the request of Mr. MARSHALL, the
name of the Senator from Indiana (Mr.
BRAUN) was added as a cosponsor of S.
2780, a bill to amend title 10, United
States Code, to prohibit certain ad-
verse personnel actions taken against
members of the Armed Forces based on
declining the COVID-19 vaccine.
S. 2853
At the request of Mr. BROWN, the
name of the Senator from California
(Mrs. FEINSTEIN) was added as a co-
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sponsor of S. 2853, a bill to provide
grants to State, local, territorial, and
Tribal law enforcement agencies to
purchase chemical screening devices
and train personnel to use chemical
screening devices in order to enhance
law enforcement efficiency and protect
law enforcement officers.
S. 2007
At the request of Ms. MURKOWSKI, her
name was added as a cosponsor of S.
2907, a bill to establish the Truth and
Healing Commission on Indian Board-
ing School Policies in the United
States, and for other purposes.
S. 2966
At the request of Mr. BROWN, the
name of the Senator from New Mexico
(Mr. LUJAN) was added as a cosponsor
of S. 2966, a bill to provide additional
benefits to American workers whose
employment has been impacted as a re-
sult of the transition to a clean energy
economy.
S. 3047
At the request of Mr. PORTMAN, the
names of the Senator from Tennessee
(Mrs. BLACKBURN) and the Senator
from New Hampshire (Ms. HASSAN)
were added as cosponsors of S. 3047, a
bill to establish a pilot program to sup-
port medical residency and fellowship
programs that assist veterans, and for
other purposes.
S. 3061
At the request of Ms. COLLINS, the
name of the Senator from New Hamp-
shire (Ms. HASSAN) was added as a co-
sponsor of S. 3061, a bill to amend title
XVIII of the Social Security Act to
eliminate the 190-day lifetime limit on
inpatient psychiatric hospital services
under the Medicare Program.
S. 3066
At the request of Ms. CORTEZ MASTO,
the name of the Senator from Colorado
(Mr. HICKENLOOPER) was added as a co-
sponsor of S. 3066, a bill to require the
Secretary of Energy to establish a bat-
tery material processing grant pro-
gram and a battery manufacturing and
recycling grant program, and for other
purposes.
S. 3076
At the request of Mr. BROWN, the
name of the Senator from Georgia (Mr.
OSSOFF) was added as a cosponsor of S.
3076, a bill to amend the Federal Re-
serve Act to prohibit officers of the
Federal Reserve from trading certain
securities, and for other purposes.
S. 3119
At the request of Mr. CRUZz, the
names of the Senator from Indiana
(Mr. BRAUN) and the Senator from
Montana (Mr. DAINES) were added as
cosponsors of S. 3119, a bill to require
the President to certify to Congress
that a member of the Quadrilateral Se-
curity Dialogue is not participating in
quadrilateral cooperation between Aus-
tralia, India, Japan, and the United
States on security matters that are
critical to United States strategic in-
terests before imposing sanctions
under section 231 of the Countering
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America’s Adversaries Through Sanc-
tions Act with respect to a transaction
of that member.
S. 3134
At the request of Mr. TILLIS, the
name of the Senator from South Caro-
lina (Mr. ScoTT) was added as a cospon-
sor of S. 3134, a bill to maintain 2021 H-
2A adverse effect wage rates for cal-
endar year 2022 to stabilize United
States food prices.
S. 3154
At the request of Mr. DAINES, the
name of the Senator from Alaska (Mr.
SULLIVAN) was added as a cosponsor of
S. 3154, a bill to prohibit cash settle-
ments resulting from the lawful appli-
cation of the zero tolerance policy.
S. 3159
At the request of Ms. ERNST, the
name of the Senator from South Da-
kota (Mr. THUNE) was added as a co-
sponsor of S. 3159, a bill to restrict the
use of Federal Funds for gain-of-func-
tion research in the People’s Republic
of China.
S. 3177
At the request of Mr. WYDEN, the
name of the Senator from Pennsyl-
vania (Mr. CASEY) was added as a co-
sponsor of S. 3177, a bill to restore pro-
tections for Social Security, Railroad
retirement, and Black Lung benefits
from administrative offset.
S. 3203
At the request of Mrs. FEINSTEIN, the
name of the Senator from Connecticut
(Mr. BLUMENTHAL) was added as a co-
sponsor of S. 3203, a bill to establish
the Commission on the COVID-19 Pan-
demic.
S.J. RES. 10
At the request of Mr. KAINE, the
name of the Senator from Maryland
(Mr. VAN HOLLEN) was added as a co-
sponsor of S.J. Res. 10, a joint resolu-
tion to repeal the authorizations for
use of military force against Iraq, and
for other purposes.
S. RES. 377
At the request of Ms. ROSEN, the
name of the Senator from Maryland
(Mr. CARDIN) was added as a cosponsor
of S. Res. 377, a resolution urging the
European Union to designate Hizballah
in its entirety as a terrorist organiza-
tion.
S. RES. 437
At the request of Mr. WARNOCK, the
name of the Senator from New Mexico
(Mr. LUJAN) was added as a cosponsor
of S. Res. 437, a resolution expressing
support for the designation of Novem-
ber 8, 2021, as ‘‘National First-Genera-
tion College Celebration Day’’.
AMENDMENT NO. 3870
At the request of Mrs. GILLIBRAND,
the name of the Senator from Oregon
(Mr. WYDEN) was added as a cosponsor
of amendment No. 3870 intended to be
proposed to H.R. 4350, to authorize ap-
propriations for fiscal year 2022 for
military activities of the Department
of Defense, for military construction,
and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal
year, and for other purposes.
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AMENDMENT NO. 3892
At the request of Mrs. GILLIBRAND,
the names of the Senator from Massa-
chusetts (Ms. WARREN) and the Senator
from Virginia (Mr. WARNER) were added
as cosponsors of amendment No. 3892
intended to be proposed to H.R. 4350, to
authorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes.
AMENDMENT NO. 3929
At the request of Mr. BROWN, the
name of the Senator from Massachu-
setts (Ms. WARREN) was added as a co-
sponsor of amendment No. 3929 in-
tended to be proposed to H.R. 4350, to
authorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes.
AMENDMENT NO. 3931
At the request of Mr. BROWN, the
name of the Senator from Texas (Mr.
CORNYN) was added as a cosponsor of
amendment No. 3931 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 3935
At the request of Ms. ROSEN, the
names of the Senator from Maine (Mr.
KING) and the Senator from New York
(Mrs. GILLIBRAND) were added as co-
sponsors of amendment No. 3935 in-
tended to be proposed to H.R. 4350, to
authorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes.
AMENDMENT NO. 3942
At the request of Mr. GRAHAM, the
names of the Senator from Idaho (Mr.
RIsSCH) and the Senator from Idaho (Mr.
CRAPO) were added as cosponsors of
amendment No. 3942 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 3990
At the request of Ms. ERNST, the
name of the Senator from Florida (Mr.
RUBIO) was added as a cosponsor of
amendment No. 3990 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
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for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.

AMENDMENT NO. 4076

At the request of Mr. HAWLEY, the
name of the Senator from Florida (Mr.
RUBIO) was added as a cosponsor of
amendment No. 4076 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.

AMENDMENT NO. 4093

At the request of Mr. MARSHALL, the
name of the Senator from Indiana (Mr.
BRAUN) was added as a cosponsor of
amendment No. 4093 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.

AMENDMENT NO. 4133

At the request of Mr. BLUMENTHAL,
his name was added as a cosponsor of
amendment No. 4133 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.

At the request of Mr. KAINE, the
names of the Senator from Indiana
(Mr. YOUNG), the Senator from Mary-
land (Mr. VAN HOLLEN), the Senator
from Illinois (Mr. DURBIN), the Senator
from Kentucky (Mr. PAUL) and the
Senator from Maine (Mr. KING) were
added as cosponsors of amendment No.
4133 intended to be proposed to H.R.
4350, supra.

AMENDMENT NO. 4135

At the request of Mr. WARNER, his
name was added as a cosponsor of
amendment No. 4135 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.

AMENDMENT NO. 4140

At the request of Mr. HAWLEY, the
names of the Senator from Montana
(Mr. DAINES) and the Senator from
Oklahoma (Mr. LANKFORD) were added
as cosponsors of amendment No. 4140
intended to be proposed to H.R. 4350, to
authorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes.
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AMENDMENT NO. 4148
At the request of Mr. BLUMENTHAL,
his name was added as a cosponsor of
amendment No. 4148 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4199
At the request of Ms. CORTEZ MASTO,
the name of the Senator from Texas
(Mr. CORNYN) was added as a cosponsor
of amendment No. 4199 intended to be
proposed to H.R. 4350, to authorize ap-
propriations for fiscal year 2022 for
military activities of the Department
of Defense, for military construction,
and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4203
At the request of Mr. WARNER, the
name of the Senator from Indiana (Mr.
BRAUN) was added as a cosponsor of
amendment No. 4203 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4235
At the request of Mr. CRUZ, the name
of the Senator from Montana (Mr.
DAINES) was added as a cosponsor of
amendment No. 4235 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4236
At the request of Mr. DAINES, the
name of the Senator from Alaska (Mr.
SULLIVAN) was added as a cosponsor of
amendment No. 4236 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4259
At the request of Mr. LUJAN, the
name of the Senator from Arizona (Ms.
SINEMA) was added as a cosponsor of
amendment No. 4259 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.
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AMENDMENT NO. 4260
At the request of Mr. LUJAN, the
names of the Senator from Arizona
(Ms. SINEMA) and the Senator from
Maryland (Mr. VAN HOLLEN) were
added as cosponsors of amendment No.
4260 intended to be proposed to H.R.
4350, to authorize appropriations for
fiscal year 2022 for military activities
of the Department of Defense, for mili-
tary construction, and for defense ac-
tivities of the Department of Energy,
to prescribe military personnel
strengths for such fiscal year, and for
other purposes.
AMENDMENT NO. 4286
At the request of Mr. ScoTT of Flor-
ida, the name of the Senator from
Texas (Mr. CRUz) was added as a co-
sponsor of amendment No. 4286 in-
tended to be proposed to H.R. 4350, to
authorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes.
AMENDMENT NO. 4298
At the request of Mr. BLUMENTHAL,
the name of the Senator from South
Carolina (Mr. GRAHAM) was added as a
cosponsor of amendment No. 4298 in-
tended to be proposed to H.R. 4350, to
authorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes.
AMENDMENT NO. 4305
At the request of Mr. BLUMENTHAL,
the name of the Senator from Con-
necticut (Mr. MURPHY) was added as a
cosponsor of amendment No. 4305 in-
tended to be proposed to H.R. 4350, to
authorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes.
AMENDMENT NO. 4313
At the request of Ms. DUCKWORTH,
the name of the Senator from New
Mexico (Mr. LUJAN) was added as a co-
sponsor of amendment No. 4313 in-
tended to be proposed to H.R. 4350, to
authorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes.
AMENDMENT NO. 4332
At the request of Mr. RUBIO, the
names of the Senator from Michigan
(Mr. PETERS) and the Senator from
Maine (Mr. KING) were added as cospon-
sors of amendment No. 4332 intended to
be proposed to H.R. 4350, to authorize
appropriations for fiscal year 2022 for
military activities of the Department
of Defense, for military construction,
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and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4339
At the request of Mr. RUBIO, the
name of the Senator from California
(Mrs. FEINSTEIN) was added as a co-
sponsor of amendment No. 4339 in-
tended to be proposed to H.R. 4350, to
authorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes.
AMENDMENT NO. 4345
At the request of Mr. RUBIO, the
names of the Senator from Ohio (Mr.
PORTMAN) and the Senator from Dela-
ware (Mr. COONS) were added as cospon-
sors of amendment No. 4345 intended to
be proposed to H.R. 4350, to authorize
appropriations for fiscal year 2022 for
military activities of the Department
of Defense, for military construction,
and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4389
At the request of Mr. VAN HOLLEN,
the name of the Senator from Mis-
sissippi (Mr. WICKER) was added as a
cosponsor of amendment No. 4389 in-
tended to be proposed to H.R. 4350, to
authorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes.
AMENDMENT NO. 4415
At the request of Mr. PETERS, the
name of the Senator from Indiana (Mr.
BRAUN) was added as a cosponsor of
amendment No. 4415 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4422
At the request of Mr. ROUNDS, the
names of the Senator from Minnesota
(Ms. SMITH) and the Senator from
Georgia (Mr. OSSOFF) were added as co-
sponsors of amendment No. 4422 in-
tended to be proposed to H.R. 4350, to
authorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes.
AMENDMENT NO. 4425
At the request of Mr. REED, the name
of the Senator from South Carolina
(Mr. GRAHAM) was added as a cosponsor
of amendment No. 4425 intended to be
proposed to H.R. 4350, to authorize ap-
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propriations for fiscal year 2022 for
military activities of the Department
of Defense, for military construction,
and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4448
At the request of Mr. GRAHAM, the
name of the Senator from Kansas (Mr.
MARSHALL) was added as a cosponsor of
amendment No. 4448 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4460
At the request of Mr. CORNYN, the
name of the Senator from Texas (Mr.
CRUZ) was added as a cosponsor of
amendment No. 4460 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4465
At the request of Mr. SCHATZ, the
names of the Senator from Illinois (Mr.
DURBIN) and the Senator from Wash-
ington (Ms. CANTWELL) were added as
cosponsors of amendment No. 4465 in-
tended to be proposed to H.R. 4350, to
authorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes.
AMENDMENT NO. 4466
At the request of Mr. SCHATZ, the
name of the Senator from Massachu-
setts (Ms. WARREN) was added as a co-
sponsor of amendment No. 4466 in-
tended to be proposed to H.R. 4350, to
authorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes.
AMENDMENT NO. 4482
At the request of Mr. HOEVEN, the
name of the Senator from South Caro-
lina (Mr. ScoTT) was added as a cospon-
sor of amendment No. 4482 intended to
be proposed to H.R. 4350, to authorize
appropriations for fiscal year 2022 for
military activities of the Department
of Defense, for military construction,
and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4528
At the request of Mr. CORNYN, the
name of the Senator from Arizona (Ms.
SINEMA) was added as a cosponsor of
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amendment No. 4528 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4543
At the request of Mr. LEE, the name
of the Senator from Indiana (Mr.
BRAUN) was added as a cosponsor of
amendment No. 4543 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4552
At the request of Mr. GRASSLEY, the
name of the Senator from Indiana (Mr.
BRAUN) was added as a cosponsor of
amendment No. 4552 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4593
At the request of Mrs. GILLIBRAND,
the names of the Senator from South
Carolina (Mr. GRAHAM) and the Senator
from Missouri (Mr. BLUNT) were added
as cosponsors of amendment No. 4593
intended to be proposed to H.R. 4350, to
authorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes.
AMENDMENT NO. 4614
At the request of Mr. SCHATZ, the
name of the Senator from Indiana (Mr.
YouNg) was added as a cosponsor of
amendment No. 4614 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4629
At the request of Ms. DUCKWORTH,
the names of the Senator from Indiana
(Mr. YoOUNG), the Senator from New
Hampshire (Mrs. SHAHEEN) and the
Senator from Minnesota (Ms. KLO-
BUCHAR) were added as cosponsors of
amendment No. 4629 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.
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AMENDMENT NO. 4645
At the request of Mr. SCHATZ, the
name of the Senator from Hawaii (Ms.
HIRONO) was added as a cosponsor of
amendment No. 4645 intended to be pro-
posed to H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes.
AMENDMENT NO. 4647
At the request of Mr. PETERS, the
names of the Senator from Maine (Mr.
KING) and the Senator from Florida
(Mr. RUBIO) were added as cosponsors
of amendment No. 4647 intended to be
proposed to H.R. 4350, to authorize ap-
propriations for fiscal year 2022 for
military activities of the Department
of Defense, for military construction,
and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal
year, and for other purposes.

———

SUBMITTED RESOLUTIONS

SENATE RESOLUTION 447—CELE-
BRATING THE 125TH ANNIVER-
SARY OF THE NATIONAL GRAIN
AND FEED ASSOCIATION AND
RECOGNIZING THE ASSOCIATION
AND ITS MEMBERS FOR TRANS-
FORMING THE BOUNTY OF
UNITED STATES FARMERS INTO
SAFE, NUTRITIOUS, SUSTAIN-
ABLE, AND AFFORDABLE HUMAN
AND ANIMAL FOOD

Ms. STABENOW (for herself and Mr.
B00ZMAN) submitted the following res-
olution; which was referred to the
Committee on Agriculture, Nutrition,
and Forestry:

S. RES. 447

Whereas, on November 9, 1896, a group of 38
grain dealers gathered in Chicago, Illinois,
to found the Grain Dealers National Associa-
tion, which in 1970, became the National
Grain and Feed Association, to pursue ‘‘the
advancement . . . of the common interests of
those regularly engaged in the grain busi-
ness’’;

Whereas the origin of the National Grain
and Feed Association is rooted in 5 pressing
needs faced by the grain and feed industry at
the turn of the 19th century, including the
need—

(1) to establish a uniform system of grain
inspection and grading;

(2) to construct a procedure for settling
trade disputes;

(3) to improve rail grain transportation
service;

(4) to develop fair rules to govern the trad-
ing of grain and feedstuffs; and

(5) to elevate the business practices of the
industry;

Whereas, in 1901, the National Grain and
Feed Association formally established an ar-
bitration system, which is believed to be the
oldest industry-based arbitration system in
North America, to provide a cost-effective
and timely mechanism to resolve disputes
involving grain, feed, and barge transactions;

Whereas, with 27 regional and State affili-
ated associations, the National Grain and
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Feed Association consists of more than 1,000
grain, feed, processing, exporting, and other
grain-related companies that operate ap-
proximately 8,000 facilities and handle the
majority of all grains and oilseeds in the
United States;

Whereas the mission of the National Grain
and Feed Association is to ‘‘advocate a glob-
al open market environment to efficiently
produce and provide a safe, abundant, afford-
able, sustainable and wholesome supply of
grain, oilseeds, feed and related products re-
sponsive to market demand’’;

Whereas the National Grain and Feed As-
sociation fulfills its mission through rep-
resentation, employee safety and feed qual-
ity training, communication, development of
future leaders, facilitation of the exchange
of ideas, and education to members, govern-
ment, and the public; and

Whereas the National Grain and Feed As-
sociation has advocated for the interests of
individuals in the grain, feed, and processing
industry with respect to the crafting, consid-
eration, and enactment of major legislation
impacting the quality, standards, safety, and
transportation of grains, oilseeds, and feed in
the United States: Now, therefore, be it

Resolved, That the Senate—

(1) celebrates the 125th anniversary of the
National Grain and Feed Association;

(2) recognizes the National Grain and Feed
Association and its members for trans-
forming the bounty of United States farmers
into safe, nutritious, sustainable, and afford-
able human and animal food; and

(3) commends the National Grain and Feed
Association for its longstanding and con-
tinuing efforts to advocate for grain, feed,
and processing interests critical to the agri-
cultural value chain and the competitiveness
of the United States.

———

SENATE RESOLUTION 448—DESIG-
NATING NOVEMBER 19, 2021, AS
“TSA APPRECIATION DAY”

Mr. PETERS (for himself and Mr.
PORTMAN) submitted the following res-
olution; which was referred to the
Committee on the Judiciary:

S. RES. 448

Whereas November 19, 2021, marks the 20th
anniversary of the signing of the Aviation
and Transportation Security Act (Public
Law 107-71; 115 Stat. 597) by President George
W. Bush, creating the Transportation Secu-
rity Administration (commonly known as
the “TSA”);

Whereas, after the terrorist attacks on
September 11, 2001, the TSA was established
with the mission to prevent similar attacks
and restore confidence in air travel;

Whereas, for 20 years, employees and offi-
cers of the TSA have been on the front lines
ensuring safety in the skies and for the trav-
eling public;

Whereas, during the COVID-19 pandemic,
the TSA quickly adjusted its security oper-
ations in order to meet current and future
security needs of transportation systems in
the United States;

Whereas, throughout the COVID-19 pan-
demic, the TSA has remained on the front
lines at airports in the United States;

Whereas more than 10,000 employees of the
TSA have tested positive for COVID-19, and
more than 30 employees of the TSA have lost
their lives to COVID-19; and

Whereas the people of the United States
will continue to be able to rely upon the vig-
ilance of the TSA in the face of future un-
known threats: Now, therefore, be it

Resolved, That the Senate—

(1) designates November 19, 2021, as ‘“TSA
Appreciation Day’’; and
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(2) recognizes—

(A) the service and sacrifices made by em-
ployees and officers of the Transportation
Security Administration; and

(B) the role such employees and officers
play in keeping the United States secure.

———

SENATE RESOLUTION 449—DESIG-
NATING NOVEMBER 2021 AS “NA-
TIONAL COLLEGE APPLICATION
MONTH”

Mr. COONS (for himself, Mr. SCOTT of
South Carolina, Ms. ERNST, Mr. GRASS-
LEY, Mr. CARPER, Mr. CASEY, and Mr.
VAN HOLLEN) submitted the following
resolution; which was considered and
agreed to:

S. RES. 449

Whereas equality of opportunity for all
people is one of the noblest aspirations of the
United States;

Whereas the United States has created
shared economic growth and strengthened
civic engagement through making higher
education widely available;

Whereas higher education enhances the
economic mobility of individual students
and their families, which is evidenced by—

(1) a finding by the Brookings Institute
that the median lifetime earnings of holders
of an associate degree are uniformly greater
than the median lifetime earnings of holders
of solely a high school diploma;

(2) a finding by the Pew Economic Mobility
Project that, for an individual born in the
lowest income quintile, obtaining a 4-year
degree or a higher degree is associated
with—

(A) an approximately 70 percent dif-
ference in the probability of that indi-
vidual earning an income outside the low-
est income quintile; and

(B) a threefold difference in the prob-
ability of that individual going on to earn
an income in the highest income quintile;
(3) the unemployment rate of high school

graduates in 2020 who did not immediately
matriculate to an institution of higher edu-
cation the following fall semester was 19.5
percent, which has increased during the
COVID-19 pandemic and was almost 3 times
higher than the overall unemployment rate
of the United States; and

(4) the unemployment rate of adults whose
highest credential is a high school diploma is
almost double that of those with a bachelor’s
degree;

Whereas the National Student Clearing-
house reports that undergraduate enrollment
in higher education has declined precipi-
tously since the beginning of the COVID-19
pandemic, particularly for students in pov-
erty and students of color, as evidenced by—

(1) 6.8 percent less high school graduates
immediately matriculated to an institution
of higher education the following fall semes-
ter in 2020, which represents a decline 4.5
times greater than the decline from the prior
year;

(2) the decline described in paragraph (1)
was most notable among graduates at high
poverty high schools, who faced an 11.4 per-
cent decline from 2019 in immediate matricu-
lation to an institution of higher education;
and

(3) the decline described in paragraph (1)
also disproportionately affected high school
graduates at high minority population
schools where college enrollment declined by
9.4 percent from 2019, which represents a de-
cline 10 times greater than the decline from
the prior year;

Whereas the complexity of financial aid
systems and rising college costs can serve as
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additional deterrents or barriers for students
and families as they assess the viability of
higher education programs as a postsec-
ondary option;

Whereas many students and their families
struggle to identify and compare postsec-
ondary options due to—

(1) difficulties accessing school counseling
services in high school, which is evidenced
by an estimation of the American School
Counselor Association that the student-to-
counselor ratio in the United States is 424 to
1

(2) an absence of reliable programmatic
and institutional outcome data; and

(3) a lack of comparable and understand-
able college financial aid offers;

Whereas, in addition to expanding out-
reach and support to recent high school
graduates, colleges and universities must
also expand outreach and support to adults
without a postsecondary degree or creden-
tial;

Whereas the most recent data available
from the National Postsecondary Student
Aid Study commissioned by the National
Center for Education Statistics found that,
of undergraduate students in the United
States—

(1) approximately 27 percent are older than
25 years of age;

(2) 38 percent are enrolled part-time;

(3) 24 percent are parents; and

(4) 86 percent live off-campus;

Whereas the National Center for Education
Statistics highlights that completion of the
Free Application for Federal Student Aid is
one of the best predictors of immediate col-
lege enrollment, as high school seniors who
complete the application are 84 percent more
likely to begin postsecondary education in
the fall following high school graduation;

Whereas applications for State-based fi-
nancial aid are available in many States for
students who do not qualify for Federal stu-
dent aid; and

Whereas the ongoing impact of the COVID-
19 pandemic on communities, families, and
educational systems across the TUnited
States underscores and reinforces the value
of ensuring that all individuals, including
students enrolled in high school and working
adults—

(1) understand their postsecondary options;

(2) understand college financing opportuni-
ties; and

(3) have support to navigate the college ap-
plication and financial aid processes: Now,
therefore, be it

Resolved, That the Senate—

(1) designates November 2021 as ‘‘National
College Application Month’’;

(2) encourages the people of the United
States to—

(A) evaluate options for pursuing higher
education;

(B) submit a Free Application for Federal
Student Aid or an appropriate application
for State-based financial aid in order to re-
ceive college financing opportunities; and

(C) support every student, regardless of the
background, age, or resources of the student,
in obtaining the skills and knowledge needed
to thrive;

(3) supports efforts to better assist and in-
crease opportunities for low-income, first-
generation college students, and students of
color, throughout the financial aid process,
college application process, and beyond;

(4) urges public officials, educators, fami-
lies, students, and communities in the
United States to observe National College
Application Month with appropriate activi-
ties and programs designed to encourage stu-
dents and families to consider, research, and
apply to college and for financial aid; and

(6) commends teachers, school counselors,
mentors, and families who support students
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throughout the college application process,
as well as the organizations and institutions
partnering to eliminate barriers to higher
education.

——————

SENATE RESOLUTION 450—DESIG-
NATING NOVEMBER 17, 2021, AS
“NATIONAL GIS DAY

Mr. RISCH submitted the following
resolution; which was referred to the
Committee on the Judiciary:

S. RES. 450

Whereas the management, use, and ex-
change of geographic information and
geospatial data and analysis are essential for
operations and decision making in Federal
agencies;

Whereas Geographic Information System
technology (referred to in this preamble as
“GIS”’) embraces new and innovative ways to
use, discover, and share geospatial data
through online portals and web services;

Whereas GIS facilitates the sharing of geo-
graphic data, services, and maps within a
digital domain;

Whereas GIS helps provide shared and
trusted geospatial data, services, and appli-
cations for use—

(1) by the public; and

(2) by government agencies and partners of
government agencies to carry out the mis-
sions of such agencies and partners;

Whereas GIS helps foster collaboration and
partnerships to advance the National Spatial
Data Infrastructure (referred to in this pre-
amble as the “NSDI”’);

Whereas GIS provides a common frame-
work for the Federal Government and State,
Tribal, and local governments, non-Federal
partners, communities, constituents, and
professional bodies for standards, data cata-
logs, partnerships, and tools that make up
the NSDI;

Whereas GIS is used to investigate and ad-
dress societal and cultural issues, includ-
ing—

(1) local issues;

(2) global issues;

(3) issues from the past;

(4) issues in the present; and

(5) future issues identified through mod-
eling;

Whereas GIS and related geospatial tech-
nologies are used in classrooms to engage
students in science, technology, engineering,
and mathematics (STEM) learning;

Whereas GIS is an interdisciplinary tool
used by students, teachers, researchers, uni-
versities, local institutions, and practi-
tioners in numerous fields and disciplines;

Whereas GIS fosters competition within
the sector of geospatial technologies, which
the Department of Labor considers to be a
high-growth industry; and

Whereas many Federal agencies, State and
local government agencies, nonprofit organi-
zations, schools, libraries, and universities
will join other persons around the world to
showcase their GIS mapping and geospatial
applications on November 17, 2021: Now,
therefore, be it

Resolved, That the Senate—

(1) designates November 17, 2021, as ‘‘Na-
tional GIS Day’’; and

(2) encourages users of Geographic Infor-
mation System technology (referred to in
this resolution as ‘“GIS’’), educators, stu-
dents, and innovators to continue to employ
GIS—

(A) to learn and explore;

(B) to analyze and address societal chal-
lenges; and

(C) to drive economic growth for the bet-
terment of the people of the United States
and individuals around the world.
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SENATE RESOLUTION  451—HON-
ORING THE LIFE AND LEGACY
OF THE LATE SENATOR MAX
CLELAND

Mr. WARNOCK (for himself, Mr.
OSSOFF, Mr. SCHUMER, Mr. MCCONNELL,
Ms. BALDWIN, Mr. BARRASSO, Mr. BEN-
NET, Mrs. BLACKBURN, Mr.
BLUMENTHAL, Mr. BLUNT, Mr. BOOKER,
Mr. BOOZMAN, Mr. BRAUN, Mr. BROWN,
Mr. BURR, Ms. CANTWELL, Mrs. CAPITO,
Mr. CARDIN, Mr. CARPER, Mr. CASEY,
Mr. CASSIDY, Ms. COLLINS, Mr. COONS,
Mr. CORNYN, Ms. CORTEZ MASTO, Mr.
COTTON, Mr. CRAMER, Mr. CRAPO, Mr.
CRUZ, Mr. DAINES, Ms. DUCKWORTH, Mr.
DURBIN, Ms. ERNST, Mrs. FEINSTEIN,
Mrs. FISCHER, Mrs. GILLIBRAND, Mr.
GRAHAM, Mr. GRASSLEY, Mr. HAGERTY,
Ms. HASSAN, Mr. HAWLEY, Mr. HEIN-
RICH, Mr. HICKENLOOPER, Ms. HIRONO,
Mr. HOEVEN, Mrs. HYDE-SMITH, Mr.
INHOFE, Mr. JOHNSON, Mr. KAINE, Mr.
KELLY, Mr. KENNEDY, Mr. KING, Ms.
KLOBUCHAR, Mr. LANKFORD, Mr. LEAHY,
Mr. LEE, Mr. LUJAN, Ms. LUMMIS, Mr.
MANCHIN, Mr. MARKEY, Mr. MARSHALL,
Mr. MENENDEZ, Mr. MERKLEY, Mr.
MORAN, Ms. MURKOWSKI, Mr. MURPHY,
Mrs. MURRAY, Mr. PADILLA, Mr. PAUL,
Mr. PETERS, Mr. PORTMAN, Mr. REED,
Mr. RISCH, Mr. ROMNEY, Ms. ROSEN, Mr.
ROUNDS, Mr. RUBIO, Mr. SANDERS, Mr.
SASSE, Mr. SCHATZ, Mr. ScoTT of Flor-
ida, Mr. ScoTT of South Carolina, Mrs.
SHAHEEN, Mr. SHELBY, Ms. SINEMA, Ms.
SMITH, Ms. STABENOW, Mr. SULLIVAN,
Mr. TESTER, Mr. THUNE, Mr. TILLIS, Mr.
TOOMEY, Mr. TUBERVILLE, Mr. VAN
HOLLEN, Mr. WARNER, Ms. WARREN, Mr.
WHITEHOUSE, Mr. WICKER, Mr. WYDEN,
and Mr. YOUNG) submitted the fol-
lowing resolution; which was consid-
ered and agreed to:

S. RES. 451

Whereas Joseph Maxwell Cleland was born
August 24, 1942, in Atlanta, Georgia, the
child of Juanita Kesler Cleland and Joseph
Hughie Cleland, a World War II veteran, and
grew up in Lithonia, Georgia;

Whereas Joseph Maxwell Cleland grad-
uated from Stetson University in Florida in
1964, and received his Master’s Degree in his-
tory from Emory University in Atlanta,
Georgia;

Whereas, following his graduation from
Stetson University, Joseph Maxwell Cleland
received a Second Lieutenant’s Commission
in the Army through its Reserve Officers’
Training Corps program;

Whereas Joseph Maxwell Cleland volun-
teered for duty in the Vietnam War in 1967,
serving with the 1st Cavalry Division;

Whereas, on April 8, 1968, during combat at
the mountain base at Khe Sanh, Joseph Max-
well Cleland was gravely injured by the blast
of a grenade, eventually losing both his legs
and right arm;

Whereas Joseph Maxwell Cleland was
awarded the Bronze Star for meritorious
service and the Silver Star for gallantry in
action;

Whereas, in 1970, Joseph Maxwell Cleland
was elected to the Georgia Senate as the
youngest member and the only Vietnam vet-
eran, where he served until 1975;

Whereas, as a Georgia State Senator, Jo-
seph Maxwell Cleland authored and advanced
legislation to ensure access to public facili-
ties in Georgia for elderly and handicapped
individuals;
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Whereas, in 1976, Joseph Maxwell Cleland
began serving as a staffer on the United
States Senate Committee on Veterans Af-
fairs;

Whereas, in 1977, Joseph Maxwell Cleland
was appointed by President Jimmy Carter to
lead the Veterans Administration;

Whereas he was the youngest Adminis-
trator of the United States Veterans Admin-
istration ever and the first Vietnam veteran
to head the agency;

Whereas he served as a champion for vet-
erans and led the Veterans Administration
to recognize, and begin to treat, post-trau-
matic stress disorder in veterans suffering
the invisible wounds of war;

Whereas Joseph Maxwell Cleland was
elected in 1982 as Georgia’s Secretary of
State, the youngest individual to hold the of-
fice, and served in that position for 14 years;

Whereas, in 1996, Joseph Maxwell Cleland
was elected to the United States Senate rep-
resenting Georgia;

Whereas as a member of the Committee on
Armed Services, Joseph Maxwell Cleland ad-
vocated for Georgia’s military Dbases,
servicemembers, and veterans, including by
championing key personnel issues, playing a
critical role in the effort to allow
servicemembers to pass their GI Bill edu-
cation benefits to their children, and estab-
lishing a new veterans cemetery in Canton,
Georgia;

Whereas, in 2002, Joseph Maxwell Cleland
was appointed to the 9/11 Commission;

Whereas, in 2003, Joseph Maxwell Cleland
was appointed by President George W. Bush
to the Board of Directors for the Export-Im-
port Bank of the United States, where he
served until 2007;

Whereas, in 2009, Joseph Maxwell Cleland
was appointed by President Barack Obama
as Secretary of the American Battle Monu-
ments Commission overseeing United States
military cemeteries and monuments over-
seas, where he served until 2017;

Whereas Joseph Maxwell Cleland authored
3 books: Strong at the Broken Places, Going
for the Max: 12 Principles for Living Life to
the Fullest, and Heart of a Patriot;

Whereas Joseph Maxwell Cleland received
numerous honors and awards over the course
of his long and distinguished career;

Whereas Joseph Maxwell Cleland was a pa-
triot, veteran, and lifelong civil servant who
proudly served Georgia, the United States,
and all veterans and servicemembers of the
United States; and

Whereas, on November 9, 2021, at the age of
79, Joseph Maxwell Cleland died, leaving be-
hind a legacy of service, sacrifice, and joy:
Now, therefore, be it

Resolved, That—

(1) the Senate—

(A) has heard with profound sorrow and
deep regret the announcement of the death
of Joseph Maxwell Cleland;

(B) honors the life and legacy of the late
Senator Joseph Maxwell Cleland for his—

(i) courage and sacrifice in combat in the
Vietnam War;

(ii) unwavering dedication to Georgia as a
State Senator, Secretary of State, and Sen-
ator; and

(iii) honorable service to the United States
and veterans of the United States through
his lifetime of public service and tenure as
Administrator of the Veterans Administra-
tion;

(C) proclaims
Cleland—

(i) represented the best of Georgia’s com-
mitment to the United States; and

(ii) served continually for more than 50
years with an unwavering commitment to
public service; and

(D) respectfully requests that the Sec-
retary of the Senate—

that Joseph Maxwell
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(i) communicate this resolution to the
House of Representatives; and

(ii) transmit an enrolled copy of this reso-
lution to the family of Joseph Maxwell
Cleland; and

(2) when the Senate adjourns today, it
stand adjourned as a further mark of respect
to the memory of Joseph Maxwell Cleland.

—————

SENATE RESOLUTION 452—RECOG-
NIZING NOVEMBER 2021 AS ‘“NA-
TIONAL HOMELESS CHILDREN
AND YOUTH AWARENESS
MONTH”

Mr. MANCHIN (for himself, Ms. COL-
LINS, Mr. WYDEN, Ms. CANTWELL, Mrs.
FEINSTEIN, Mr. COONS, Mr. PETERS, Ms.
HIRONO, Ms. KLOBUCHAR, Ms. HASSAN,
Mr. VAN HOLLEN, Ms. MURKOWSKI, Mr.
BLUMENTHAL, and Mr. REED) submitted
the following resolution; which was
considered and agreed to:

S. RES. 452

Whereas, in the United States, public
schools identified approximately 1,400,000
homeless children and youth during the 2018—
2019 school year;

Whereas an estimated 1,300,000 children
younger than 6 years of age in 2018-2019 and
approximately 4,200,000 youth and young
adults in 2017 experienced homelessness, with
many such children, youth, and young adults
staying on couches, in motels, in shelters, or
outside;

Whereas infants experiencing homelessness
are at a higher risk for certain illnesses and
health conditions, and families experiencing
homelessness are more likely to experience
involvement in the child welfare system and
difficulty with school attendance;

Whereas more than 1 in 3 high school stu-
dents experiencing homelessness had at-
tempted suicide, and nearly 1 in 4 high
school students experiencing homelessness
had experienced dating violence;

Whereas individuals without a high school
degree or general educational development
certificate (GED) are more than 3 times
more likely to report homelessness than
their peers, making lack of education the
leading risk factor for homelessness;

Whereas, in 2018, the high school gradua-
tion rate for students experiencing homeless-
ness was 67.8 percent, compared to 80 percent
for low-income students and 85.5 percent for
all students;

Whereas the rate of youth homelessness is
the same in rural, suburban, and urban
areas;

Whereas 29 percent of unaccompanied
homeless youth between 13 and 25 years of
age have spent time in foster care, compared
to approximately 6 percent of all children;

Whereas homelessness among children and
youth is a complex issue that often co-occurs
with deep poverty, low education and em-
ployment levels, substance misuse and
abuse, mental illness, lack of affordable
housing, and family conflict;

Whereas COVID-19 in the United States,
which was declared a national emergency
under the National Emergencies Act (50
U.S.C. 1601 et seq.), has had a dispropor-
tionate effect on children, youth, and fami-
lies experiencing homelessness; and

Whereas awareness of child and youth
homelessness must be heightened to encour-
age greater support for effective programs to
help children and youth overcome homeless-
ness: Now, therefore, be it

Resolved, That the Senate—

(1) supports the efforts of businesses, State
and local governments, organizations, edu-
cators, and volunteers dedicated to meeting
the needs of homeless children and youth;
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(2) applauds the initiatives of businesses,
State and local governments, organizations,
educators, and volunteers that—

(A) use time and resources to raise aware-
ness of child and youth homelessness, the
causes of such homelessness, and potential
solutions; and

(B) work to prevent homelessness among
children and youth;

(3) recognizes November 2021 as ‘‘National
Homeless Children and Youth Awareness
Month’’; and

(4) encourages those businesses, State and
local governments, organizations, educators,
and volunteers to continue to intensify their
efforts to address homelessness among chil-
dren and youth during November 2021.

————

SENATE CONCURRENT RESOLU-
TION 21—ESTABLISHING DEAD-
LINES FOR THE JOINT COM-
MITTEE OF CONGRESS ON THE
LIBRARY TO APPROVE OR DENY
THE STATUE OF THE REVEREND
WILLIAM  FRANKLIN  “BILLY”
GRAHAM, JR. FOR PLACEMENT
IN THE NATIONAL STATUARY
HALL

Mr. TILLIS submitted the following
concurrent resolution; which was re-
ferred to the Committee on Rules and
Administration:

S. CON. REs. 21

Resolved by the Senate (the House of Rep-
resentatives concurring), That the Joint Com-
mittee of Congress on the Library shall ap-
prove or deny—

(1) the full-sized clay model and pedestal
design of a statue of the Reverend William
Franklin ‘“‘Billy’”’ Graham, Jr., not later than
30 days after the State of North Carolina
submits to the Architect of the Capitol pho-
tographs of the model from all 4 sides, the di-
mensions of the statue and pedestal, engi-
neering drawings of the pedestal, the antici-
pated weight of the completed statue and
pedestal, and the text of any proposed in-
scriptions; and

(2) the completed statue of the Reverend
William Franklin “Billy’’ Graham, Jr., not
later than 30 days after the State of North
Carolina submits to the Architect of the
Capitol photographs of the completed statue
and pedestal from all 4 sides, the dimensions
of the statue and pedestal, the final weight
of the statue and pedestal, and the text of
any inscriptions.

———

AMENDMENTS SUBMITTED AND
PROPOSED

SA 4660. Mr. KENNEDY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, to authorize appropriations for fiscal
year 2022 for military activities of the De-
partment of Defense, for military construc-
tion, and for defense activities of the Depart-
ment of Energy, to prescribe military per-
sonnel strengths for such fiscal year, and for
other purposes; which was ordered to lie on
the table.

SA 4661. Mr. COTTON submitted an amend-
ment intended to be proposed to amendment
SA 3867 submitted by Mr. REED and intended
to be proposed to the bill H.R. 4350, supra;
which was ordered to lie on the table.

SA 4662. Mr. KING (for himself, Mr.
ROUNDS, Mr. SASSE, Ms. ROSEN, Ms. HASSAN,
and Mr. OSSOFF) submitted an amendment
intended to be proposed to amendment SA
3867 submitted by Mr. REED and intended to
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be proposed to the bill H.R. 4350,
which was ordered to lie on the table.

SA 4663. Mr. BLUMENTHAL (for himself
and Ms. MURKOWSKI) submitted an amend-
ment intended to be proposed to amendment
SA 3867 submitted by Mr. REED and intended
to be proposed to the bill H.R. 4350, supra;
which was ordered to lie on the table.

SA 4664. Mr. BLUMENTHAL submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4665. Ms. MURKOWSKI submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4666. Mr. SULLIVAN (for himself, Mr.
KING, and Ms. HIRONO) submitted an amend-
ment intended to be proposed to amendment
SA 3867 submitted by Mr. REED and intended
to be proposed to the bill H.R. 4350, supra;
which was ordered to lie on the table.

SA 4667. Mr. SULLIVAN (for himself and
Mr. WHITEHOUSE) submitted an amendment
intended to be proposed to amendment SA
3867 submitted by Mr. REED and intended to
be proposed to the bill H.R. 4350, supra;
which was ordered to lie on the table.

SA 4668. Mr. CRUZ (for himself, Mrs. GILLI-
BRAND, Ms. MURKOWSKI, Mr. COONS, Mr.
CRAMER, Mr. HAWLEY, Mr. MARSHALL, Mr.
LUJAN, Ms. BALDWIN, Mr. BENNET, and Mr.
HICKENLOOPER) submitted an amendment in-
tended to be proposed to amendment SA 3867
submitted by Mr. REED and intended to be
proposed to the bill H.R. 4350, supra; which
was ordered to lie on the table.

SA 4669. Mr. TOOMEY (for himself and Mr.
CARDIN) submitted an amendment intended
to be proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be pro-
posed to the bill H.R. 4350, supra; which was
ordered to lie on the table.

SA 4670. Mr. BARRASSO submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4671. Mr. TOOMEY (for himself and Mr.
CASEY) submitted an amendment intended to
be proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be pro-
posed to the bill H.R. 4350, supra; which was
ordered to lie on the table.

SA 4672. Mr. KENNEDY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4673. Mr. PETERS (for himself and Mr.
PORTMAN) submitted an amendment intended
to be proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be pro-
posed to the bill H.R. 4350, supra; which was
ordered to lie on the table.

SA 4674. Mr. PETERS (for himself and Mr.
PORTMAN) submitted an amendment intended
to be proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be pro-
posed to the bill H.R. 4350, supra; which was
ordered to lie on the table.

SA 4675. Mr. SULLIVAN submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4676. Ms. KLOBUCHAR submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.
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SA 4677. Ms. KLOBUCHAR submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4678. Mr. SCHUMER (for himself and
Mr. BENNET) submitted an amendment in-
tended to be proposed to amendment SA 3867
submitted by Mr. REED and intended to be
proposed to the bill H.R. 4350, supra; which
was ordered to lie on the table.

SA 4679. Mr. VAN HOLLEN submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4680. Mr. BENNET (for himself, Mr.
HICKENLOOPER, and Mr. CRAMER) submitted
an amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table. .

SA 4681. Mr. LUJAN submitted an amend-
ment intended to be proposed to amendment
SA 3867 submitted by Mr. REED and intended
to be proposed to the bill H.R. 4350, supra;
which was ordered to lie on the table.

SA 4682. Mr. RISCH submitted an amend-
ment intended to be proposed to amendment
SA 3867 submitted by Mr. REED and intended
to be proposed to the bill H.R. 4350, supra;
which was ordered to lie on the table.

SA 4683. Mr. LANKFORD submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4684. Mr. KENNEDY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4685. Mrs. BLACKBURN submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4686. Mr. CORNYN (for himself and Mr.
KING) submitted an amendment intended to
be proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be pro-
posed to the bill H.R. 4350, supra; which was
ordered to lie on the table.

SA 4687. Mr. BENNET (for himself, Mr.
HICKENLOOPER, and Mr. CRAMER) submitted
an amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4688. Ms. CORTEZ MASTO (for herself
and Mr. DAINES) submitted an amendment
intended to be proposed to amendment SA
3867 submitted by Mr. REED and intended to
be proposed to the bill H.R. 4350, supra;
which was ordered to lie on the table.

SA 4689. Mr. SCHUMER submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4690. Mr. SULLIVAN submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4691. Mr. HAGERTY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
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4350, supra; which was ordered to lie on the
table.

SA 4692. Mr. HAGERTY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4693. Mr. HAGERTY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4694. Mr. HAGERTY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4695. Mr. HAGERTY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4696. Mr. HAGERTY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4697. Mr. HAGERTY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4698. Mr. HAGERTY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4699. Mr. HAGERTY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4700. Mr. HAGERTY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4701. Mr. HAGERTY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4702. Mr. HAGERTY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4703. Mr. HAGERTY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4704. Mr. HAGERTY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4705. Mr. LEE submitted an amendment
intended to be proposed to amendment SA
3867 submitted by Mr. REED and intended to
be proposed to the bill H.R. 4350, supra;
which was ordered to lie on the table.

SA 4706. Mr. COTTON submitted an amend-
ment intended to be proposed to amendment
SA 3867 submitted by Mr. REED and intended
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to be proposed to the bill H.R. 4350, supra;
which was ordered to lie on the table.

SA 4707. Mr. WHITEHOUSE (for himself
and Ms. HASSAN) submitted an amendment
intended to be proposed by him to the bill
H.R. 4350, supra; which was ordered to lie on
the table.

SA 4708. Mr. WHITEHOUSE (for himself
and Mr. GRASSLEY) submitted an amendment
intended to be proposed by him to the bill
H.R. 4350, supra; which was ordered to lie on
the table.

SA 4709. Mr. VAN HOLLEN (for himself
and Mr. SULLIVAN) submitted an amendment
intended to be proposed to amendment SA
3867 submitted by Mr. REED and intended to
be proposed to the bill H.R. 4350, supra;
which was ordered to lie on the table.

SA 4710. Mr. CASSIDY (for himself and Mr.
SCHATZ) submitted an amendment intended
to be proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be pro-
posed to the bill H.R. 4350, supra; which was
ordered to lie on the table.

SA 4711. Mr. McCCONNELL (for himself, Mr.
DURBIN, Mr. YOUNG, Mr. GRASSLEY, Mr. GRA-
HAM, Mr. HAGERTY, and Mr. CARDIN) sub-
mitted an amendment intended to be pro-
posed to amendment SA 3867 submitted by
Mr. REED and intended to be proposed to the
bill H.R. 4350, supra; which was ordered to lie
on the table.

SA 4712. Mr. WHITEHOUSE (for himself
and Mr. PORTMAN) submitted an amendment
intended to be proposed to amendment SA
3867 submitted by Mr. REED and intended to
be proposed to the bill H.R. 4350, supra;
which was ordered to lie on the table.

SA 4713, Mr. PADILLA submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4714. Mr. REED (for himself and Mr.
INHOFE) submitted an amendment intended
to be proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be pro-
posed to the bill H.R. 4350, supra; which was
ordered to lie on the table.

SA 4715. Mr. ROUNDS (for Mr. INHOFE) sub-
mitted an amendment intended to be pro-
posed to amendment SA 3867 submitted by
Mr. REED and intended to be proposed to the
bill H.R. 4350, supra; which was ordered to lie
on the table.

SA 4716. Mr. HAGERTY (for himself and
Mrs. BLACKBURN) submitted an amendment
intended to be proposed to amendment SA
3867 submitted by Mr. REED and intended to
be proposed to the bill H.R. 4350, supra;
which was ordered to lie on the table.

SA 4717. Mr. BROWN submitted an amend-
ment intended to be proposed to amendment
SA 3867 submitted by Mr. REED and intended
to be proposed to the bill H.R. 4350, supra;
which was ordered to lie on the table.

SA 4718. Mr. BROWN (for himself and Mr.
WARNER) submitted an amendment intended
to be proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be pro-
posed to the bill H.R. 4350, supra; which was
ordered to lie on the table.

SA 4719. Mr. BROWN (for himself and Mr.
CASEY) submitted an amendment intended to
be proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be pro-
posed to the bill H.R. 4350, supra; which was
ordered to lie on the table.

SA 4720. Mr. ROUNDS (for Mr. INHOFE) sub-
mitted an amendment intended to be pro-
posed to amendment SA 4431 submitted by
Mr. INHOFE and intended to be proposed to
the amendment SA 3867 proposed by Mr.
REED to the bill H.R. 4350, supra; which was
ordered to lie on the table.

SA 4721. Mr. WARNOCK submitted an
amendment intended to be proposed to
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amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4722. Mr. SANDERS submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4723. Mr. DAINES (for himself and Ms.
WARREN) submitted an amendment intended
to be proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be pro-
posed to the bill H.R. 4350, supra; which was
ordered to lie on the table.

SA 4724. Mr. KING (for himself, Mr.
ROUNDS, Mr. SASSE, Ms. ROSEN, Ms. HASSAN,
and Mr. OSSOFF) submitted an amendment
intended to be proposed to amendment SA
3867 submitted by Mr. REED and intended to
be proposed to the bill H.R. 4350, supra;
which was ordered to lie on the table.

SA 4725. Ms. CORTEZ MASTO (for herself
and Mr. KAINE) submitted an amendment in-
tended to be proposed to amendment SA 3867
submitted by Mr. REED and intended to be
proposed to the bill H.R. 4350, supra; which
was ordered to lie on the table.

SA 4726. Mr. KING (for himself, Mr.
ROUNDS, Mr. SASSE, Ms. ROSEN, Ms. HASSAN,
and Mr. OSSOFF) submitted an amendment
intended to be proposed to amendment SA
3867 submitted by Mr. REED and intended to
be proposed to the bill H.R. 4350, supra;
which was ordered to lie on the table.

SA 4727. Mr. SULLIVAN submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4728. Mr. WARNER submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4729. Mr. WARNER submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr. REED
and intended to be proposed to the bill H.R.
4350, supra; which was ordered to lie on the
table.

SA 4730. Mr. MENENDEZ (for himself and
Mr. RISCH) submitted an amendment in-
tended to be proposed to amendment SA 3867
submitted by Mr. REED and intended to be
proposed to the bill H.R. 4350, supra; which
was ordered to lie on the table.

SA 4731. Mr. THUNE submitted an amend-
ment intended to be proposed by him to the
bill H.R. 4350, supra; which was ordered to lie
on the table.

SA 4732. Mr. REED submitted an amend-
ment intended to be proposed to amendment
SA 3867 submitted by Mr. REED and intended
to be proposed to the bill H.R. 4350, supra;
which was ordered to lie on the table.

————

TEXT OF AMENDMENTS

SA 4660. Mr. KENNEDY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr.
REED and intended to be proposed to
the bill H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:
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At the end of subtitle B of title XII, add
the following:

SEC. 1216. OPPOSITION TO ALLOCATION OF SPE-
CIAL DRAWING RIGHTS BY INTER-
NATIONAL MONETARY FUND THAT
WOULD BENEFIT TALIBAN.

Section 6 of the Special Drawing Rights
Act (22 U.S.C. 286q) is amended by adding at
the end the following:

“(c) OPPOSITION TO ALLOCATION OF SPECIAL
DRAWING RIGHTS THAT WOULD BENEFIT
TALIBAN.—

‘(1) IN GENERAL.—Unless Congress by law
authorizes such action, neither the President
nor any person or agency shall on behalf of
the United States—

‘““(A) vote to allocate Special Drawing
Rights under article XVIII, sections 2 and 3,
of the Articles of Agreement of the Fund to
Afghanistan if Afghanistan would receive
Special Drawing Rights under the allocation
and the Taliban or any associate of the
Taliban would benefit from the allocation; or

‘“(B) act as a counterparty, directly or in-
directly, for any exchange with the Govern-
ment of Afghanistan of Special Drawing
Rights for currencies while the Government
of Afghanistan is controlled by the Taliban,
is organized by the Taliban, or is constituted
so that the Taliban is part of that Govern-
ment.

‘“(2) TALIBAN DEFINED.—In this subsection,
the term ‘Taliban’ means the entity—

““(A) known as the Taliban and designated
as a specially designated global terrorist or-
ganization under Executive Order 13224 (50
U.S.C. 1701 note; relating to blocking prop-
erty and prohibiting transactions with per-
sons who commit, threaten to commit, or
support terrorism); or

“(B) a successor entity.”.

SA 4661. Mr. COTTON submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr.
REED and intended to be proposed to
the bill H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the end of title XIV, add the following:

Subtitle D—Extraction and Processing of

Defense Minerals in the United States
SEC. 1431. SHORT TITLE.

This subtitle may be cited as the ‘‘Restor-
ing Essential Energy and Security Holdings
Onshore for Rare Earths and Critical Min-
erals Act of 2021 or the “REEShore Critical
Minerals Act of 2021,

SEC. 1432. DEFINITIONS.

In this subtitle:

(1) APPROPRIATE CONGRESSIONAL COMMIT-
TEES.—The term ‘‘appropriate congressional
committees’” means—

(A) the Committee on Armed Services, the
Committee on Foreign Relations, the Com-
mittee on Energy and Natural Resources, the
Committee on Commerce, Science, and
Transportation, and the Select Committee
on Intelligence of the Senate; and

(B) the Committee on Armed Services, the
Committee on Foreign Affairs, the Com-
mittee on Natural Resources, the Committee
on Energy and Commerce, and the Perma-
nent Select Committee on Intelligence of the
House of Representatives.

(2) CRITICAL MINERAL.—The term ‘‘critical
mineral’” has the meaning given that term in
section 7002(a) of the Energy Act of 2020 (di-
vision Z of Public Law 116-260; 30 U.S.C.
1606(a)).
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(3) DEFENSE MINERAL PRODUCT.—The term
‘‘defense mineral product’” means any prod-
uct—

(A) formed or comprised of, or manufac-
tured from, one or more critical minerals;
and

(B) used in critical military defense tech-
nologies or other related applications of the
Department of Defense.

(4) PROCESSED OR REFINED.—The term
‘“‘processed or refined’’ means any process by
which a defense mineral is extracted, sepa-
rated, or otherwise manipulated to render
the mineral usable for manufacturing a de-
fense mineral product.

SEC. 1433. REPORT ON STRATEGIC CRITICAL MIN-
ERAL AND DEFENSE MINERAL
PRODUCTS RESERVE.

(a) FINDINGS.—Congress finds that the stor-
age of substantial quantities of critical min-
erals and defense mineral products will—

(1) diminish the vulnerability of the United
States to the effects of a severe supply chain
interruption; and

(2) provide limited protection from the
short-term consequences of an interruption
in supplies of defense mineral products.

(b) SENSE OF CONGRESS.—It is the sense of
Congress that, in procuring critical minerals
and defense mineral products, the Secretary
of Defense should prioritize procurement of
critical minerals and defense mineral prod-
ucts from sources in the United States, in-
cluding that are mined, produced, separated,
and manufactured within the United States.

(¢) REPORT REQUIRED.—

(1) IN GENERAL.—Not later than 270 days
after the date of the enactment of this Act,
the Secretary of the Interior, acting through
the United States Geologic Survey, and the
Secretary of Defense, in consultation with
the Secretary of Homeland Security, the Di-
rector of the Cybersecurity and Infrastruc-
ture Security Agency, and the Director of
National Intelligence, shall jointly submit to
the appropriate congressional committees a
report—

(A) describing the existing authorities and
funding levels of the Federal Government to
stockpile critical minerals and defense min-
eral products;

(B) assessing whether those authorities
and funding levels are sufficient to meet the
requirements of the United States; and

(C) including recommendations to diminish
the vulnerability of the United States to dis-
ruptions in the supply chains for critical
minerals and defense mineral products
through changes to policy, procurement reg-
ulation, or existing law, including any addi-
tional statutory authorities that may be
needed.

(2) CONSIDERATIONS.—In developing the re-
port required by paragraph (1), the Secretary
of the Interior, the Secretary of Defense, the
Secretary of Commerce, the Secretary of
Homeland Security, the Director of the Cy-
bersecurity and Infrastructure Security
Agency, and the Director of National Intel-
ligence shall take into consideration the
needs of the Armed Forces of the United
States, the intelligence community (as de-
fined in section 3(4) of the National Security
Act of 1947 (50 U.S.C. 3003(4))), the defense in-
dustrial and technology sectors, and any
places, organizations, physical infrastruc-
ture, or digital infrastructure designated as
critical to the mnational security of the
United States.

SEC. 1434. REPORT ON DISCLOSURES CON-
CERNING CRITICAL MINERALS BY
CONTRACTORS OF DEPARTMENT OF
DEFENSE.

(a) REPORT REQUIRED.—Not later than De-
cember 31, 2022, the Secretary of Defense,
after consultation with the Secretary of
Commerce, the Secretary of State, and the
Secretary of the Interior, shall submit to the
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appropriate congressional committees a re-
port that includes—

(1) a review of the existing disclosure re-
quirements with respect to the provenance of
magnets used within defense mineral prod-
ucts;

(2) a review of the feasibility of imposing a
requirement that any contractor of the De-
partment of Defense provide a disclosure
with respect to any system with a defense
mineral product that is a permanent magnet,
including an identification of the country or
countries in which—

(A) the critical minerals used in the mag-
net were mined;

(B) the critical minerals were refined into
oxides;

(C) the critical minerals were made into
metals and alloys; and

(D) the magnet was sintered or bonded and
magnetized; and

(3) recommendations to Congress for im-
plementing such a requirement, including
methods to ensure that any tracking or
provenance system is independently
verifiable.

SEC. 1435. REPORT ON PROHIBITION ON ACQUISI-
TION OF DEFENSE MATERIALS
FROM NON-ALLIED FOREIGN NA-
TIONS.

The Secretary of Defense shall study and
submit to the appropriate congressional
committees a report on the potential im-
pacts of imposing a restriction that, for any
contract entered into or renewed on or after
December 31, 2026, for the procurement of a
system the export of which is restricted or
controlled under the Arms Export Control
Act (22 U.S.C. 2751 et seq.), no critical min-
erals processed or refined in the People’s Re-
public of China may be included in the sys-
tem.

SEC. 1436. PRODUCTION IN AND USES OF CRIT-
ICAL MINERALS BY UNITED STATES
ALLIES.

(a) PoLicY.—It shall be the policy of the
United States to encourage countries that
are allies of the United States to eliminate
their dependence on non-allied countries for
critical minerals to the maximum extent
practicable.

(b) REPORT REQUIRED.—Not later than De-
cember 31, 2022, and annually thereafter, the
Secretary of Defense, in coordination with
the Secretary of State, shall submit to the
appropriate congressional committees a re-
port—

(1) describing in detail the discussions of
such Secretaries with countries that are al-
lies of the United States concerning supply
chain security for critical minerals;

(2) assessing the likelihood of those coun-
tries discontinuing the use of critical min-
erals from foreign entities of concern (as de-
fined in section 9901(6) of the William M.
(Mac) Thornberry National Defense Author-
ization Act for Fiscal Year 2021 (15 U.S.C.
4651(6))) or countries that such Secretaries
deem to be of concern; and

(3) assessing initiatives in other countries
to increase critical mineral mining and pro-
duction capabilities.

SA 4662. Mr. KING (for himself, Mr.
ROUNDS, Mr. SASSE, Ms. ROSEN, Ms.
HASSAN, and Mr. OSSOFF) submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr.
REED and intended to be proposed to
the bill H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
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year, and for other purposes; which was
ordered to lie on the table; as follows:

At the end of subtitle G of title X, add the
following:

SEC. 1064. REPORT ON CYBERSECURITY CERTIFI-
CATIONS AND LABELING.

Not later than October 1, 2022, the National
Cyber Director, in consultation with the Di-
rector of the National Institute of Standards
and Technology and the Director of the Cy-
bersecurity and Infrastructure Security
Agency, shall submit to the Committee on
Homeland Security and Governmental Af-
fairs and the Committee on Commerce,
Science, and Transportation of the Senate
and the Committee on Homeland Security
and the Committee on Science, Space, and
Technology of the House of Representatives
a report that—

(1) identifies and assesses existing efforts
by the Federal Government to create, admin-
ister, or otherwise support the use of certifi-
cations or labels to communicate the secu-
rity or security characteristics of informa-
tion technology or operational technology
products and services; and

(2) assesses the viability of and need for a
new program at the Department of Home-
land Security, or at other Federal agencies
as appropriate, to better address information
technology and operational technology prod-
uct and service security certification and la-
beling efforts across the Federal Government
and between the Federal Government and
the private sector.

SA 4663. Mr. BLUMENTHAL (for
himself and Ms. MURKOWSKI) submitted
an amendment intended to be proposed
to amendment SA 3867 submitted by
Mr. REED and intended to be proposed
to the bill H.R. 4350, to authorize ap-
propriations for fiscal year 2022 for
military activities of the Department
of Defense, for military construction,
and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the appropriate place in title VI, insert
the following:

Subtitle —Arbitration Rights of Members
of the Armed Forces and Veterans
SEC. 6 . SHORT TITLE.

This subtitle may be cited as the ‘‘Justice
for Servicemembers Act of 2021”°.
SEC. 6 . PURPOSES.

The purposes of this subtitle are—

(1) to prohibit predispute arbitration
agreements that force arbitration of disputes
arising from claims brought under chapter 43
of title 38, United States Code, or the
Servicemembers Civil Relief Act (50 U.S.C.
3901 et seq.); and

(2) to prohibit agreements and practices
that interfere with the right of persons to
participate in a joint, class, or collective ac-
tion related to disputes arising from claims
brought under the provisions of the laws de-
scribed in paragraph (1).

SEC. 6 . ARBITRATION OF DISPUTES INVOLV-

ING THE RIGHTS OF
SERVICEMEMBERS AND VETERANS.

(a) IN GENERAL.—Title 9, United States
Code, is amended by adding at the end the
following:

“CHAPTER 4—ARBITRATION OF SERVICE-
MEMBER AND VETERAN DISPUTES
‘“Sec.
“401. Definitions.
¢“402. No validity or enforceability.
“§401. Definitions
““In this chapter:
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‘(1) PREDISPUTE ARBITRATION AGREE-
MENT.—The term ‘predispute arbitration
agreement’ means an agreement to arbitrate
a dispute that has not yet arisen at the time
of the making of the agreement.

‘(2) PREDISPUTE JOINT-ACTION WAIVER.—
The term ‘predispute joint-action waiver’
means an agreement, whether or not part of
a predispute arbitration agreement, that
would prohibit, or waive the right of, one of
the parties to the agreement to participate
in a joint, class, or collective action in a ju-
dicial, arbitral, administrative, or other
forum, concerning a dispute that has not yet
arisen at the time of the making of the
agreement.

“§402. No validity or enforceability

‘“(a) IN GENERAL.—Notwithstanding any
other provision of this title, no predispute
arbitration agreement or predispute joint-
action waiver shall be valid or enforceable
with respect to a dispute relating to disputes
arising under chapter 43 of title 38 or the
Servicemembers Civil Relief Act (50 U.S.C.
3901 et seq.).

“(b) APPLICABILITY.—

‘(1) IN GENERAL.—AnN issue as to whether
this chapter applies with respect to a dispute
shall be determined under Federal law. The
applicability of this chapter to an agreement
to arbitrate and the validity and enforce-
ability of an agreement to which this chap-
ter applies shall be determined by a court,
rather than an arbitrator, irrespective of
whether the party resisting arbitration chal-
lenges the arbitration agreement specifically
or in conjunction with other terms of the
contract containing such agreement, and ir-
respective of whether the agreement pur-
ports to delegate such determinations to an
arbitrator.

¢“(2) COLLECTIVE BARGAINING AGREEMENTS.—
Nothing in this chapter shall apply to any
arbitration provision in a contract between
an employer and a labor organization or be-
tween labor organizations, except that no
such arbitration provision shall have the ef-
fect of waiving the right of a worker to seek
judicial enforcement of a right arising under
a provision of the Constitution of the United
States, a State constitution, or a Federal or
State statute, or public policy arising there-
from.”.

(b) TECHNICAL AND CONFORMING AMEND-
MENTS.—

(1) IN GENERAL.—Title 9, United States
Code, is amended—

(A) in section 1 by striking ‘‘of seamen,”’
and all that follows through ‘‘interstate
commerce’” and inserting ‘‘persons and
causes of action under chapter 43 of title 38
or the Servicemembers Civil Relief Act (50
U.S.C. 3901 et seq.)’’;

(B) in section 2 by inserting ‘‘or as other-
wise provided in chapter 4’ before the period
at the end;

(C) in section 208—

(i) in the section heading, by striking
‘“Chapter 1; residual application’” and insert-
ing ‘“‘Application”’; and

(ii) by adding at the end the following:
““This chapter applies to the extent that this
chapter is not in conflict with chapter 4.”’;
and

(D) in section 307—

(i) in the section heading, by striking
“Chapter 1; residual application’ and insert-
ing ‘“‘Application’’; and

(ii) by adding at the end the following:
““This chapter applies to the extent that this
chapter is not in conflict with chapter 4.”.

(2) TABLE OF SECTIONS.—

(A) CHAPTER 2.—The table of sections for
chapter 2 of title 9, United States Code, is
amended by striking the item relating to
section 208 and inserting the following:
¢“208. Application.”.
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(B) CHAPTER 3.—The table of sections for
chapter 3 of title 9, United States Code, is
amended by striking the item relating to
section 307 and inserting the following:
¢“307. Application.”.

(3) TABLE OF CHAPTERS.—The table of chap-
ters of title 9, United States Code, is amend-
ed by adding at the end the following:

“4, Arbitration of servicemember and

veteran disputes .......................... 401”.
SEC. 6 . LIMITATION ON WAIVER OF RIGHTS
AND PROTECTIONS UNDER
SERVICEMEMBERS CIVIL RELIEF

ACT.

(a) AMENDMENTS.—Section 107(a) of the
Servicemembers Civil Relief Act (50 U.S.C.
3918(a)) is amended—

(1) in the second sentence, by inserting
“and if it is made after a specific dispute has
arisen and the dispute is identified in the
waiver’’ before the period at the end; and

(2) in the third sentence by inserting ‘‘and
if it is made after a specific dispute has aris-
en and the dispute is identified in the waiv-
er’’ before the period at the end.

(b) APPLICATION OF AMENDMENTS.—The
amendments made by subsection (a) shall
apply with respect to waivers made on or
after the date of the enactment of this Act.
SEC. 6 . APPLICABILITY.

This subtitle, and the amendments made
by this subtitle, shall apply with respect to
any dispute or claim that arises or accrues
on or after the date of the enactment of this
Act.

SA 4664. Mr. BLUMENTHAL sub-
mitted an amendment intended to be
proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be
proposed to the bill H.R. 4350, to au-
thorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes;
which was ordered to lie on the table;
as follows:

At the end of subtitle D of title VIII, add
the following:

SEC. 844. UNFUNDED SMALL BUSINESS INNOVA-
TION RESEARCH PROJECTS.

(a) IN GENERAL.—Not later than 10 days
after the date on which the budget of the
President for a fiscal year is submitted to
Congress pursuant to section 1105 of title 31,
United States Code, each Secretary of a mili-
tary department and the Under Secretary of
Defense for Research and Engineering shall
submit to the Secretary of Defense, the
Chairman of the Joint Chiefs of Staff, and
the congressional defense committees a re-
port on unfunded priorities of the Depart-
ment of Defense related to high priority
Small Business Innovation Research and
Small Business Technology Transfer
projects.

(b) ELEMENTS.—

(1) IN GENERAL.—Each report under sub-
section (a) shall include identification of not
more than five unfunded priority projects,
with information for each project covered by
such report, including the following informa-
tion:

(A) A summary description of such pri-
ority, including the objectives to be achieved
if such priority were to be funded (whether
in whole or in part).

(B) The additional amount of funds rec-
ommended in connection with the objectives
identified under subparagraph (A).

(C) Account information with respect to
such priority, including, as applicable, the
following:
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(i) Line item number, in the case of appli-
cable procurement accounts.

(ii) Program element number, in the case
of applicable research, development, test,
and evaluation accounts.

(iii) Sub-activity group, in the case of ap-
plicable operation and maintenance ac-
counts.

(2) PRIORITY ORDER.—Each Secretary shall
ensure that the unfunded priorities covered
by a report under subsection (a) are listed in
the order of urgency of priority, as deter-
mined by the Under Secretary.

(¢c) UNFUNDED PRIORITY DEFINED.—In this
section, the term ‘‘unfunded priority’’, with
respect to a fiscal year, means a project re-
lated to a successful project funded under
Phase Two of the Small Business Innovation
Research or Small Business Technology
Transfer program that—

(1) is not funded in the budget of the Presi-
dent for that fiscal year, as submitted to
Congress pursuant to section 1105 of title 31,
United States Code;

(2) has the potential to—

(A) advance the national security capabili-
ties of the United States;

(B) provide new technologies or processes,
or new applications of existing technologies,
that will enable new alternatives to existing
programs; and

(C) provide future cost savings; and

(3) would have been recommended for fund-
ing through the budget referred to in para-
graph (1) if—

(A) additional resources had been available
for the budget to fund the program, activity,
or mission requirement; or

(B) the program, activity, or mission re-
quirement had emerged before the budget
was formulated.

SA 4665. Ms. MURKOWSKI submitted
an amendment intended to be proposed
to amendment SA 3867 submitted by
Mr. REED and intended to be proposed
to the bill H.R. 4350, to authorize ap-
propriations for fiscal year 2022 for
military activities of the Department
of Defense, for military construction,
and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the end of subtitle E of title VIII, add
the following:

SEC. 857. AIR FORCE STRATEGY FOR ACQUISI-
TION OF COMBAT RESCUE AIRCRAFT
AND EQUIPMENT.

The Secretary of the Air Force shall sub-
mit to the congressional defense committees
a strategy for the Department of the Air
Force for the acquisition of combat rescue
aircraft and equipment that aligns with the
stated capability and capacity requirements
of the Air Force to meet the national defense
strategy (required under section 113(g) of
title 10, United States Code), taking into ac-
count regional strategies such as those relat-
ing to the Indo-Pacific and Arctic regions.

SA 4666. Mr. SULLIVAN (for himself,
Mr. KING, and Ms. HIRONO) submitted
an amendment intended to be proposed
to amendment SA 3867 submitted by
Mr. REED and intended to be proposed
to the bill H.R. 4350, to authorize ap-
propriations for fiscal year 2022 for
military activities of the Department
of Defense, for military construction,
and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:
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At the end of subtitle E of title XII, add
the following:

SEC. 1253. BRIEFING ON PROGRAMMING AND
BUDGETING FOR THE PACIFIC DE-
TERRENCE INITIATIVE.

(a) BRIEFING.—Not later than 60 days after
the date of the enactment of this Act, the
Deputy Secretary of Defense shall provide to
the congressional defense committees a
briefing on the processes and guidance used
to program and budget for the Pacific Deter-
rence Initiative, including—

(1) the allocation of fiscal toplines in the
program objective memorandum process to
support the Pacific Deterrence Initiative at
the outset of the process;

(2) the role of the combatant commanders
in setting requirements for the Pacific De-
terrence Initiative;

(3) the role of the military departments
and other components of the Armed Forces
in proposing programmatic options to meet
such requirements; and

(4) the role of the combatant commanders,
the military departments and other compo-
nents of the Armed Forces, the Cost Assess-
ment and Program Evaluation Office, and
the Deputy Secretary of Defense in adjudi-
cating requirements and programmatic op-
tions—

(A) before the submission of the program
objective memorandum for the Pacific De-
terrence Initiative; and

(B) during program review.

(b) GUIDANCE.—In establishing program ob-
jective memorandum guidance for fiscal year
2024, the Deputy Secretary of Defense shall
ensure that the processes and guidance used
to program and budget the Pacific Deter-
rence Initiative align, as appropriate, with
the processes and guidance used to program
and budget for the European Deterrence Ini-
tiative, including through the allocation of
fiscal toplines for each such initiative in the
fiscal year 2024 process.

SA 4667. Mr. SULLIVAN (for himself
and Mr. WHITEHOUSE) submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr.
REED and intended to be proposed to
the bill H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the end of subtitle F of title X, add the
following:

SEC. 1054. REPORT ON EFFORTS OF COMBATANT
COMMANDS TO COMBAT THREATS
POSED BY ILLEGAL, UNREPORTED,
AND UNREGULATED FISHING.

(a) IN GENERAL.—Not later than 180 days
after the date of the enactment of this Act,
the Secretary of the Navy, in consultation
with the Chief of Naval Research, the chair
and deputy chairs of the Interagency Work-
ing Group on IUU Fishing, and the heads of
other relevant agencies, as determined by
the Secretary, shall submit to the appro-
priate committees of Congress a report on
the maritime domain awareness efforts of
the combatant commands to combat the
threats posed by illegal, unreported, and un-
regulated fishing.

(b) ELEMENTS.—The report required by sub-
section (a) shall include a detailed summary
of each of the following for each combatant
command:

(1) Activities undertaken as of the date on
which the report is submitted to combat the
threats posed by illegal, unreported, and un-
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regulated fishing in the geographic area of
the combatant command, including the steps
taken to build the capacity of partners to
combat those threats.

(2) Coordination among the United States
Armed Forces, partner countries, and public-
private partnerships to combat the threats
described in paragraph (1).

(3) Efforts undertaken to support unclassi-
fied data integration, analysis, and delivery
with regional partners to combat the threats
described in paragraph (1).

(4) Information sharing and coordination
with efforts of the Interagency Working
Group on IUU Fishing.

(5) Best practices and lessons learned from
ongoing and previous efforts relating to the
threats described in paragraph (1), including
strategies for coordination and successes in
public-private partnerships.

(6) Limitations related to affordability, re-
source constraints, or other gaps or factors
that constrain the success or expansion of ef-
forts related to the threats described in para-
graph (1).

(7) Any new authorities needed to support
efforts to combat the threats described in
paragraph (1).

(c) ForM.—The report required by sub-
section (a) shall be submitted in unclassified
form, but may include a classified annex.

(d) DEFINITIONS.—In this section:

(1) APPROPRIATE COMMITTEES OF CON-
GRESS.—The term ‘‘appropriate committees
of Congress’ means—

(A) Committee on Armed Services, the
Committee on Commerce, Science, and
Transportation, the Committee on Foreign
Relations, and the Committee on Appropria-
tions of the Senate; and

(B) the Committee on Armed Services, the
Committee on Natural Resources, the Com-
mittee on Transportation and Infrastruc-
ture, the Committee on Foreign Affairs, and
the Committee on Appropriations of the
House of Representatives.

(2) INTERAGENCY WORKING GROUP ON IUU
FISHING.—The term ‘‘Interagency Working
Group on IUU Fishing” means the working
group established by section 3551 of the Mari-
time Security and Fisheries Enforcement
Act (16 U.S.C. 8031).

SA 4668. Mr. CRUZ (for himself, Mrs.
GILLIBRAND, Ms. MURKOWSKI, Mr.
CoONS, Mr. CRAMER, Mr. HAWLEY, Mr.
MARSHALL, Mr. LUJAN, Ms. BALDWIN,
Mr. BENNET, and Mr. HICKENLOOPER)
submitted an amendment intended to
be proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be
proposed to the bill H.R. 4350, to au-
thorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes;
which was ordered to lie on the table;
as follows:

At the end of subtitle E of title V, add the
following:

SEC. 576. PROHIBITION ON LIMITING OF CERTAIN
PARENTAL GUARDIANSHIP RIGHTS
OF CADETS AND MIDSHIPMEN.

(a) PROHIBITION.—

(1) IN GENERAL.—The Secretary of Defense,
the Secretary of Homeland Security, and the
Secretary of Transportation, in consultation
with the Secretaries of the military depart-
ments and the Superintendent of each Fed-
eral service academy, as appropriate, shall
prescribe in regulations policies that include
the option to preserve parental guardianship
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rights of cadets and midshipmen are pro-
tected consistent with individual and aca-
demic responsibilities.

(2) DEVELOPMENT OF POLICY TO PROTECT PA-
RENTAL RIGHTS.—

(A) IN GENERAL.—Not later than one year
after the date of the enactment of this Act,
the Secretary of Defense, the Secretary of
Homeland Security, and the Secretary of
Transportation shall implement a policy
that includes the option to preserve the pa-
rental rights of Federal service academy stu-
dents who become pregnant or father a child
while attending a Federal service academy.

(B) REPORT.—Not later than 180 days after
the date of the enactment of this Act, the
Secretary of Defense, the Secretary of Home-
land Security, and the Secretary of Trans-
portation shall submit to the congressional
defense committees a report on the legisla-
tive changes needed to support the policy de-
veloped pursuant to paragraph (1).

(3) OPTIONS FOR PREGNANT CADETS AND MID-
SHIPMEN.—The regulations prescribed under
paragraph (1) shall provide that females who
become pregnant while enrolled at a Federal
service academy shall have, at a minimum,
the following options to be elected by the
cadet or midshipman:

(A) At the conclusion of the current semes-
ter or when otherwise deemed medically ap-
propriate, the individual may take an unpaid
leave of absence from the Federal service
academy for up to one year followed by a re-
turn to full cadet or midshipman status (if
remaining otherwise qualified).

(B) Seek a transfer to a university with a
Reserve Officer Training Program for mili-
tary service under the military department
concerned.

(C) Full release from the Federal service
academy and any service or financially re-
lated obligations, regardless of commitment
status.

(D) Enlistment in military active-duty
service, with all of the attendant benefits.

(4) TREATMENT OF MALES WHO FATHER A
CHILD WHILE ENROLLED AT A FEDERAL SERVICE
ACADEMY.—The regulations prescribed under
paragraph (1) shall provide for the following
policies regarding males who may father a
child while enrolled at a Federal service
academy:

(A) Academy leadership shall establish
policies to allow cadets and midshipmen at
least two weeks of leave to attend the birth,
which must be used in conjunction with the
birth; and

(B) The academy shall provide the father
the same options available to a cadet or mid-
shipman who becomes a mother while en-
rolled by selecting one of the options out-
lined in subparagraphs (B) and (C) of para-
graph (3).

(b) RULE OF CONSTRUCTION.—Nothing in
this section shall be construed as requiring
or providing for the changing of admission
requirements at any of the Federal service
academies.

(c) FEDERAL SERVICE ACADEMY DEFINED.—
In this section, the term ‘‘Federal service
academy’’ means the following:

(1) The United States Military Academy,
West Point, New York.

(2) The United States Naval Academy, An-
napolis, Maryland.

(3) The United States Air Force Academy,
Colorado Springs, Colorado.

(4) The United States Coast Guard Acad-
emy, New London, Connecticut.

(6) The United States Merchant Marine
Academy, Kings Point, New York.

SA 4669. Mr. TOOMEY (for himself
and Mr. CARDIN) submitted an amend-
ment intended to be proposed to
amendment SA 3867 submitted by Mr.
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REED and intended to be proposed to
the bill H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the end of title XII, add the following:

Subtitle H—Iran Sanctions
SEC. 1291. SHORT TITLE.

This subtitle may be cited as the ‘‘Masih
Alinejad Harassment and Unlawful Tar-
geting Act of 2021 or the ‘‘Masih Alinejad
HUNT Act”.

SEC. 1292. FINDINGS.

Congress finds that the Government of the
Islamic Republic of Iran surveils, harasses,
terrorizes, tortures, abducts, and murders in-
dividuals who peacefully defend human
rights and freedoms in Iran, and innocent en-
tities and individuals considered by the Gov-
ernment of Iran to be enemies of that re-
gime, including United States citizens on
United States soil, and takes foreign nation-
als hostage, including in the following in-
stances:

(1) In 2021, Iranian intelligence agents were
indicted for plotting to kidnap United States
citizen, women’s rights activist, and jour-
nalist Masih Alinejad, from her home in New
York City, in retaliation for exercising her
rights under the First Amendment to the
Constitution of the United States. Iranian
agents allegedly spent at least approxi-
mately half a million dollars to capture the
outspoken critic of the authoritarianism of
the Government of Iran, and studied evacu-
ating her by military-style speedboats to
Venezuela before rendition to Iran.

(2) Prior to the New York kidnapping plot,
Ms. Alinejad’s family in Iran was instructed
by authorities to lure Ms. Alinejad to Tur-
key. In an attempt to intimidate her into si-
lence, the Government of Iran arrested 3 of
Ms. Alinejad’s family members in 2019, and
sentenced her brother to 8 years in prison for
refusing to denounce her.

(3) According to Federal prosecutors, the
same Iranian intelligence network that al-
legedly plotted to kidnap Ms. Alinejad is
also targeting critics of the Government of
Iran who live in Canada, the United King-
dom, and the United Arab Emirates.

(4) In 2021, an Iranian diplomat was con-
victed in Belgium of attempting to carry out
a 2018 bombing of a dissident rally in France.

(5) In 2021, a Danish high court found a
Norwegian citizen of Iranian descent guilty
of illegal espionage and complicity in a
failed plot to kill an Iranian Arab dissident
figure in Denmark.

(6) In 2021, the British Broadcasting Cor-
poration (BBC) appealed to the United Na-
tions to protect BBC Persian employees in
London who suffer regular harassment and
threats of kidnapping by Iranian government
agents.

(7) In 2021, 15 militants allegedly working
on behalf of the Government of Iran were ar-
rested in Ethiopia for plotting to attack citi-
zens of Israel, the United States, and the
United Arab Emirates, according to United
States officials.

(8) In 2020, Iranian agents allegedly Kkid-
napped United States resident and Iranian-
German journalist Jamshid Sharmahd, while
he was traveling to India through Dubai. Ira-
nian authorities announced they had seized
Mr. Sharmahd in ‘‘a complex operation’’, and
paraded him blindfolded on state television.
Mr. Sharmahd is arbitrarily detained in Iran,
allegedly facing the death penalty. In 2009,
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Mr. Sharmahd was the target of an alleged
Iran-directed assassination plot in Glendora,
California.

(9) In 2020, the Government of Turkey re-
leased counterterrorism files exposing how
Iranian authorities allegedly collaborated
with drug gangs to kidnap Habib Chabi, an
Iranian-Swedish activist for Iran’s Arab mi-
nority. In 2020, the Government of Iran alleg-
edly lured Mr. Chabi to Istanbul through a
female agent posing as a potential lover. Mr.
Chabi was then allegedly Kkidnapped from
Istanbul, and smuggled into Iran where he
faces execution, following a sham trial.

(10) In 2020, a United States-Iranian citizen
and an Iranian resident of California pleaded
guilty to charges of acting as illegal agents
of the Government of Iran by surveilling
Jewish student facilities, including the
Hillel Center and Rohr Chabad Center at the
University of Chicago, in addition to
surveilling and collecting identifying infor-
mation about United States citizens and na-
tionals who are critical of the Iranian re-
gime.

(11) In 2019, 2 Iranian intelligence officers
at the Iranian consulate in Turkey allegedly
orchestrated the assassination of Iranian dis-
sident journalist Masoud Molavi Vardanjani,
who was shot while walking with a friend in
Istanbul. Unbeknownst to Mr. Molavi, his
“friend” was in fact an undercover Iranian
agent and the leader of the killing squad, ac-
cording to a Turkish police report.

(12) In 2019, around 1,500 people were alleg-
edly killed amid a less than 2 week crack-
down by security forces on anti-government
protests across Iran, including at least an al-
leged 23 children and 400 women.

(13) In 2019, Iranian operatives allegedly
lured Paris-based Iranian journalist
Ruhollah Zam to Iraq, where he was ab-
ducted, and hanged in Iran for sedition.

(14) In 2019, a Kurdistan regional court con-
victed an Iranian female for trying to lure
Voice of America reporter Ali Javanmardi to
a hotel room in Irbil, as part of a foiled Ira-
nian intelligence plot to kidnap and extra-
dite Mr. Javanmardi, a critic of the Govern-
ment of Iran.

(15) In 2019, Federal Bureau of Investiga-
tion agents visited the rural Connecticut
home of Iran-born United States author and
poet Roya Hakakian to warn her that she
was the target of an assassination plot or-
chestrated by the Government of Iran.

(16) In 2019, the Government of Denmark
accused the Government of Iran of directing
the assassination of Iranian Arab activist
Ahmad Mola Nissi, in The Hague, and the as-
sassination of another opposition figure,
Reza Kolahi Samadi, who was murdered near
Amsterdam in 2015.

(17) In 2018, German security forces
searched for 10 alleged spies who were work-
ing for Iran’s al-Quds Force to collect infor-
mation on targets related to the local Jewish
community, including kindergartens.

(18) In 2017, Germany convicted a Pakistani
man for working as an Iranian agent to spy
on targets including a former German law-
maker and a French-Israeli economics pro-
fessor.

(19) In 2012, an Iranian American pleaded
guilty to conspiring with members of the
Iranian military to bomb a popular Wash-
ington, D.C., restaurant with the aim of as-
sassinating the ambassador of Saudi Arabia
to the United States.

(20) In 1996, agents of the Government of
Iran allegedly assassinated 5 Iranian dis-
sident exiles across Turkey, Pakistan, and
Baghdad, over a 5-month period that year.

(21) In 1992, the Foreign and Common-
wealth Office of the United Kingdom ex-
pelled 2 Iranians employed at the Iranian
Embassy in London and a third Iranian on a
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student visa amid allegations they were plot-
ting to kill Indian-born British American
novelist Salman Rushdie, pursuant to the
fatwa issued by then supreme leader of Iran,
Ayatollah Ruhollah Khomeini.

(22) In 1992, 4 Iranian Kurdish dissidents
were assassinated at a restaurant in Berlin,
Germany, allegedly by Iranian agents.

(23) In 1992, singer, actor, poet, and gay Ira-
nian dissident Fereydoun Farrokhzad was
found dead with multiple stab wounds in his
apartment in Germany. His death is alleg-
edly the work of Iran-directed agents.

(24) In 1980, Ali Akbar Tabatabaei, a lead-
ing critic of Iran and then president of the
Iran Freedom Foundation, was murdered in
front of his Bethesda, Maryland, home by an
assassin disguised as a postal courier. The
Federal Bureau of Investigation had identi-
fied the ‘“‘mailman” as Dawud Salahuddin,
born David Theodore Belfield. Mr.
Salahuddin was working as a security guard
at an Iranian interest office in Washington,
D.C., when he claims he accepted the assign-
ment and payment of $5,000 from the Govern-
ment of Iran to kill Mr. Tabatabaei.

(25) Other exiled Iranian dissidents alleged
to have been victims of the Government of
Iran’s murderous extraterritorial campaign
include Shahriar Shafiq, Shapour Bakhtiar,
and Gholam Ali Oveissi.

(26) Iranian Americans face an ongoing
campaign of intimidation both in the virtual
and physical world by agents and affiliates of
the Government of Iran, which aims to stifle
freedom of expression and eliminate the
threat Iranian authorities believe democ-
racy, justice, and gender equality pose to
their rule.

SEC. 1293. DEFINITIONS.

In this subtitle:

(1) ADMISSION; ADMITTED; ALIEN.—The
terms ‘“‘admission’, “‘admitted”, and ‘‘alien”
have the meanings given those terms in sec-
tion 101 of the Immigration and Nationality
Act (8 U.S.C. 1101).

(2) APPROPRIATE CONGRESSIONAL COMMIT-
TEES.—The term ‘‘appropriate congressional
committees’ means—

(A) the Committee on Banking, Housing,
and Urban Affairs and the Committee on
Foreign Relations of the Senate; and

(B) the Committee on Financial Services
and the Committee on Foreign Affairs of the
House of Representatives.

(3) CORRESPONDENT ACCOUNT; PAYABLE-
THROUGH ACCOUNT.—The terms ‘‘cor-
respondent account’ and ‘‘payable-through
account’” have the meanings given those
terms in section 5318A of title 31, United
States Code.

(4) FOREIGN FINANCIAL INSTITUTION.—The
term ‘‘foreign financial institution’ has the
meaning of that term as determined by the
Secretary of the Treasury pursuant to sec-
tion 104(i) of the Comprehensive Iran Sanc-
tions, Accountability, and Divestment Act of
2010 (22 U.S.C. 8513(i)).

(5) FOREIGN PERSON.—The term ‘‘foreign
person’ means any individual or entity that
is not a United States person.

(6) UNITED STATES PERSON.—The
“United States person’ means—

(A) a United States citizen or an alien law-
fully admitted for permanent residence to
the United States; or

(B) an entity organized under the laws of
the United States or any jurisdiction within
the United States, including a foreign branch
of such an entity.

SEC. 1294. REPORT AND IMPOSITION OF SANC-
TIONS WITH RESPECT TO PERSONS
WHO ARE RESPONSIBLE FOR OR
COMPLICIT IN ABUSES TOWARD DIS-
SIDENTS ON BEHALF OF THE GOV-
ERNMENT OF IRAN.

(a) REPORT REQUIRED.—

term
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(1) IN GENERAL.—Not later than 45 days
after the date of the enactment of this Act,
the Secretary of State, in consultation with
the Secretary of the Treasury, the Director
of National Intelligence, and the Attorney
General, shall submit to the appropriate con-
gressional committees a report that—

(A) includes a detailed description and as-
sessment of—

(i) the state of human rights and the rule
of law inside Iran, including the rights and
well-being of women, religious and ethnic
minorities, and the LGBTQ community in
Iran;

(ii) actions taken by the Government of
Iran during the year preceding submission of
the report to target and silence dissidents
both inside and outside of Iran who advocate
for human rights inside Iran;

(iii) the methods used by the Government
of Iran to target and silence dissidents both
inside and outside of Iran; and

(iv) the means through which the Govern-
ment of Iran finances efforts to target and
silence dissidents both inside and outside of
Iran;

(B) identifies foreign persons working as
part of the Government of Iran or acting on
behalf of that Government (including mem-
bers of paramilitary organizations such as
Ansar-e-Hezbollah and Basij-e Mostaz’afin),
that the Secretary of State determines,
based on credible evidence, are knowingly re-
sponsible for, complicit in or involved in or-
dering, conspiring, planning or imple-
menting the surveillance, harassment, kid-
napping, illegal extradition, imprisonment,
torture, killing, or assassination of citizens
of Iran (including citizens of Iran of dual na-
tionality) and citizens of the United States
both inside and outside Iran who seek—

(i) to expose illegal or corrupt activity car-
ried out by officials of the Government of
Iran;

(ii) to obtain, exercise, defend, or promote
internationally recognized human rights and
freedoms, such as the freedoms of religion,
expression, association, and assembly, and
the rights to a fair trial and democratic elec-
tions, in Iran; or

(iii) to obtain, exercise, defend, or promote
the rights and well-being of women, religious
and ethnic minorities, and the LGBTQ com-
munity in Iran; and

(C) includes, for each foreign person identi-
fied subparagraph (B), a clear explanation
for why the foreign person was so identified.

(2) UPDATES OF REPORT.—The report re-
quired by paragraph (1) shall be updated, and
the updated version submitted to the appro-
priate congressional committees, during the
10-year period following the date of the en-
actment of this Act—

(A) not less frequently than annually; and

(B) with respect to matters relating to the
identification of foreign persons under para-
graph (1)(B), on an ongoing basis as new in-
formation becomes available.

(3) FORM OF REPORT.—

(A) IN GENERAL.—Each report required by
paragraph (1) and each update required by
paragraph (2) shall be submitted in unclassi-
fied form but may include a classified annex.

(B) PUBLIC AVAILABILITY.—The Secretary of
State shall post the unclassified portion of
each report required by paragraph (1) and
each update required by paragraph (2) on a
publicly available internet website of the De-
partment of State.

(b) IMPOSITION OF SANCTIONS.—In the case
of a foreign person identified under para-
graph (1)(B) of subsection (a) in the most re-
cent report or update submitted under that
subsection, the President shall—

(1) if the foreign person meets the criteria
for the imposition of sanctions under sub-
section (a) of section 1263 of the Global
Magnitsky Human Rights Accountability

November 16, 2021

Act (subtitle F of title XII of Public Law 114
328; 22 U.S.C. 2656 note), impose sanctions
under subsection (b) of that section; and

(2) if the foreign person does not meet such
criteria, impose the sanctions described in
subsection (c).

(c) SANCTIONS DESCRIBED.—The sanctions
to be imposed under this subsection with re-
spect to a foreign person are the following:

(1) BLOCKING OF PROPERTY.—The President
shall exercise all powers granted to the
President by the International Emergency
Economic Powers Act (50 U.S.C. 1701 et seq.)
to the extent necessary to block and prohibit
all transactions in all property and interests
in property of the person if such property
and interests in property are in the United
States, come within the United States, or
are or come within the possession or control
of a United States person.

(2) INELIGIBILITY FOR VISAS, ADMISSION, OR
PAROLE.—

(A) IN GENERAL.—

(i) VISAS, ADMISSION, OR PAROLE.—An alien
described in subsection (a)(1)(B) is—

(I) inadmissible to the United States;

(IT) ineligible to receive a visa or other
documentation to enter the United States;
and

(ITI) otherwise ineligible to be admitted or
paroled into the United States or to receive
any other benefit under the Immigration and
Nationality Act (8 U.S.C. 1101 et seq.).

(ii) CURRENT VISAS REVOKED.—

(I) IN GENERAL.—The visa or other entry
documentation of an alien described in sub-
section (a)(1)(B) shall be revoked, regardless
of when such visa or other entry documenta-
tion is or was issued.

(II) IMMEDIATE EFFECT.—A
under subclause (I) shall—

(aa) take effect immediately; and

(bb) automatically cancel any other valid
visa or entry documentation that is in the
alien’s possession.

(d) TERMINATION OF SANCTIONS.—The Presi-
dent may terminate the application of sanc-
tions under this section with respect to a
person if the President determines and re-
ports to the appropriate congressional com-
mittees, not later than 15 days before the
termination of the sanctions that—

(1) credible information exists that the per-
son did not engage in the activity for which
sanctions were imposed;

(2) the person has been prosecuted appro-
priately for the activity for which sanctions
were imposed; or

(3) the person has—

(A) credibly demonstrated a significant
change in behavior;

(B) has paid an appropriate consequence
for the activity for which sanctions were im-
posed; and

(C) has credibly committed to not engage
in an activity described in subsection (a) in
the future.

SEC. 1295. REPORT AND IMPOSITION OF SANC-
TIONS WITH RESPECT TO FOREIGN
FINANCIAL INSTITUTIONS CON-
DUCTING SIGNIFICANT TRANS-
ACTIONS WITH PERSONS RESPON-
SIBLE FOR OR COMPLICIT IN
ABUSES TOWARD DISSIDENTS ON
BEHALF OF THE GOVERNMENT OF
IRAN.

(a) REPORT REQUIRED.—

(1) IN GENERAL.—Not earlier than 30 days
and not later than 60 days after the Sec-
retary of State submits to the appropriate
congressional committees a report required
by section 1294(a), the Secretary of the
Treasury, in consultation with the Secretary
of State, shall submit to the appropriate
congressional committees a report that iden-
tifies any foreign financial institution that
knowingly conducts a significant trans-
action with a foreign person identified in the
report submitted under section 1294(a).

revocation
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(2) FORM OF REPORT.—

(A) IN GENERAL.—Each report required by
paragraph (1) shall be submitted in unclassi-
fied form but may include a classified annex.

(B) PUBLIC AVAILABILITY.—The Secretary of
the Treasury shall post the unclassified por-
tion of each report required by paragraph (1)
on a publicly available internet website of
the Department of the Treasury.

(b) IMPOSITION OF SANCTIONS.—The Sec-
retary of the Treasury may prohibit the
opening, or prohibit or impose strict condi-
tions on the maintaining, in the United
States of a correspondent account or a pay-
able-through account by a foreign financial
institution identified under subsection (a)(1).
SEC. 1296. EXCEPTIONS; WAIVERS; IMPLEMENTA-

TION.

(a) EXCEPTIONS.—

(1) EXCEPTION FOR INTELLIGENCE, LAW EN-
FORCEMENT, AND NATIONAL SECURITY ACTIVI-
TIES.—Sanctions under sections 1294 and 1295
shall not apply to any authorized intel-
ligence, law enforcement, or national secu-
rity activities of the United States.

(2) EXCEPTION TO COMPLY WITH UNITED NA-
TIONS HEADQUARTERS AGREEMENT.—Sanctions
under section 1294(c)(2) shall not apply with
respect to the admission of an alien to the
United States if the admission of the alien is
necessary to permit the United States to
comply with the Agreement regarding the
Headquarters of the United Nations, signed
at Lake Success June 26, 1947, and entered
into force November 21, 1947, between the
United Nations and the United States, the
Convention on Consular Relations, done at
Vienna April 24, 1963, and entered into force
March 19, 1967, or other applicable inter-
national obligations.

(3) EXCEPTION RELATING TO IMPORTATION OF
GOODS.—

(A) IN GENERAL.—Notwithstanding any
other provision of this subtitle, the authori-
ties and requirements to impose sanctions
authorized under this subtitle shall not in-
clude the authority or a requirement to im-
pose sanctions on the importation of goods.

(B) GOOD DEFINED.—In this paragraph, the
term ‘‘good’” means any article, natural or
manmade substance, material, supply or
manufactured product, including inspection
and test equipment, and excluding technical
data.

(b) NATIONAL SECURITY WAIVER.—The
President may waive the application of sanc-
tions under section 1294 with respect to a
person if the President—

(1) determines that the waiver is in the na-
tional security interests of the United
States; and

(2) submits to the appropriate congres-
sional committees a report on the waiver
and the reasons for the waiver.

(¢) IMPLEMENTATION; PENALTIES.—

(1) IMPLEMENTATION.—The President may
exercise all authorities provided to the
President under sections 203 and 205 of the
International Emergency Economic Powers
Act (50 U.S.C. 1702 and 1704) to carry out this
subtitle.

(2) PENALTIES.—A person that violates, at-
tempts to violate, conspires to violate, or
causes a violation of section 1294(b)(1) or
1295(b) or any regulation, license, or order
issued to carry out either such section shall
be subject to the penalties set forth in sub-
sections (b) and (c) of section 206 of the
International Emergency Economic Powers
Act (50 U.S.C. 1705) to the same extent as a
person that commits an unlawful act de-
scribed in subsection (a) of that section.

SA 4670. Mr. BARRASSO submitted
an amendment intended to be proposed
to amendment SA 3867 submitted by
Mr. REED and intended to be proposed
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to the bill H.R. 4350, to authorize ap-
propriations for fiscal year 2022 for
military activities of the Department
of Defense, for military construction,
and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the end of subtitle G of title XII, add
the following:

SEC. 1283. REMOVAL OF MEMBERS OF THE
UNITED NATIONS HUMAN RIGHTS
COUNCIL THAT COMMIT HUMAN
RIGHTS ABUSES.

The President shall direct the Permanent
Representative of the United States to the
United Nations to use the voice, vote, and in-
fluence of the United States—

(1) to reform the process for removing
members of the TUnited Nations Human
Rights Council that commit gross and sys-
temic violations of human rights, includ-
ing—

(A) lowering the threshold vote at the
United Nations General Assembly for re-
moval to a simple majority;

(B) ensuring that information detailing the
member country’s human rights record is
publicly available before the vote on re-
moval; and

(C) making the vote of each country on the
removal from the United Nations Human
Rights Council publicly available;

(2) to reform the rules on electing members
to the United Nations Human Rights Council
to ensure that United Nations members
which have committed gross and systemic
violations of human rights are not elected to
the Human Rights Council; and

(3) to oppose the election to the Human
Rights Council of any United Nations mem-
ber—

(A) that is currently designated as—

(i) a country engaged in a consistent pat-
tern of gross violations of internationally
recognized human rights pursuant to section
116 or section 502B of the Foreign Assistance
Act of 1961 (22 U.S.C. 2151n and 2304);

(ii) a state sponsor of terrorism; or

(iii) a Tier 3 country under the Trafficking
Victims Protection Act of 2000 (22 U.S.C. 7101
et seq.);

(B) the government of which is identified
on the list published by the Secretary of
State pursuant to section 404(b) of the Child
Soldiers Prevention Act of 2008 (22 U.S.C.
2370c-1(b)) as a government that recruits and
uses child soldiers; or

(C) the government of which the United
States determines to have committed geno-
cide or crimes against humanity.

SA 4671. Mr. TOOMEY (for himself
and Mr. CASEY) submitted an amend-
ment intended to be proposed to
amendment SA 3867 submitted by Mr.
REED and intended to be proposed to
the bill H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the end of subtitle D of title II, add the
following:

SEC. 246. BRIEFING ON ADDITIVE MANUFAC-
TURING CAPABILITIES.

(a) IN GENERAL.—Not later than 90 days
after the date of the enactment of this Act,
the Director of the Army Combat Capabili-
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ties Development Command shall brief the
congressional defense committees on—

(1) current research and development ac-
tivities to leverage robotics, autonomy, and
artificial intelligence to enhance additive
manufacturing capabilities in forward-de-
ployed, expeditionary bases; and

(2) courses of action being considered to
successfully transition additive manufac-
turing capabilities into sustained oper-
ational capabilities.

(b) ELEMENTS.—The briefing required by
subsection (a) shall include the following:

(1) A summary of research advances and in-
novations in expeditionary manufacturing
enabled by past investments combining arti-
ficial intelligence and additive manufac-
turing.

(2) A summary of plans and ongoing activi-
ties to engage with operational programs
and programs of record to ensure that such
advances and innovations can be successfully
transitioned and supported to maximize mis-
sion readiness and force resiliency.

(3) An assessment of the feasibility of initi-
ating pilot programs between institutions of
higher education, the defense industrial
base, and the Army Combat Capabilities De-
velopment Command related to experimen-
tation and demonstrations of expeditionary
manufacturing techniques.

SA 4672. Mr. KENNEDY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr.
REED and intended to be proposed to
the bill H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the end of subtitle G of title X, add the
following:

SEC. 1064. SYSTEM FOR ELECTRONIC SUBMIS-
SION OF COMPLAINTS ABOUT THE
DELIVERY OF HEALTH CARE SERV-
ICES BY THE DEPARTMENT OF VET-
ERANS AFFAIRS.

Section 7309A(c) of title 38, United States
Code, is amended by adding at the end the
following new paragraph:

‘(3) Beginning not later than 18 months
after the date of the enactment of this para-
graph, the Director shall establish an infor-
mation technology system that will allow a
veteran (or the designated representative of
a veteran) to electronically—

‘“(A) file a complaint that will be received
by the appropriate patient advocate; and

‘“(B) at any time view the status of the
complaint, including interim and final ac-
tions that have been taken to address the
complaint.”.

SA 4673. Mr. PETERS (for himself
and Mr. PORTMAN) submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr.
REED and intended to be proposed to
the bill H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the end, add the following:
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DIVISION E—CYBER INCIDENT REPORT-
ING ACT OF 2021 AND CISA TECHNICAL
CORRECTIONS AND IMPROVEMENTS
ACT OF 2021
TITLE LI—CYBER INCIDENT REPORTING

ACT OF 2021

SEC. 5101. SHORT TITLE.

This title may be cited as the ‘“‘Cyber Inci-
dent Reporting Act of 2021"".

SEC. 5102. DEFINITIONS.

In this title:

(1) COVERED CYBER INCIDENT; COVERED ENTI-
TY; CYBER INCIDENT.—The terms ‘‘covered
cyber incident’, ‘‘covered entity’”, and
‘“‘cyber incident’” have the meanings given
those terms in section 2230 of the Homeland
Security Act of 2002, as added by section 5103
of this title.

(2) DIRECTOR.—The term ‘‘Director’” means
the Director of the Cybersecurity and Infra-
structure Security Agency.

(3) INFORMATION SYSTEM; RANSOM PAYMENT;
RANSOMWARE ATTACK; SECURITY VULNER-
ABILITY.—The terms ‘‘information system”,
“ransom payment’’, ‘‘ransomware attack’’,
and ‘‘security vulnerability’ have the mean-
ings given those terms in section 2200 of the
Homeland Security Act of 2002, as added by
section 5203 of this division.

SEC. 5103. CYBER INCIDENT REPORTING.

(a) CYBER INCIDENT REPORTING.—Title XXII
of the Homeland Security Act of 2002 (6
U.S.C. 651 et seq.) is amended—

(1) in section 2209(b) (6 U.S.C. 659(b)), as so
redesignated by section 5203(b) of this divi-
sion—

(A) in paragraph (11), by striking ‘“‘and’ at
the end;

(B) in paragraph (12), by striking the pe-
riod at the end and inserting ‘‘; and’’; and

(C) by adding at the end the following:

‘(13) receiving, aggregating, and analyzing
reports related to covered cyber incidents (as
defined in section 2230) submitted by covered
entities (as defined in section 2230) and re-
ports related to ransom payments submitted
by entities in furtherance of the activities
specified in sections 2202(e), 2203, and 2231,
this subsection, and any other authorized ac-
tivity of the Director, to enhance the situa-
tional awareness of cybersecurity threats
across critical infrastructure sectors.”’; and

(2) by adding at the end the following:

“Subtitle C—Cyber Incident Reporting

“SEC. 2230. DEFINITIONS.

“In this subtitle:

‘(1) CENTER.—The term ‘Center’ means the
center established under section 2209.

‘“(2) CouNCIL.—The term ‘Council’ means
the Cyber Incident Reporting Council de-
scribed in section 1752(c)(1)(H) of the William
M. (Mac) Thornberry National Defense Au-
thorization Act for Fiscal Year 2021 (6 U.S.C.
1500(c)(1)(H)).

‘“(3) COVERED CYBER INCIDENT.—The term
‘covered cyber incident’ means a substantial
cyber incident experienced by a covered enti-
ty that satisfies the definition and criteria
established by the Director in the final rule
issued pursuant to section 2232(b).

‘“(4) COVERED ENTITY.—The term ‘covered
entity’ means—

‘‘(A) any Federal contractor; or

‘“(B) an entity that owns or operates crit-
ical infrastructure that satisfies the defini-
tion established by the Director in the final
rule issued pursuant to section 2232(b).

‘“(6) CYBER INCIDENT.—The term ‘cyber in-
cident’ has the meaning given the term ‘inci-
dent’ in section 2200.

‘(6) CYBER THREAT.—The
threat’—

‘““(A) has the meaning given the term ‘cy-
bersecurity threat’ in section 2200; and

‘(B) does not include any activity related
to good faith security research, including

term ‘cyber
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participation in a bug-bounty program or a
vulnerability disclosure program.

“(7) FEDERAL CONTRACTOR.—The term ‘Fed-
eral contractor’ means a business, nonprofit
organization, or other private sector entity
that holds a Federal Government contract or
subcontract at any tier, grant, cooperative
agreement, or other transaction agreement,
unless that entity is a party only to—

‘“(A) a service contract to provide house-
keeping or custodial services; or

‘(B) a contract to provide products or serv-
ices unrelated to information technology
that is below the micro-purchase threshold,
as defined in section 2.101 of title 48, Code of
Federal Regulations, or any successor regu-
lation.

‘“(8) FEDERAL ENTITY; INFORMATION SYSTEM;
SECURITY CONTROL.—The terms ‘Federal enti-
ty’, ‘information system’, and ‘security con-
trol’ have the meanings given those terms in
section 102 of the Cybersecurity Act of 2015 (6
U.S.C. 1501).

“(9) SIGNIFICANT CYBER INCIDENT.—The
term ‘significant cyber incident’ means a cy-
bersecurity incident, or a group of related
cybersecurity incidents, that the Secretary
determines is likely to result in demon-
strable harm to the national security inter-
ests, foreign relations, or economy of the
United States or to the public confidence,
civil liberties, or public health and safety of
the people of the United States.

‘“(10) SMALL ORGANIZATION.—The term
‘small organization’—
‘“(A) means—

‘(1) a small business concern, as defined in
section 3 of the Small Business Act (15 U.S.C.
632); or

‘‘(i1) any nonprofit organization, including
faith-based organizations and houses of wor-
ship, or other private sector entity with
fewer than 200 employees (determined on a
full-time equivalent basis); and

‘“(B) does not include—

‘“(i) a business, nonprofit organization, or
other private sector entity that is a covered
entity; or

‘(ii) a Federal contractor.

“SEC. 2231. CYBER INCIDENT REVIEW.

“‘(a) AcTIVITIES.—The Center shall—

‘(1) receive, aggregate, analyze, and se-
cure, using processes consistent with the
processes developed pursuant to the Cyberse-
curity Information Sharing Act of 2015 (6
U.S.C. 1501 et seq.) reports from covered enti-
ties related to a covered cyber incident to as-
sess the effectiveness of security controls,
identify tactics, techniques, and procedures
adversaries use to overcome those controls
and other cybersecurity purposes, including
to support law enforcement investigations,
to assess potential impact of incidents on
public health and safety, and to have a more
accurate picture of the cyber threat to crit-
ical infrastructure and the people of the
United States;

‘“(2) receive, aggregate, analyze, and secure
reports to lead the identification of tactics,
techniques, and procedures used to perpet-
uate cyber incidents and ransomware at-
tacks;

‘“(3) coordinate and share information with
appropriate Federal departments and agen-
cies to identify and track ransom payments,
including those utilizing virtual currencies;

‘“(4) leverage information gathered about
cybersecurity incidents to—

‘“(A) enhance the quality and effectiveness
of information sharing and coordination ef-
forts with appropriate entities, including
agencies, sector coordinating councils, infor-
mation sharing and analysis organizations,
technology providers, critical infrastructure
owners and operators, cybersecurity and in-
cident response firms, and security research-
ers; and
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‘““(B) provide appropriate entities, includ-
ing agencies, sector coordinating councils,
information sharing and analysis organiza-
tions, technology providers, cybersecurity
and incident response firms, and security re-
searchers, with timely, actionable, and
anonymized reports of cyber incident cam-
paigns and trends, including, to the max-
imum extent practicable, related contextual
information, cyber threat indicators, and de-
fensive measures, pursuant to section 2235;

¢“(5) establish mechanisms to receive feed-
back from stakeholders on how the Agency
can most effectively receive covered cyber
incident reports, ransom payment reports,
and other voluntarily provided information;

‘“(6) facilitate the timely sharing, on a vol-
untary basis, between relevant critical infra-
structure owners and operators of informa-
tion relating to covered cyber incidents and
ransom payments, particularly with respect
to ongoing cyber threats or security
vulnerabilities and identify and disseminate
ways to prevent or mitigate similar inci-
dents in the future;

‘(7 for a covered cyber incident, including
a ransomware attack, that also satisfies the
definition of a significant cyber incident, or
is part of a group of related cyber incidents
that together satisfy such definition, con-
duct a review of the details surrounding the
covered cyber incident or group of those inci-
dents and identify and disseminate ways to
prevent or mitigate similar incidents in the
future;

‘“(8) with respect to covered cyber incident
reports under section 2232(a) and 2233 involv-
ing an ongoing cyber threat or security vul-
nerability, immediately review those reports
for cyber threat indicators that can be
anonymized and disseminated, with defen-
sive measures, to appropriate stakeholders,
in coordination with other divisions within
the Agency, as appropriate;

“(9) publish quarterly unclassified, public
reports that may be based on the unclassi-
fied information contained in the briefings
required under subsection (c);

‘“(10) proactively identify opportunities
and perform analyses, consistent with the
protections in section 2235, to leverage and
utilize data on ransomware attacks to sup-
port law enforcement operations to identify,
track, and seize ransom payments utilizing
virtual currencies, to the greatest extent
practicable;

““(11) proactively identify opportunities,
consistent with the protections in section
2235, to leverage and utilize data on cyber in-
cidents in a manner that enables and
strengthens cybersecurity research carried
out by academic institutions and other pri-
vate sector organizations, to the greatest ex-
tent practicable;

‘(12) on a not less frequently than annual
basis, analyze public disclosures made pursu-
ant to parts 229 and 249 of title 17, Code of
Federal Regulations, or any subsequent doc-
ument submitted to the Securities and Ex-
change Commission by entities experiencing
cyber incidents and compare such disclosures
to reports received by the Center; and

‘(13) in accordance with section 2235 and
subsection (b) of this section, as soon as pos-
sible but not later than 24 hours after receiv-
ing a covered cyber incident report, ransom
payment report, voluntarily submitted infor-
mation pursuant to section 2233, or informa-
tion received pursuant to a request for infor-
mation or subpoena under section 2234, make
available the information to appropriate
Sector Risk Management Agencies and other
appropriate Federal agencies.

“(b) INTERAGENCY SHARING.—The National
Cyber Director, in consultation with the Di-
rector and the Director of the Office of Man-
agement and Budget—
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‘(1) may establish a specific time require-
ment for sharing information under sub-
section (a)(13); and

¢“(2) shall determine the appropriate Fed-
eral agencies under subsection (a)(13).

‘‘(c) PERIODIC BRIEFING.—Not later than 60
days after the effective date of the final rule
required under section 2232(b), and on the
first day of each month thereafter, the Di-
rector, in consultation with the National
Cyber Director, the Attorney General, and
the Director of National Intelligence, shall
provide to the majority leader of the Senate,
the minority leader of the Senate, the
Speaker of the House of Representatives, the
minority leader of the House of Representa-
tives, the Committee on Homeland Security
and Governmental Affairs of the Senate, and
the Committee on Homeland Security of the
House of Representatives a briefing that
characterizes the national cyber threat land-
scape, including the threat facing Federal
agencies and covered entities, and applicable
intelligence and law enforcement informa-
tion, covered cyber incidents, and
ransomware attacks, as of the date of the
briefing, which shall—

‘(1) include the total number of reports
submitted under sections 2232 and 2233 dur-
ing the preceding month, including a break-
down of required and voluntary reports;

‘(2) include any identified trends in cov-
ered cyber incidents and ransomware attacks
over the course of the preceding month and
as compared to previous reports, including
any trends related to the information col-
lected in the reports submitted under sec-
tions 2232 and 2233, including—

‘“(A) the infrastructure, tactics, and tech-
niques malicious cyber actors commonly
use; and

‘(B) intelligence gaps that have impeded,
or currently are impeding, the ability to
counter covered cyber incidents and
ransomware threats;

¢(3) include a summary of the known uses
of the information in reports submitted
under sections 2232 and 2233; and

‘“(4) be unclassified, but may include a
classified annex.

“SEC. 2232. REQUIRED REPORTING OF CERTAIN
CYBER INCIDENTS.

‘‘(a) IN GENERAL.—

(1) COVERED CYBER INCIDENT REPORTS.—A
covered entity that is a victim of a covered
cyber incident shall report the covered cyber
incident to the Director not later than 72
hours after the covered entity reasonably be-
lieves that the covered cyber incident has oc-
curred.

‘“(2) RANSOM PAYMENT REPORTS.—An enti-
ty, including a covered entity and except for
an individual or a small organization, that
makes a ransom payment as the result of a
ransomware attack against the entity shall
report the payment to the Director not later
than 24 hours after the ransom payment has
been made.

‘(3) SUPPLEMENTAL REPORTS.—A covered
entity shall promptly submit to the Director
an update or supplement to a previously sub-
mitted covered cyber incident report if new
or different information becomes available
or if the covered entity makes a ransom pay-
ment after submitting a covered cyber inci-
dent report required under paragraph (1).

‘“(4) PRESERVATION OF INFORMATION.—ANYy
entity subject to requirements of paragraph
(1), (2), or (3) shall preserve data relevant to
the covered cyber incident or ransom pay-
ment in accordance with procedures estab-
lished in the final rule issued pursuant to
subsection (b).

‘() EXCEPTIONS.—

‘““(A) REPORTING OF COVERED CYBER INCI-
DENT WITH RANSOM PAYMENT.—If a covered
cyber incident includes a ransom payment
such that the reporting requirements under
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paragraphs (1) and (2) apply, the covered en-
tity may submit a single report to satisfy
the requirements of both paragraphs in ac-
cordance with procedures established in the
final rule issued pursuant to subsection (b).
¢(B) SUBSTANTIALLY SIMILAR REPORTED IN-
FORMATION.—The requirements under para-
graphs (1), (2), and (3) shall not apply to an
entity required by law, regulation, or con-
tract to report substantially similar infor-
mation to another Federal agency within a
substantially similar timeframe.

‘(C) DOMAIN NAME SYSTEM.—The require-
ments under paragraphs (1), (2) and (3) shall
not apply to an entity or the functions of an
entity that the Director determines con-
stitute critical infrastructure owned, oper-
ated, or governed by multi-stakeholder orga-
nizations that develop, implement, and en-
force policies concerning the Domain Name
System, such as the Internet Corporation for
Assigned Names and Numbers or the Inter-
net Assigned Numbers Authority.

‘(6) MANNER, TIMING, AND FORM OF RE-
PORTS.—Reports made under paragraphs (1),
(2), and (3) shall be made in the manner and
form, and within the time period in the case
of reports made under paragraph (3), pre-
scribed in the final rule issued pursuant to
subsection (b).

‘(7T EFFECTIVE DATE.—Paragraphs (1)
through (4) shall take effect on the dates pre-
scribed in the final rule issued pursuant to
subsection (b).

““(b) RULEMAKING.—

‘(1) NOTICE OF PROPOSED RULEMAKING.—Not
later than 2 years after the date of enact-
ment of this section, the Director, in con-
sultation with Sector Risk Management
Agencies, the Department of Justice, and
other Federal agencies, shall publish in the
Federal Register a notice of proposed rule-
making to implement subsection (a).

““(2) FINAL RULE.—Not later than 18 months
after publication of the notice of proposed
rulemaking under paragraph (1), the Director
shall issue a final rule to implement sub-
section (a).

‘“(3) SUBSEQUENT RULEMAKINGS.—

‘“(A) IN GENERAL.—The Director is author-
ized to issue regulations to amend or revise
the final rule issued pursuant to paragraph
(2).

‘“(B) PROCEDURES.—Any subsequent rules
issued under subparagraph (A) shall comply
with the requirements under chapter 5 of
title 5, United States Code, including the
issuance of a notice of proposed rulemaking
under section 553 of such title.

‘“(c) ELEMENTS.—The final rule issued pur-
suant to subsection (b) shall be composed of
the following elements:

“(1) A clear description of the types of en-
tities that constitute covered entities, based
on—

‘““(A) the consequences that disruption to
or compromise of such an entity could cause
to national security, economic security, or
public health and safety;

‘(B) the likelihood that such an entity
may be targeted by a malicious cyber actor,
including a foreign country; and

‘(C) the extent to which damage, disrup-
tion, or unauthorized access to such an enti-
ty, including the accessing of sensitive cy-
bersecurity vulnerability information or
penetration testing tools or techniques, will
likely enable the disruption of the reliable
operation of critical infrastructure.

‘“(2) A clear description of the types of sub-
stantial cyber incidents that constitute cov-
ered cyber incidents, which shall—

‘“(A) at a minimum, require the occurrence
of—

‘(1) the unauthorized access to an informa-
tion system or network with a substantial
loss of confidentiality, integrity, or avail-
ability of such information system or net-
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work, or a serious impact on the safety and
resiliency of operational systems and proc-
esses;

‘‘(ii) a disruption of business or industrial
operations due to a cyber incident; or

‘“(iii) an occurrence described in clause (i)
or (ii) due to loss of service facilitated
through, or caused by, a compromise of a
cloud service provider, managed service pro-
vider, or other third-party data hosting pro-
vider or by a supply chain compromise;

‘(B) consider—

‘(i) the sophistication or novelty of the
tactics used to perpetrate such an incident,
as well as the type, volume, and sensitivity
of the data at issue;

‘“(ii) the number of individuals directly or
indirectly affected or potentially affected by
such an incident; and

‘“(iii) potential impacts on industrial con-
trol systems, such as supervisory control and
data acquisition systems, distributed control
systems, and programmable logic control-
lers; and

“(C) exclude—

‘(i) any event where the cyber incident is
perpetuated by good faith security research
or in response to an invitation by the owner
or operator of the information system for
third parties to find vulnerabilities in the in-
formation system, such as through a vulner-
ability disclosure program or the use of au-
thorized penetration testing services; and

‘“(ii) the threat of disruption as extortion,
as described in section 2201(9)(A).

“(3) A requirement that, if a covered cyber
incident or a ransom payment occurs fol-
lowing an exempted threat described in para-
graph (2)(C)(ii), the entity shall comply with
the requirements in this subtitle in report-
ing the covered cyber incident or ransom
payment.

‘“(4) A clear description of the specific re-
quired contents of a report pursuant to sub-
section (a)(1), which shall include the fol-
lowing information, to the extent applicable
and available, with respect to a covered
cyber incident:

““(A) A description of the covered cyber in-
cident, including—

‘(i) identification and a description of the
function of the affected information sys-
tems, networks, or devices that were, or are
reasonably believed to have been, affected by
such incident;

‘“(ii) a description of the unauthorized ac-
cess with substantial loss of confidentiality,
integrity, or availability of the affected in-
formation system or network or disruption
of business or industrial operations;

‘‘(iii) the estimated date range of such in-
cident; and

‘‘(iv) the impact to the operations of the
covered entity.

‘“(B) Where applicable, a description of the
vulnerabilities, tactics, techniques, and pro-
cedures used to perpetuate the covered cyber
incident.

¢“(C) Where applicable, any identifying or
contact information related to each actor
reasonably believed to be responsible for
such incident.

‘(D) Where applicable, identification of the
category or categories of information that
were, or are reasonably believed to have
been, accessed or acquired by an unauthor-
ized person.

‘“‘(E) The name and other information that
clearly identifies the entity impacted by the
covered cyber incident.

‘“(F) Contact information, such as tele-
phone number or electronic mail address,
that the Center may use to contact the cov-
ered entity or an authorized agent of such
covered entity, or, where applicable, the
service provider of such covered entity act-
ing with the express permission of, and at
the direction of, the covered entity to assist
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with compliance with the requirements of
this subtitle.

““(6) A clear description of the specific re-
quired contents of a report pursuant to sub-
section (a)(2), which shall be the following
information, to the extent applicable and
available, with respect to a ransom payment:

““(A) A description of the ransomware at-
tack, including the estimated date range of
the attack.

‘“(B) Where applicable, a description of the
vulnerabilities, tactics, techniques, and pro-
cedures used to perpetuate the ransomware
attack.

‘(C) Where applicable, any identifying or
contact information related to the actor or
actors reasonably believed to be responsible
for the ransomware attack.

‘(D) The name and other information that
clearly identifies the entity that made the
ransom payment.

‘“(E) Contact information, such as tele-
phone number or electronic mail address,
that the Center may use to contact the enti-
ty that made the ransom payment or an au-
thorized agent of such covered entity, or,
where applicable, the service provider of
such covered entity acting with the express
permission of, and at the direction of, that
entity to assist with compliance with the re-
quirements of this subtitle.

‘“(F) The date of the ransom payment.

‘(&) The ransom payment demand, includ-
ing the type of virtual currency or other
commodity requested, if applicable.

‘“‘(H) The ransom payment instructions, in-
cluding information regarding where to send
the payment, such as the virtual currency
address or physical address the funds were
requested to be sent to, if applicable.

‘() The amount of the ransom payment.

‘(6) A clear description of the types of data
required to be preserved pursuant to sub-
section (a)(4) and the period of time for
which the data is required to be preserved.

‘“(7) Deadlines for submitting reports to
the Director required under subsection (a)(3),
which shall—

““(A) be established by the Director in con-
sultation with the Council;

‘“(B) consider any existing regulatory re-
porting requirements similar in scope, pur-
pose, and timing to the reporting require-
ments to which such a covered entity may
also be subject, and make efforts to har-
monize the timing and contents of any such
reports to the maximum extent practicable;
and

‘“(C) balance the need for situational
awareness with the ability of the covered en-
tity to conduct incident response and inves-
tigations.

*“(8) Procedures for—

““(A) entities to submit reports required by
paragraphs (1), (2), and (3) of subsection (a),
including the manner and form thereof,
which shall include, at a minimum, a con-
cise, user-friendly web-based form;

‘“(B) the Agency to carry out the enforce-
ment provisions of section 2233, including
with respect to the issuance, service, with-
drawal, and enforcement of subpoenas, ap-
peals and due process procedures, the suspen-
sion and debarment provisions in section
2234(c), and other aspects of noncompliance;

‘(C) implementing the exceptions provided
in subsection (a)(5); and

‘(D) protecting privacy and civil liberties
consistent with processes adopted pursuant
to section 105(b) of the Cybersecurity Act of
2015 (6 U.S.C. 1504(b)) and anonymizing and
safeguarding, or no longer retaining, infor-
mation received and disclosed through cov-
ered cyber incident reports and ransom pay-
ment reports that is known to be personal
information of a specific individual or infor-
mation that identifies a specific individual
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that is not directly related to a cybersecu-
rity threat.

“(9) A clear description of the types of en-
tities that constitute other private sector
entities for purposes of section 2230(b)(7).

¢(d) THIRD PARTY REPORT SUBMISSION AND
RANSOM PAYMENT.—

‘(1) REPORT SUBMISSION.—An entity, in-
cluding a covered entity, that is required to
submit a covered cyber incident report or a
ransom payment report may use a third
party, such as an incident response company,
insurance provider, service provider, infor-
mation sharing and analysis organization, or
law firm, to submit the required report
under subsection (a).

‘“(2) RANSOM PAYMENT.—If an entity im-
pacted by a ransomware attack uses a third
party to make a ransom payment, the third
party shall not be required to submit a ran-
som payment report for itself under sub-
section (a)(2).

“(3) DUTY TO REPORT.—Third-party report-
ing under this subparagraph does not relieve
a covered entity or an entity that makes a
ransom payment from the duty to comply
with the requirements for covered cyber inci-
dent report or ransom payment report sub-
mission.

““(4) RESPONSIBILITY TO ADVISE.—Any third
party used by an entity that knowingly
makes a ransom payment on behalf of an en-
tity impacted by a ransomware attack shall
advise the impacted entity of the respon-
sibilities of the impacted entity regarding
reporting ransom payments under this sec-
tion.

‘“(e) OUTREACH TO COVERED ENTITIES.—

“(1) IN GENERAL.—The Director shall con-
duct an outreach and education campaign to
inform likely covered entities, entities that
offer or advertise as a service to customers
to make or facilitate ransom payments on
behalf of entities impacted by ransomware
attacks, potential ransomware attack vic-
tims, and other appropriate entities of the
requirements of paragraphs (1), (2), and (3) of
subsection (a).

‘“(2) ELEMENTS.—The outreach and edu-
cation campaign under paragraph (1) shall
include the following:

‘“(A) An overview of the final rule issued
pursuant to subsection (b).

‘(B) An overview of mechanisms to submit
to the Center covered cyber incident reports
and information relating to the disclosure,
retention, and use of incident reports under
this section.

‘(C) An overview of the protections af-
forded to covered entities for complying with
the requirements under paragraphs (1), (2),
and (3) of subsection (a).

‘(D) An overview of the steps taken under
section 2234 when a covered entity is not in
compliance with the reporting requirements
under subsection (a).

‘“(E) Specific outreach to cybersecurity
vendors, incident response providers, cyber-
security insurance entities, and other enti-
ties that may support covered entities or
ransomware attack victims.

‘“(F) An overview of the privacy and civil
liberties requirements in this subtitle.

‘“(3) COORDINATION.—In conducting the out-
reach and education campaign required
under paragraph (1), the Director may co-
ordinate with

‘“(A) the Critical Infrastructure Partner-
ship Advisory Council established under sec-
tion 871;

‘(B) information sharing and analysis or-
ganizations;

‘(C) trade associations;

‘(D) information sharing and analysis cen-
ters;

‘‘(E) sector coordinating councils; and

‘“(F) any other entity as determined appro-
priate by the Director.
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““(f) ORGANIZATION OF REPORTS.—Notwith-
standing chapter 35 of title 44, United States
Code (commonly known as the ‘Paperwork
Reduction Act’), the Director may request
information within the scope of the final
rule issued under subsection (b) by the alter-
ation of existing questions or response fields
and the reorganization and reformatting of
the means by which covered cyber incident
reports, ransom payment reports, and any
voluntarily offered information is submitted
to the Center.

“SEC. 2233. VOLUNTARY REPORTING OF OTHER
CYBER INCIDENTS.

‘“‘(a) IN GENERAL.—Entities may volun-
tarily report incidents or ransom payments
to the Director that are not required under
paragraph (1), (2), or (3) of section 2232(a), but
may enhance the situational awareness of
cyber threats.

““(b) VOLUNTARY PROVISION OF ADDITIONAL
INFORMATION IN REQUIRED REPORTS.—Enti-
ties may voluntarily include in reports re-
quired under paragraph (1), (2), or (3) of sec-
tion 2232(a) information that is not required
to be included, but may enhance the situa-
tional awareness of cyber threats.

‘(c) APPLICATION OF PROTECTIONS.—The
protections under section 2235 applicable to
covered cyber incident reports shall apply in
the same manner and to the same extent to
reports and information submitted under
subsections (a) and (b).

“SEC. 2234. NONCOMPLIANCE WITH REQUIRED
REPORTING.

‘‘(a) PURPOSE.—In the event that an entity
that is required to submit a report under sec-
tion 2232(a) fails to comply with the require-
ment to report, the Director may obtain in-
formation about the incident or ransom pay-
ment by engaging the entity directly to re-
quest information about the incident or ran-
som payment, and if the Director is unable
to obtain information through such engage-
ment, by issuing a subpoena to the entity,
pursuant to subsection (c), to gather infor-
mation sufficient to determine whether a
covered cyber incident or ransom payment
has occurred, and, if so, whether additional
action is warranted pursuant to subsection
(d).

*“(b) INITIAL REQUEST FOR INFORMATION.—

‘(1) IN GENERAL.—If the Director has rea-
son to believe, whether through public re-
porting or other information in the posses-
sion of the Federal Government, including
through analysis performed pursuant to
paragraph (1) or (2) of section 2231(a), that an
entity has experienced a covered cyber inci-
dent or made a ransom payment but failed to
report such incident or payment to the Cen-
ter within 72 hours in accordance with sec-
tion 2232(a), the Director shall request addi-
tional information from the entity to con-
firm whether or not a covered cyber incident
or ransom payment has occurred.

‘(2) TREATMENT.—Information provided to
the Center in response to a request under
paragraph (1) shall be treated as if it was
submitted through the reporting procedures
established in section 2232.

‘“(c) AUTHORITY TO ISSUE SUBPOENAS AND
DEBAR.—

‘(1) IN GENERAL.—If, after the date that is
72 hours from the date on which the Director
made the request for information in sub-
section (b), the Director has received no re-
sponse from the entity from which such in-
formation was requested, or received an in-
adequate response, the Director may issue to
such entity a subpoena to compel disclosure
of information the Director deems necessary
to determine whether a covered cyber inci-
dent or ransom payment has occurred and
obtain the information required to be re-
ported pursuant to section 2232 and any im-
plementing regulations.
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¢“(2) CIVIL ACTION.—

‘“(A) IN GENERAL.—If an entity fails to com-
ply with a subpoena, the Director may refer
the matter to the Attorney General to bring
a civil action in a district court of the
United States to enforce such subpoena.

‘(B) VENUE.—An action under this para-
graph may be brought in the judicial district
in which the entity against which the action
is brought resides, is found, or does business.

¢(C) CONTEMPT OF COURT.—A court may
punish a failure to comply with a subpoena
issued under this subsection as contempt of
court.

‘“(3) NON-DELEGATION.—The authority of
the Director to issue a subpoena under this
subsection may not be delegated.

‘(4) DEBARMENT OF FEDERAL CONTRAC-
TORS.—If a covered entity that is a Federal
contractor fails to comply with a subpoena
issued under this subsection—

“‘(A) the Director may refer the matter to
the Administrator of General Services; and

‘(B) upon receiving a referral from the Di-
rector, the Administrator of General Serv-
ices may impose additional available pen-
alties, including suspension or debarment.

¢“(5) AUTHENTICATION.—

‘““(A) IN GENERAL.—Any subpoena issued
electronically pursuant to this subsection
shall be authenticated with a cryptographic
digital signature of an authorized represent-
ative of the Agency, or other comparable
successor technology, that allows the Agen-
cy to demonstrate that such subpoena was
issued by the Agency and has not been al-
tered or modified since such issuance.

“(B) INVALID IF NOT AUTHENTICATED.—ANY
subpoena issued electronically pursuant to
this subsection that is not authenticated in
accordance with subparagraph (A) shall not
be considered to be valid by the recipient of
such subpoena.

“(d) ACTIONS BY ATTORNEY GENERAL AND
FEDERAL REGULATORY AGENCIES.—

‘(1) IN GENERAL.—Notwithstanding section
2235(a) and subsection (b)(2) of this section, if
the Attorney General or the appropriate
Federal regulatory agency determines, based
on information provided in response to a sub-
poena issued pursuant to subsection (c), that
the facts relating to the covered cyber inci-
dent or ransom payment at issue may con-
stitute grounds for a regulatory enforcement
action or criminal prosecution, the Attorney
General or the appropriate Federal regu-
latory agency may use that information for
a regulatory enforcement action or criminal
prosecution.

¢(2) APPLICATION TO CERTAIN ENTITIES AND
THIRD PARTIES.—A covered cyber incident or
ransom payment report submitted to the
Center by an entity that makes a ransom
payment or third party under section 2232
shall not be used by any Federal, State,
Tribal, or local government to investigate or
take another law enforcement action against
the entity that makes a ransom payment or
third party.

‘(3) RULE OF CONSTRUCTION.—Nothing in
this subtitle shall be construed to provide an
entity that submits a covered cyber incident
report or ransom payment report under sec-
tion 2232 any immunity from law enforce-
ment action for making a ransom payment
otherwise prohibited by law.

‘‘(e) CONSIDERATIONS.—When determining
whether to exercise the authorities provided
under this section, the Director shall take
into consideration—

‘(1) the size and complexity of the entity;

‘(2) the complexity in determining if a
covered cyber incident has occurred; and

“(3) prior interaction with the Agency or
awareness of the entity of the policies and
procedures of the Agency for reporting cov-
ered cyber incidents and ransom payments.
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‘(f) EXCLUSIONS.—This section shall not
apply to a State, local, Tribal, or territorial
government entity.

‘‘(g) REPORT TO CONGRESS.—The Director
shall submit to Congress an annual report on
the number of times the Director—

‘(1) issued an initial request for informa-
tion pursuant to subsection (b);

“(2) issued a subpoena pursuant to sub-
section (c); or

“(3) referred a matter to the Attorney Gen-
eral for a civil action pursuant to subsection
(©)(2).

““(h) PUBLICATION OF THE ANNUAL REPORT.—
The Director shall publish a version of the
annual report required under subsection (g)
on the website of the Agency, which shall in-
clude, at a minimum, the number of times
the Director—

‘(1) issued an initial request for informa-
tion pursuant to subsection (b); or

‘(2) issued a subpoena pursuant to sub-
section (c).

‘(i) ANONYMIZATION OF REPORTS.—The Di-
rector shall ensure any victim information
contained in a report required to be pub-
lished under subsection (h) be anonymized
before the report is published.

“SEC. 2235. INFORMATION SHARED WITH OR PRO-
VIDED TO THE FEDERAL GOVERN-
MENT.

‘‘(a) DISCLOSURE, RETENTION, AND USE.—

(1) AUTHORIZED ACTIVITIES.—Information
provided to the Center or Agency pursuant
to section 2232 or 2233 may be disclosed to,
retained by, and used by, consistent with
otherwise applicable provisions of Federal
law, any Federal agency or department, com-
ponent, officer, employee, or agent of the
Federal Government solely for—

‘“(A) a cybersecurity purpose;

‘(B) the purpose of identifying—

‘(i) a cyber threat, including the source of
the cyber threat; or

‘“(ii) a security vulnerability;

‘“(C) the purpose of responding to, or other-
wise preventing or mitigating, a specific
threat of death, a specific threat of serious
bodily harm, or a specific threat of serious
economic harm, including a terrorist act or
use of a weapon of mass destruction;

‘(D) the purpose of responding to, inves-
tigating, prosecuting, or otherwise pre-
venting or mitigating, a serious threat to a
minor, including sexual exploitation and
threats to physical safety; or

‘“(E) the purpose of preventing, inves-
tigating, disrupting, or prosecuting an of-
fense arising out of a cyber incident reported
pursuant to section 2232 or 2233 or any of the
offenses listed in section 105(d)(5)(A)(v) of the
Cybersecurity Act of 2015 (6 TU.S.C.
1504(A)(5)(A) (V).

¢“(2) AGENCY ACTIONS AFTER RECEIPT.—

““(A) RAPID, CONFIDENTIAL SHARING OF
CYBER THREAT INDICATORS.—Upon receiving a
covered cyber incident or ransom payment
report submitted pursuant to this section,
the center shall immediately review the re-
port to determine whether the incident that
is the subject of the report is connected to
an ongoing cyber threat or security vulner-
ability and where applicable, use such report
to identify, develop, and rapidly disseminate
to appropriate stakeholders actionable,
anonymized cyber threat indicators and de-
fensive measures.

‘“(B) STANDARDS FOR SHARING SECURITY
VULNERABILITIES.—With respect to informa-
tion in a covered cyber incident or ransom
payment report regarding a security vulner-
ability referred to in paragraph (1)(B)(ii), the
Director shall develop principles that govern
the timing and manner in which information
relating to security vulnerabilities may be
shared, consistent with common industry
best practices and United States and inter-
national standards.
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‘(3) PRIVACY AND CIVIL LIBERTIES.—Infor-
mation contained in covered cyber incident
and ransom payment reports submitted to
the Center or the Agency pursuant to section
2232 shall be retained, used, and dissemi-
nated, where permissible and appropriate, by
the Federal Government in accordance with
processes to be developed for the protection
of personal information consistent with
processes adopted pursuant to section 105 of
the Cybersecurity Act of 2015 (6 U.S.C. 1504)
and in a manner that protects from unau-
thorized use or disclosure any information
that may contain—

““(A) personal information of a specific in-
dividual; or

‘(B) information that identifies a specific
individual that is not directly related to a
cybersecurity threat.

‘“(4) DIGITAL SECURITY.—The Center and the
Agency shall ensure that reports submitted
to the Center or the Agency pursuant to sec-
tion 2232, and any information contained in
those reports, are collected, stored, and pro-
tected at a minimum in accordance with the
requirements for moderate impact Federal
information systems, as described in Federal
Information Processing Standards Publica-
tion 199, or any successor document.

‘() PROHIBITION ON USE OF INFORMATION IN
REGULATORY ACTIONS.—A Federal, State,
local, or Tribal government shall not use in-
formation about a covered cyber incident or
ransom payment obtained solely through re-
porting directly to the Center or the Agency
in accordance with this subtitle to regulate,
including through an enforcement action,
the activities of the covered entity or entity
that made a ransom payment.

“(b) NO WAIVER OF PRIVILEGE OR PROTEC-
TION.—The submission of a report to the Cen-
ter or the Agency under section 2232 shall
not constitute a waiver of any applicable
privilege or protection provided by law, in-
cluding trade secret protection and attorney-
client privilege.

“(c) EXEMPTION FROM DISCLOSURE.—Infor-
mation contained in a report submitted to
the Office under section 2232 shall be exempt
from disclosure under section 552(b)(3)(B) of
title 5, United States Code (commonly
known as the ‘Freedom of Information Act’)
and any State, Tribal, or local provision of
law requiring disclosure of information or
records.

“(d) EX PARTE COMMUNICATIONS.—The sub-
mission of a report to the Agency under sec-
tion 2232 shall not be subject to a rule of any
Federal agency or department or any judi-
cial doctrine regarding ex parte communica-
tions with a decision-making official.

‘‘(e) LIABILITY PROTECTIONS.—

‘(1) IN GENERAL.—No cause of action shall
lie or be maintained in any court by any per-
son or entity and any such action shall be
promptly dismissed for the submission of a
report pursuant to section 2232(a) that is sub-
mitted in conformance with this subtitle and
the rule promulgated under section 2232(b),
except that this subsection shall not apply
with regard to an action by the Federal Gov-
ernment pursuant to section 2234(c)(2).

‘(2) ScoPE.—The liability protections pro-
vided in subsection (e) shall only apply to or
affect litigation that is solely based on the
submission of a covered cyber incident re-
port or ransom payment report to the Center
or the Agency.

‘(3) RESTRICTIONS.—Notwithstanding para-
graph (2), no report submitted to the Agency
pursuant to this subtitle or any communica-
tion, document, material, or other record,
created for the sole purpose of preparing,
drafting, or submitting such report, may be
received in evidence, subject to discovery, or
otherwise used in any trial, hearing, or other
proceeding in or before any court, regulatory
body, or other authority of the United
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States, a State, or a political subdivision
thereof, provided that nothing in this sub-
title shall create a defense to discovery or
otherwise affect the discovery of any com-
munication, document, material, or other
record not created for the sole purpose of
preparing, drafting, or submitting such re-
port.

“(f) SHARING WITH NON-FEDERAL ENTI-
TIES.—The Agency shall anonymize the vic-
tim who reported the information when
making information provided in reports re-
ceived under section 2232 available to critical
infrastructure owners and operators and the
general public.

‘(g) PROPRIETARY INFORMATION.—Informa-
tion contained in a report submitted to the
Agency under section 2232 shall be consid-
ered the commercial, financial, and propri-
etary information of the covered entity when
so designated by the covered entity.

“(h) STORED COMMUNICATIONS ACT.—Noth-
ing in this subtitle shall be construed to per-
mit or require disclosure by a provider of a
remote computing service or a provider of an
electronic communication service to the
public of information not otherwise per-
mitted or required to be disclosed under
chapter 121 of title 18, United States Code
(commonly known as the ‘Stored Commu-
nications Act’).”.

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The table of contents in section 1(b)
of the Homeland Security Act of 2002 (Public
Law 107-296; 116 Stat. 2135) is amended by in-
serting after the items relating to subtitle B
of title XXII the following:

“Subtitle C—Cyber Incident Reporting

‘“Sec. 2230. Definitions.

“Sec. 2231. Cyber Incident Review.

‘“Sec. 2232. Required reporting of certain
cyber incidents.

“Sec. 2233. Voluntary reporting of other
cyber incidents.

“Sec. 2234. Noncompliance with required re-
porting.

“Sec. 2235. Information shared with or pro-
vided to the Federal Govern-
ment.”.

SEC. 5104. FEDERAL SHARING OF INCIDENT RE-

PORTS.

(a) CYBER INCIDENT REPORTING SHARING.—

(1) IN GENERAL.—Notwithstanding any
other provision of law or regulation, any
Federal agency, including any independent
establishment (as defined in section 104 of
title 5, United States Code), that receives a
report from an entity of a cyber incident, in-
cluding a ransomware attack, shall provide
the report to the Director as soon as pos-
sible, but not later than 24 hours after re-
ceiving the report, unless a shorter period is
required by an agreement made between the
Cybersecurity Infrastructure Security Agen-
cy and the recipient Federal agency. The Di-
rector shall share and coordinate each report
pursuant to section 2231(b) of the Homeland
Security Act of 2002, as added by section 5103
of this title.

(2) RULE OF CONSTRUCTION.—The require-
ments described in paragraph (1) shall not be
construed to be a violation of any provision
of law or policy that would otherwise pro-
hibit disclosure within the executive branch.

(3) PROTECTION OF INFORMATION.—The Di-
rector shall comply with any obligations of
the recipient Federal agency described in
paragraph (1) to protect information, includ-
ing with respect to privacy, confidentiality,
or information security, if those obligations
would impose greater protection require-
ments than this title or the amendments
made by this title.

(4) FOIA EXEMPTION.—ANy report received
by the Director pursuant to paragraph (1)
shall be exempt from disclosure under sec-
tion 552(b)(3) of title 5, United States Code
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(commonly known as the ‘“‘Freedom of Infor-
mation Act”).

(b) CREATION OF COUNCIL.—Section 1752(c)
of the William M. (Mac) Thornberry National
Defense Authorization Act for Fiscal Year
2021 (6 U.S.C. 1500(c)) is amended—

(1) in paragraph (1)—

(A) in subparagraph (G), by striking ‘‘and”’
at the end;

(B) by redesignating subparagraph (H) as
subparagraph (I); and

(C) by inserting after subparagraph (G) the
following:

‘“(H) lead an intergovernmental Cyber Inci-
dent Reporting Council, in coordination with
the Director of the Office of Management
and Budget, the Attorney General, and the
Director of the Cybersecurity and Infrastruc-
ture Security Agency and in consultation
with Sector Risk Management Agencies (as
defined in section 2201 of the Homeland Secu-
rity Act of 2002 (6 U.S.C. 651)) and other ap-
propriate Federal agencies, to coordinate,
deconflict, and harmonize Federal incident
reporting requirements, including those
issued through regulations, for covered enti-
ties (as defined in section 2230 of such Act)
and entities that make a ransom payment
(as defined in such section 2201 (6 U.S.C.
651)); and’’; and

(2) by adding at the end the following:

“(3) RULE OF CONSTRUCTION.—Nothing in
paragraph (1)(H) shall be construed to pro-
vide any additional regulatory authority to
any Federal entity.”.

(c) HARMONIZING REPORTING REQUIRE-
MENTS.—The National Cyber Director shall,
in consultation with the Director, the Attor-
ney General, the Cyber Incident Reporting
Council described in section 1752(c)(1)(H) of
the William M. (Mac) Thornberry National
Defense Authorization Act for Fiscal Year
2021 (6 U.S.C. 1500(c)(1)(H)), and the Director
of the Office of Management and Budget, to
the maximum extent practicable—

(1) periodically review existing regulatory
requirements, including the information re-
quired in such reports, to report cyber inci-
dents and ensure that any such reporting re-
quirements and procedures avoid conflicting,
duplicative, or burdensome requirements;
and

(2) coordinate with the Director, the Attor-
ney General, and regulatory authorities that
receive reports relating to cyber incidents to
identify opportunities to streamline report-
ing processes, and where feasible, facilitate
interagency agreements between such au-
thorities to permit the sharing of such re-
ports, consistent with applicable law and
policy, without impacting the ability of such
agencies to gain timely situational aware-
ness of a covered cyber incident or ransom
payment.

SEC. 5105. RANSOMWARE VULNERABILITY WARN-
ING PILOT PROGRAM.

(a) PROGRAM.—Not later than 1 year after
the date of enactment of this Act, the Direc-
tor shall establish a ransomware vulner-
ability warning program to leverage existing
authorities and technology to specifically
develop processes and procedures for, and to
dedicate resources to, identifying informa-
tion systems that contain security
vulnerabilities associated with common
ransomware attacks, and to notify the own-
ers of those vulnerable systems of their secu-
rity vulnerability.

(b) IDENTIFICATION OF VULNERABLE SYS-
TEMS.—The pilot program established under
subsection (a) shall—

(1) identify the most common security
vulnerabilities utilized in ransomware at-
tacks and mitigation techniques; and

(2) utilize existing authorities to identify
Federal and other relevant information sys-
tems that contain the security
vulnerabilities identified in paragraph (1).
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(¢) ENTITY NOTIFICATION.—

(1) IDENTIFICATION.—If the Director is able
to identify the entity at risk that owns or
operates a vulnerable information system
identified in subsection (b), the Director may
notify the owner of the information system.

(2) NO IDENTIFICATION.—If the Director is
not able to identify the entity at risk that
owns or operates a vulnerable information
system identified in subsection (b), the Di-
rector may utilize the subpoena authority
pursuant to section 2209 of the Homeland Se-
curity Act of 2002 (6 U.S.C. 659) to identify
and notify the entity at risk pursuant to the
procedures within that section.

(3) REQUIRED INFORMATION.—A notification
made under paragraph (1) shall include infor-
mation on the identified security wvulner-
ability and mitigation techniques.

(d) PRIORITIZATION OF NOTIFICATIONS.—To
the extent practicable, the Director shall
prioritize covered entities for identification
and notification activities under the pilot
program established under this section.

(e) LIMITATION ON PROCEDURES.—NO proce-
dure, notification, or other authorities uti-
lized in the execution of the pilot program
established under subsection (a) shall require
an owner or operator of a vulnerable infor-
mation system to take any action as a result
of a notice of a security vulnerability made
pursuant to subsection (c).

(f) RULE OF CONSTRUCTION.—Nothing in this
section shall be construed to provide addi-
tional authorities to the Director to identify
vulnerabilities or vulnerable systems.

(g) TERMINATION.—The pilot program es-
tablished under subsection (a) shall termi-
nate on the date that is 4 years after the
date of enactment of this Act.

SEC. 5106. RANSOMWARE THREAT MITIGATION
ACTIVITIES.

(a) JOINT RANSOMWARE TASK FORCE.—

(1) IN GENERAL.—Not later than 180 days
after the date of enactment of this Act, the
National Cyber Director, in consultation
with the Attorney General and the Director
of the Federal Bureau of Investigation, shall
establish and chair the Joint Ransomware
Task Force to coordinate an ongoing nation-
wide campaign against ransomware attacks,
and identify and pursue opportunities for
international cooperation.

(2) COMPOSITION.—The Joint Ransomware
Task Force shall consist of participants from
Federal agencies, as determined appropriate
by the National Cyber Director in consulta-
tion with the Secretary of Homeland Secu-
rity.

3) RESPONSIBILITIES.—The Joint
Ransomware Task Force, utilizing only ex-
isting authorities of each participating agen-
cy, shall coordinate across the Federal Gov-
ernment the following activities:

(A) Prioritization of intelligence-driven op-
erations to disrupt specific ransomware ac-
tors.

(B) Consult with relevant private sector,
State, local, Tribal, and territorial govern-
ments and international stakeholders to
identify needs and establish mechanisms for
providing input into the Task Force.

(C) Identifying, in consultation with rel-
evant entities, a list of highest threat
ransomware entities updated on an ongoing
basis, in order to facilitate—

(i) prioritization for Federal action by ap-
propriate Federal agencies; and

(ii) identify metrics for success of said ac-
tions.

(D) Disrupting ransomware criminal ac-
tors, associated infrastructure, and their fi-
nances.

(E) Facilitating coordination and collabo-
ration between Federal entities and relevant
entities, including the private sector, to im-
prove Federal actions against ransomware
threats.
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(F) Collection, sharing, and analysis of
ransomware trends to inform Federal ac-
tions.

(G) Creation of after-action reports and
other lessons learned from Federal actions
that identify successes and failures to im-
prove subsequent actions.

(H) Any other activities determined appro-
priate by the task force to mitigate the
threat of ransomware attacks against Fed-
eral and non-Federal entities.

(b) CLARIFYING PRIVATE SECTOR LAWFUL
DEFENSIVE MEASURES.—Not later than 180
days after the date of enactment of this Act,
the National Cyber Director, in coordination
with the Secretary of Homeland Security
and the Attorney General, shall submit to
the Committee on Homeland Security and
Governmental Affairs and the Committee on
the Judiciary of the Senate and the Com-
mittee on Homeland Security, the Com-
mittee on the Judiciary, and the Committee
on Oversight and Reform of the House of
Representatives a report that describes de-
fensive measures that private sector actors
can take when countering ransomware at-
tacks and what laws need to be clarified to
enable that action.

(¢) RULE OF CONSTRUCTION.—Nothing in
this section shall be construed to provide
any additional authority to any Federal
agency.

SEC. 5107. CONGRESSIONAL REPORTING.

(a) REPORT ON STAKEHOLDER ENGAGE-
MENT.—Not later than 30 days after the date
on which the Director issues the final rule
under section 2232(b) of the Homeland Secu-
rity Act of 2002, as added by section 5103(b) of
this title, the Director shall submit to the
Committee on Homeland Security and Gov-
ernmental Affairs of the Senate and the
Committee on Homeland Security of the
House of Representatives a report that de-
scribes how the Director engaged stake-
holders in the development of the final rule.

(b) REPORT ON  OPPORTUNITIES TO
STRENGTHEN SECURITY RESEARCH.—Not later
than 1 year after the date of enactment of
this Act, the Director shall submit to the
Committee on Homeland Security and Gov-
ernmental Affairs of the Senate and the
Committee on Homeland Security of the
House of Representatives a report describing
how the National Cybersecurity and Commu-
nications Integration Center established
under section 2209 of the Homeland Security
Act of 2002 (6 U.S.C. 659) has carried out ac-
tivities under section 2231(a)(9) of the Home-
land Security Act of 2002, as added by section
5103(a) of this title, by proactively identi-
fying opportunities to use cyber incident
data to inform and enable cybersecurity re-
search within the academic and private sec-
tor.

(¢) REPORT ON RANSOMWARE VULNERABILITY
WARNING PILOT PROGRAM.—Not later than 1
year after the date of enactment of this Act,
and annually thereafter for the duration of
the pilot program established under section
5105, the Director shall submit to the Com-
mittee on Homeland Security and Govern-
mental Affairs of the Senate and the Com-
mittee on Homeland Security of the House of
Representatives a report, which may include
a classified annex, on the effectiveness of the
pilot program, which shall include a discus-
sion of the following:

(1) The effectiveness of the notifications
under section 5105(c) in mitigating security
vulnerabilities and the threat of
ransomware.

(2) Identification of the most common
vulnerabilities utilized in ransomware.

(3) The number of notifications issued dur-
ing the preceding year.

(4) To the extent practicable, the number
of vulnerable devices or systems mitigated
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under this pilot by the Agency during the
preceding year.

(d) REPORT ON HARMONIZATION OF REPORT-
ING REGULATIONS.—

(1) IN GENERAL.—Not later than 180 days
after the date on which the National Cyber
Director convenes the Council described in
section 17562(c)(1)(H) of the William M. (Mac)
Thornberry National Defense Authorization
Act for Fiscal Year 2021 (6 U.S.C.
1500(c)(1)(H)), the National Cyber Director
shall submit to the appropriate congres-
sional committees a report that includes—

(A) a list of duplicative Federal cyber inci-
dent reporting requirements on covered enti-
ties and entities that make a ransom pay-
ment;

(B) a description of any challenges in har-
monizing the duplicative reporting require-
ments;

(C) any actions the National Cyber Direc-
tor intends to take to facilitate harmonizing
the duplicative reporting requirements; and

(D) any proposed legislative changes nec-
essary to address the duplicative reporting.

(2) RULE OF CONSTRUCTION.—Nothing in
paragraph (1) shall be construed to provide
any additional regulatory authority to any
Federal agency.

(e) GAO REPORTS.—

(1) IMPLEMENTATION OF THIS TITLE.—Not
later than 2 years after the date of enact-
ment of this Act, the Comptroller General of
the United States shall submit to the Com-
mittee on Homeland Security and Govern-
mental Affairs of the Senate and the Com-
mittee on Homeland Security of the House of
Representatives a report on the implementa-
tion of this title and the amendments made
by this title.

(2) EXEMPTIONS TO REPORTING.—Not later
than 1 year after the date on which the Di-
rector issues the final rule required under
section 2232(b) of the Homeland Security Act
of 2002, as added by section 5103 of this title,
the Comptroller General of the United States
shall submit to the Committee on Homeland
Security and Governmental Affairs of the
Senate and the Committee on Homeland Se-
curity of the House of Representatives a re-
port on the exemptions to reporting under
paragraphs (2) and (5) of section 2232(a) of the
Homeland Security Act of 2002, as added by
section 5103 of this title, which shall in-
clude—

(A) to the extent practicable, an evalua-
tion of the quantity of incidents not reported
to the Federal Government;

(B) an evaluation of the impact on im-
pacted entities, homeland security, and the
national economy of the ransomware crimi-
nal ecosystem of incidents and ransom pay-
ments, including a discussion on the scope of
impact of incidents that were not reported to
the Federal Government;

(C) an evaluation of the burden, financial
and otherwise, on entities required to report
cyber incidents under this title, including an
analysis of entities that meet the definition
of a small organization and would be exempt
from ransom payment reporting but not for
being a covered entity; and

(D) a description of the consequences and
effects of the exemptions.

(f) REPORT ON EFFECTIVENESS OF ENFORCE-
MENT MECHANISMS.—Not later than 1 year
after the date on which the Director issues
the final rule required under section 2232(b)
of the Homeland Security Act of 2002, as
added by section 5103 of this title, the Direc-
tor shall submit to the Committee on Home-
land Security and Governmental Affairs of
the Senate and the Committee on Homeland
Security of the House of Representatives a
report on the effectiveness of the enforce-
ment mechanisms within section 2234 of the
Homeland Security Act of 2002, as added by
section 5103 of this title.
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TITLE LII—CISA TECHNICAL CORREC-
TIONS AND IMPROVEMENTS ACT OF 2021
SEC. 5201. SHORT TITLE.

This title may be cited as the ‘‘CISA Tech-
nical Corrections and Improvements Act of
2021’.

SEC. 5202. REDESIGNATIONS.

(a) IN GENERAL.—Subtitle A of title XXII of
the Homeland Security Act of 2002 (6 U.S.C.
651 et seq.) is amended—

(1) by redesignating section 2217 (6 U.S.C.
665f) as section 2220;

(2) by redesignating section 2216 (6 U.S.C.
665e) as section 2219;

(3) by redesignating the fourth section 2215
(relating to Sector Risk Management Agen-
cies) (6 U.S.C. 6656d) as section 2218;

(4) by redesignating the third section 2215
(relating to the Cybersecurity State Coordi-
nator) (6 U.S.C. 665¢) as section 2217; and

(5) by redesignating the second section 2215
(relating to the Joint Cyber Planning Office)
(6 U.S.C. 665b) as section 2216.

(b) TECHNICAL AND CONFORMING AMEND-
MENTS.—Section 2202(c) of the Homeland Se-
curity Act of 2002 (6 U.S.C. 652(c)) is amend-
ed—

(1) in paragraph (11), by striking ‘“‘and” at
the end;

(2) in the first paragraph (12)—

(A) by striking ‘‘section 2215 and insert-
ing ‘‘section 2217’; and

(B) by striking ‘‘and’ at the end; and

(3) by redesignating the second and third
paragraphs (12) as paragraphs (13) and (14),
respectively.

(¢) ADDITIONAL TECHNICAL AMENDMENT.—

(1) AMENDMENT.—Section 904(b)(1) of the
DOTGOV Act of 2020 (title IX of division U of
Public Law 116-260) is amended, in the mat-
ter preceding subparagraph (A), by striking
“Homeland Security Act” and inserting
‘“Homeland Security Act of 2002.

(2) EFFECTIVE DATE.—The amendment
made by paragraph (1) shall take effect as if
enacted as part of the DOTGOV Act of 2020
(title IX of division U of Public Law 116-260).
SEC. 5203. CONSOLIDATION OF DEFINITIONS.

(a) IN GENERAL.—Title XXII of the Home-
land Security Act of 2002 (6 U.S.C. 651) is
amended by inserting before the subtitle A
heading the following:

“SEC. 2200. DEFINITIONS.

‘“Except as otherwise specifically provided,
in this title:

‘(1) AGENCY.—The term °‘Agency’ means
the Cybersecurity and Infrastructure Secu-
rity Agency.

‘(2) AGENCY INFORMATION.—The term
‘agency information’ means information col-
lected or maintained by or on behalf of an
agency.

“(3) AGENCY INFORMATION SYSTEM.—The
term ‘agency information system’ means an
information system used or operated by an
agency or by another entity on behalf of an
agency.

‘“(4) APPROPRIATE CONGRESSIONAL COMMIT-
TEES.—The term ‘appropriate congressional
committees’ means—

‘“(A) the Committee on Homeland Security
and Governmental Affairs of the Senate; and

“(B) the Committee on Homeland Security
of the House of Representatives.

() CLOUD SERVICE PROVIDER.—The term
‘cloud service provider’ means an entity of-
fering products or services related to cloud
computing, as defined by the National Insti-
tutes of Standards and Technology in NIST
Special Publication 800-145 and any amend-
atory or superseding document relating
thereto.

“(6) CRITICAL INFRASTRUCTURE INFORMA-
TION.—The term ‘critical infrastructure in-
formation’ means information not custom-
arily in the public domain and related to the
security of critical infrastructure or pro-
tected systems, including—
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“‘(A) actual, potential, or threatened inter-
ference with, attack on, compromise of, or
incapacitation of critical infrastructure or
protected systems by either physical or com-
puter-based attack or other similar conduct
(including the misuse of or unauthorized ac-
cess to all types of communications and data
transmission systems) that violates Federal,
State, or local law, harms interstate com-
merce of the United States, or threatens
public health or safety;

‘(B) the ability of any critical infrastruc-
ture or protected system to resist such inter-
ference, compromise, or incapacitation, in-
cluding any planned or past assessment, pro-
jection, or estimate of the vulnerability of
critical infrastructure or a protected system,
including security testing, risk evaluation
thereto, risk management planning, or risk
audit; or

‘(C) any planned or past operational prob-
lem or solution regarding critical infrastruc-
ture or protected systems, including repair,
recovery, reconstruction, insurance, or con-
tinuity, to the extent it is related to such in-
terference, compromise, or incapacitation.

“(7) CYBER THREAT INDICATOR.—The term
‘cyber threat indicator’ means information
that is necessary to describe or identify—

‘“(A) malicious reconnaissance, including
anomalous patterns of communications that
appear to be transmitted for the purpose of
gathering technical information related to a
cybersecurity threat or security vulner-
ability;

‘“(B) a method of defeating a security con-
trol or exploitation of a security wvulner-
ability;

“(C) a security vulnerability, including
anomalous activity that appears to indicate
the existence of a security vulnerability;

‘(D) a method of causing a user with le-
gitimate access to an information system or
information that is stored on, processed by,
or transiting an information system to un-
wittingly enable the defeat of a security con-
trol or exploitation of a security vulner-
ability;

‘“(B) malicious cyber command and con-
trol;

‘“(F) the actual or potential harm caused
by an incident, including a description of the
information exfiltrated as a result of a par-
ticular cybersecurity threat;

‘(G) any other attribute of a cybersecurity
threat, if disclosure of such attribute is not
otherwise prohibited by law; or

‘‘(H) any combination thereof.

‘“(8) CYBERSECURITY PURPOSE.—The term
‘cybersecurity purpose’ means the purpose of
protecting an information system or infor-
mation that is stored on, processed by, or
transiting an information system from a cy-
bersecurity threat or security vulnerability.

‘(9) CYBERSECURITY RISK.—The term ‘cy-
bersecurity risk’—

““(A) means threats to and vulnerabilities
of information or information systems and
any related consequences caused by or re-
sulting from unauthorized access, use, dis-
closure, degradation, disruption, modifica-
tion, or destruction of such information or
information systems, including such related
consequences caused by an act of terrorism;
and

‘“(B) does not include any action that sole-
ly involves a violation of a consumer term of
service or a consumer licensing agreement.

‘(10) CYBERSECURITY THREAT.—

‘““(A) IN GENERAL.—Except as provided in
subparagraph (B), the term ‘cybersecurity
threat’ means an action, not protected by
the First Amendment to the Constitution of
the United States, on or through an informa-
tion system that may result in an unauthor-
ized effort to adversely impact the security,
availability, confidentiality, or integrity of
an information system or information that
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is stored on, processed by, or transiting an
information system.

‘(B) EXCLUSION.—The term ‘cybersecurity
threat’ does not include any action that sole-
ly involves a violation of a consumer term of
service or a consumer licensing agreement.

¢“(11) DEFENSIVE MEASURE.—

‘“(A) IN GENERAL.—Except as provided in
subparagraph (B), the term ‘defensive meas-
ure’ means an action, device, procedure, sig-
nature, technique, or other measure applied
to an information system or information
that is stored on, processed by, or transiting
an information system that detects, pre-
vents, or mitigates a known or suspected cy-
bersecurity threat or security vulnerability.

‘(B) EXCLUSION.—The term ‘defensive
measure’ does not include a measure that de-
stroys, renders unusable, provides unauthor-
ized access to, or substantially harms an in-
formation system or information stored on,
processed by, or transiting such information
system not owned by—

‘(i) the entity operating the measure; or

‘“(ii) another entity or Federal entity that
is authorized to provide consent and has pro-
vided consent to that private entity for oper-
ation of such measure.

¢(12) HOMELAND SECURITY ENTERPRISE.—
The term ‘Homeland Security Enterprise’
means relevant governmental and non-
governmental entities involved in homeland
security, including Federal, State, local, and
Tribal government officials, private sector
representatives, academics, and other policy
experts.

‘(13) INCIDENT.—The term ‘incident’ means
an occurrence that actually or imminently
jeopardizes, without lawful authority, the in-
tegrity, confidentiality, or availability of in-
formation on an information system, or ac-
tually or imminently jeopardizes, without
lawful authority, an information system.

€“(14) INFORMATION SHARING AND ANALYSIS
ORGANIZATION.—The term ‘Information Shar-
ing and Analysis Organization’ means any
formal or informal entity or collaboration
created or employed by public or private sec-
tor organizations, for purposes of—

““‘(A) gathering and analyzing critical infra-
structure information, including informa-
tion related to cybersecurity risks and inci-
dents, in order to better understand security
problems and interdependencies related to
critical infrastructure, including cybersecu-
rity risks and incidents, and protected sys-
tems, so as to ensure the availability, integ-
rity, and reliability thereof;

‘(B) communicating or disclosing critical
infrastructure information, including cyber-
security risks and incidents, to help prevent,
detect, mitigate, or recover from the effects
of a interference, compromise, or a incapaci-
tation problem related to critical infrastruc-
ture, including cybersecurity risks and inci-
dents, or protected systems; and

‘“(C) voluntarily disseminating critical in-
frastructure information, including cyberse-
curity risks and incidents, to its members,
State, local, and Federal Governments, or
any other entities that may be of assistance
in carrying out the purposes specified in sub-
paragraphs (A) and (B).

¢“(15) INFORMATION SYSTEM.—The term ‘in-
formation system’ has the meaning given the
term in section 3502 of title 44, United States
Code.

¢(16) INTELLIGENCE COMMUNITY.—The term
‘intelligence community’ has the meaning
given the term in section 3(4) of the National
Security Act of 1947 (50 U.S.C. 3003(4)).

‘(17 MANAGED SERVICE PROVIDER.—The
term ‘managed service provider’ means an
entity that delivers services, such as net-
work, application, infrastructure, or security
services, via ongoing and regular support and
active administration on the premises of a
customer, in the data center of the entity
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(such as hosting), or in a third party data
center.

¢(18) MONITOR.—The term ‘monitor’ means
to acquire, identify, or scan, or to possess,
information that is stored on, processed by,
or transiting an information system.

‘“(19) NATIONAL CYBERSECURITY ASSET RE-
SPONSE ACTIVITIES.—The term ‘national cy-
bersecurity asset response activities’
means—

‘“(A) furnishing cybersecurity technical as-
sistance to entities affected by cybersecurity
risks to protect assets, mitigate
vulnerabilities, and reduce impacts of cyber
incidents;

‘(B) identifying other entities that may be
at risk of an incident and assessing risk to
the same or similar vulnerabilities;

‘“(C) assessing potential cybersecurity
risks to a sector or region, including poten-
tial cascading effects, and developing courses
of action to mitigate such risks;

‘(D) facilitating information sharing and
operational coordination with threat re-
sponse; and

‘“(B) providing guidance on how best to uti-
lize Federal resources and capabilities in a
timely, effective manner to speed recovery
from cybersecurity risks.

‘“(20) NATIONAL SECURITY SYSTEM.—The
term ‘national security system’ has the
meaning given the term in section 11103 of
title 40, United States Code.

‘(21) RANSOM PAYMENT.—The term ‘ransom
payment’ means the transmission of any
money or other property or asset, including
virtual currency, or any portion thereof,
which has at any time been delivered as ran-
som in connection with a ransomware at-
tack.

‘“(22) RANSOMWARE ATTACK.—The
‘ransomware attack’—

‘““(A) means a cyber incident that includes
the use or threat of use of unauthorized or
malicious code on an information system, or
the use or threat of use of another digital
mechanism such as a denial of service at-
tack, to interrupt or disrupt the operations
of an information system or compromise the
confidentiality, availability, or integrity of
electronic data stored on, processed by, or
transiting an information system to extort a
demand for a ransom payment; and

‘“(B) does not include any such event where
the demand for payment is made by a Fed-
eral Government entity, good faith security
research, or in response to an invitation by
the owner or operator of the information
system for third parties to identify
vulnerabilities in the information system.

‘“(23) SECTOR RISK MANAGEMENT AGENCY.—
The term ‘Sector Risk Management Agency’
means a Federal department or agency, des-
ignated by law or Presidential directive,
with responsibility for providing institu-
tional knowledge and specialized expertise of
a sector, as well as leading, facilitating, or
supporting programs and associated activi-
ties of its designated critical infrastructure
sector in the all hazards environment in co-
ordination with the Department.

‘‘(24) SECURITY CONTROL.—The term ‘secu-
rity control’ means the management, oper-
ational, and technical controls used to pro-
tect against an unauthorized effort to ad-
versely affect the confidentiality, integrity,
and availability of an information system or
its information.

‘“(25) SECURITY VULNERABILITY.—The term
‘security vulnerability’ means any attribute
of hardware, software, process, or procedure
that could enable or facilitate the defeat of
a security control.

¢‘(26) SHARING.—The term ‘sharing’ (includ-
ing all conjugations thereof) means pro-
viding, receiving, and disseminating (includ-
ing all conjugations of each such terms).

term
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¢“(27) SUPPLY CHAIN COMPROMISE.—The term
‘supply chain compromise’ means a cyber in-
cident within the supply chain of an infor-
mation system that an adversary can lever-
age to jeopardize the confidentiality, integ-
rity, or availability of the information tech-
nology system or the information the system
processes, stores, or transmits, and can
occur at any point during the life cycle.

‘(28) VIRTUAL CURRENCY.—The term ‘vir-
tual currency’ means the digital representa-
tion of value that functions as a medium of
exchange, a unit of account, or a store of
value.

¢(29) VIRTUAL CURRENCY ADDRESS.—The
term ‘virtual currency address’ means a
unique public cryptographic key identifying
the location to which a virtual currency pay-
ment can be made.’’.

(b) TECHNICAL AND CONFORMING AMEND-
MENTS.—The Homeland Security Act of 2002
(6 U.S.C. 101 et seq.) is amended—

(1) by amending section 2201 to read as fol-
lows:

“SEC. 2201. DEFINITION.

“In this subtitle, the term ‘Cybersecurity
Advisory Committee’ means the advisory
committee established under section
2219(a).”’;

(2) in section 2202—

(A) in subsection (a)(1), by striking ‘‘(in
this subtitle referred to as the Agency)’’;

(B) in subsection (f)—

(i) in paragraph (1), by inserting ‘‘Execu-
tive”’ before ‘‘Assistant Director’’; and

(ii) in paragraph (2), by inserting ‘‘Execu-
tive”’ before ‘‘Assistant Director’’;

(3) in section 2203(a)(2), by striking ‘‘as the
‘Assistant Director’”’ and inserting ‘‘as the
‘Executive Assistant Director’’’;

(4) in section 2204(a)(2), by striking ‘‘as the
‘Assistant Director’” and inserting ‘‘as the
‘Executive Assistant Director’’’;

(5) in section 2209—

(A) by striking subsection (a);

(B) by redesignating subsections (b)
through (o) as subsections (a) through (n),
respectively;

(C) in subsection (¢c)(1)—

(i) in subparagraph (A)(iii), as so redesig-
nated, by striking ‘‘, as that term is defined
under section 3(4) of the National Security
Act of 1947 (50 U.S.C. 3003(4))”’; and

(ii) in subparagraph (B)(ii), by striking ‘“‘in-
formation sharing and analysis organiza-
tions” and inserting ‘‘Information Sharing
and Analysis Organizations’’;

(D) in subsection (d), as so redesignated—

(i) in the matter preceding paragraph (1),
by striking ‘‘subsection (¢)’’ and inserting
‘“‘subsection (b)’’; and

(ii) in paragraph (1)(E)(ii)(II), by striking
“information sharing and analysis organiza-
tions” and inserting ‘‘Information Sharing
and Analysis Organizations’;

(E) in subsection (j), as so redesignated, by
striking ‘‘subsection (c)(8)” and inserting
“‘subsection (b)(8)’; and

(F) in subsection (n), as so redesignated—

(i) in paragraph (2)(A), by striking ‘‘sub-
section (¢)(12)” and inserting ‘‘subsection
(b)(12)”’; and

(ii) in paragraph (3)(B)(i), by striking ‘‘sub-

section (c¢)(12)” and inserting ‘‘subsection
()(12);

(6) in section 2210—

(A) by striking subsection (a);

(B) by redesignating subsections (b)
through (d) as subsections (a) through (c), re-
spectively;

(C) in subsection (b), as so redesignated—

(i) by striking ‘“‘information sharing and
analysis organizations (as defined in section
2222(5))”’ and inserting ‘‘Information Sharing
and Analysis Organizations’’; and

(ii) by striking ‘‘(as defined in section
2209)’; and
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(D) in subsection (c), as so redesignated, by
striking ‘‘subsection (c¢)”’ and inserting ‘‘sub-
section (b)”’;

(7) in section 2211, by striking subsection
(h);

(8) in section 2212, by striking ‘‘informa-
tion sharing and analysis organizations (as
defined in section 2222(5))”’ and inserting ‘‘In-
formation Sharing and Analysis Organiza-
tions’’;

(9) in section 2213—

(A) by striking subsection (a);

(B) by redesignating subsections (b)
through (f) as subsections (a) through (e); re-
spectively;

(C) in subsection (b), as so redesignated, by
striking ‘‘subsection (b)”’ each place it ap-
pears and inserting ‘‘subsection (a)’’;

(D) in subsection (c), as so redesignated, in
the matter preceding paragraph (1), by strik-
ing ‘‘subsection (b)” and inserting ‘‘sub-
section (a)”’; and

(E) in subsection (d), as so redesignated—

(i) in paragraph (1)—

(I) in the matter preceding subparagraph
(A), by striking ‘‘subsection (c¢)(2)” and in-
serting ‘‘subsection (b)(2)’’;

(IT) in subparagraph (A), by striking ‘‘sub-
section (c)(1)”’ and inserting ‘‘subsection
()(1)’; and

(ITI) in subparagraph (B), by striking ‘‘sub-
section (c)(2)”’ and inserting ‘‘subsection
(0)(2)’; and

(ii) in paragraph (2), by striking ‘‘sub-
section (c)(2)”’ and inserting ‘‘subsection
(0)(2)’;

(10) in section 2216, as so redesignated—

(A) in subsection (d)(2), by striking ‘‘infor-
mation sharing and analysis organizations”
and inserting ‘‘Information Sharing and
Analysis Organizations’’; and

(B) by striking subsection (f) and inserting
the following:

“(f) CYBER DEFENSE OPERATION DEFINED.—
In this section, the term ‘cyber defense oper-
ation’ means the use of a defensive meas-
ure.’”’;

(11) in section 2218(c)(4)(A), as so redesig-
nated, by striking ‘“‘information sharing and
analysis organizations’ and inserting ‘‘Infor-
mation Sharing and Analysis Organiza-
tions’’; and

(12) in section 2222—

(A) by striking paragraphs (3), (56), and (8);

(B) by redesignating paragraph (4) as para-
graph (3); and

(C) by redesignating paragraphs (6) and (7)
as paragraphs (4) and (5), respectively.

(c) TABLE OF CONTENTS AMENDMENTS.—The
table of contents in section 1(b) of the Home-
land Security Act of 2002 (Public Law 107-296;
116 Stat. 2135) is amended—

(1) by inserting before the item relating to
subtitle A of title XXII the following:

‘“Sec. 2200. Definitions.”’;

(2) by striking the item relating to section
2201 and inserting the following:

‘“Sec. 2201. Definition.”’; and

(3) by striking the item relating to section
2214 and all that follows through the item re-
lating to section 2217 and inserting the fol-
lowing:

‘“‘Sec. 2214. National Asset Database.

“Sec. 2215. Duties and authorities relating
to .gov internet domain.

‘“Sec. 2216. Joint Cyber Planning Office.

‘‘Sec. 2217. Cybersecurity State Coordinator.

‘“‘Sec. 2218. Sector Risk Management Agen-
cies.

““‘Sec. 2219. Cybersecurity Advisory Com-
mittee.

““Sec. 2220. Cybersecurity Education and
Training Programs.”’.

(d) CYBERSECURITY ACT OF 2015 DEFINI-

TIONS.—Section 102 of the Cybersecurity Act
of 2015 (6 U.S.C. 1501) is amended—

(1) by striking paragraphs (4) through (7)
and inserting the following:
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‘“(4) CYBERSECURITY PURPOSE.—The term
‘cybersecurity purpose’ has the meaning
given the term in section 2200 of the Home-
land Security Act of 2002.

¢“(6) CYBERSECURITY THREAT.—The term
‘cybersecurity threat’ has the meaning given
the term in section 2200 of the Homeland Se-
curity Act of 2002.

‘(6) CYBER THREAT INDICATOR.—The term
‘cyber threat indicator’ has the meaning
given the term in section 2200 of the Home-
land Security Act of 2002.

“‘(7T) DEFENSIVE MEASURE.—The term ‘defen-
sive measure’ has the meaning given the
term in section 2200 of the Homeland Secu-
rity Act of 2002.”’;

(2) by striking paragraph (13) and inserting
the following:

‘(13) MONITOR.— The term ‘monitor’ has
the meaning given the term in section 2200 of
the Homeland Security Act of 2002.”’; and

(3) by striking paragraphs (16) and (17) and
inserting the following:

‘(16) SECURITY CONTROL.—The term ‘secu-
rity control’ has the meaning given the term
in section 2200 of the Homeland Security Act
of 2002.

“(17) SECURITY VULNERABILITY.—The term
‘security vulnerability’ has the meaning
given the term in section 2200 of the Home-
land Security Act of 2002.”.

SEC. 5204. ADDITIONAL TECHNICAL AND CON-
FORMING AMENDMENTS.

(a) FEDERAL CYBERSECURITY ENHANCEMENT
AcCT OF 2015.—The Federal Cybersecurity En-
hancement Act of 2015 (6 U.S.C. 1521 et seq.)
is amended—

(1) in section 222 (6 U.S.C. 1521)—

(A) in paragraph (2), by striking ‘‘section
2210’ and inserting ‘‘section 2200’’; and

(B) in paragraph (4), by striking ‘‘section
2209’ and inserting ‘‘section 2200’’;

(2) in section 223(b) (6 U.S.C. 1561 note), by
striking ‘‘section 2213(b)(1)”’ each place it ap-
pears and inserting ‘‘section 2213(a)(1)’’;

(3) in section 226 (6 U.S.C. 1524)—

(A) in subsection (a)—

(i) in paragraph (1), by striking ‘‘section
2213’ and inserting ‘‘section 2200’’;

(ii) in paragraph (2), by striking ‘‘section
102’ and inserting ‘‘section 2200 of the Home-
land Security Act of 2002"’;

(iii) in paragraph (4), by striking ‘‘section
2210(b)(1)”’ and inserting ‘‘section 2210(a)(1)’’;
and

(iv) in paragraph (5), by striking ‘‘section
2213(b)”’ and inserting ‘‘section 2213(a)’’; and

(B) in subsection (c)(1)(A)(vi), by striking
“‘section 2213(c)(5)”’ and inserting ‘‘section
2213(b)(5)”’; and

(4) in section 227(b) (6 U.S.C. 1525(b)), by
striking ‘‘section 2213(d)(2)” and inserting
‘“‘section 2213(c)(2)”.

(b) PUBLIC HEALTH SERVICE ACT.—Section
2811(b)(4)(D) of the Public Health Service Act
(42 U.S.C. 300hh-10(b)(4)(D)) is amended by
striking ‘‘section 228(c) of the Homeland Se-
curity Act of 2002 (6 U.S.C. 149(c))” and in-
serting ‘‘section 2210(b) of the Homeland Se-
curity Act of 2002 (6 U.S.C. 660(b))”.

(c) WILLIAM M. (MAC) THORNBERRY NA-
TIONAL DEFENSE AUTHORIZATION ACT OF FIs-
CAL YEAR 2021.—Section 9002 of the William
M. (Mac) Thornberry National Defense Au-
thorization Act for Fiscal Year 2021 (6 U.S.C.
652a) is amended—

(1) in subsection (a)—

(A) in paragraph (5), by striking ‘‘section
2222(5) of the Homeland Security Act of 2002
(6 U.S.C. 671(5))” and inserting ‘‘section 2200
of the Homeland Security Act of 2002”’; and

(B) by amending paragraph (7) to read as
follows:

“(T) SECTOR RISK MANAGEMENT AGENCY.—
The term ‘Sector Risk Management Agency’
has the meaning given the term in section
2200 of the Homeland Security Act of 2002.”’;



S8260

(2) in subsection (¢)(3)(B), by striking ‘‘sec-
tion 2201(5)” and inserting ‘‘section 2200’’;
and

(3) in subsection (d)—

(A) by striking ‘‘section 2215 and insert-
ing ‘‘section 2218”’; and

(B) by striking ‘‘, as added by this sec-
tion”.

(d) NATIONAL SECURITY ACT OF 1947.—Sec-
tion 113B of the National Security Act of 1947
(60 U.S.C. 3049a(b)(4)) is amended by striking
‘‘section 226 of the Homeland Security Act of
2002 (6 U.S.C. 147)” and inserting ‘‘section
2208 of the Homeland Security Act of 2002 (6
U.S.C. 6568)".

(e) I0T CYBERSECURITY IMPROVEMENT ACT
OF 2020.—Section 5(b)(3) of the IoT Cyberse-
curity Improvement Act of 2020 (15 U.S.C.
2782g-3c) is amended by striking ‘‘section
2209(m) of the Homeland Security Act of 2002
(6 U.S.C. 659(m))” and inserting ‘‘section
2209(1) of the Homeland Security Act of 2002
(6 U.S.C. 659(1))”".

(f) SMALL BUSINESS AcT.—Section
21(a)(8)(B) of the Small Business Act (15
U.S.C. 648(a)(8)(B)) is amended by striking
“‘section 2209(a)”’” and inserting ‘‘section
2200’.

(g) TITLE 46.—Section 70101(2) of title 46,
United States Code, is amended by striking
“section 227 of the Homeland Security Act of
2002 (6 U.S.C. 148)” and inserting ‘‘section
2200 of the Homeland Security Act of 2002".

SA 4674. Mr. PETERS (for himself
and Mr. PORTMAN) submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr.
REED and intended to be proposed to
the bill H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the end, add the following:

DIVISION E—FEDERAL INFORMATION

SECURITY MODERNIZATION ACT OF 2021
SEC. 5101. SHORT TITLE.

This division may be cited as the ‘‘Federal
Information Security Modernization Act of
2021,

SEC. 5102. DEFINITIONS.

In this division, unless otherwise specified:

(1) ADDITIONAL CYBERSECURITY PROCE-
DURE.—The term ‘‘additional cybersecurity
procedure’ has the meaning given the term
in section 3552(b) of title 44, United States
Code, as amended by this division.

(2) AGENCY.—The term ‘‘agency’’ has the
meaning given the term in section 3502 of
title 44, United States Code.

(3) APPROPRIATE CONGRESSIONAL COMMIT-
TEES.—The term ‘‘appropriate congressional
committees” means—

(A) the Committee on Homeland Security
and Governmental Affairs of the Senate;

(B) the Committee on Oversight and Re-
form of the House of Representatives; and

(C) the Committee on Homeland Security
of the House of Representatives.

(4) DIRECTOR.—The term ‘‘Director’ means
the Director of the Office of Management
and Budget.

(5) INCIDENT.—The term ‘‘incident’ has the
meaning given the term in section 3552(b) of
title 44, United States Code.

(6) NATIONAL SECURITY SYSTEM.—The term
“national security system’ has the meaning
given the term in section 3552(b) of title 44,
United States Code.

(7) PENETRATION TEST.—The term ‘‘penetra-
tion test’ has the meaning given the term in
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section 3552(b) of title 44, United States
Code, as amended by this division.

(8) THREAT HUNTING.—The term ‘‘threat
hunting” means proactively and iteratively
searching for threats to systems that evade
detection by automated threat detection sys-
tems.

TITLE LI—UPDATES TO FISMA
SEC. 5121. TITLE 44 AMENDMENTS.

(a) SUBCHAPTER I AMENDMENTS.—Sub-
chapter I of chapter 35 of title 44, United
States Code, is amended—

(1) in section 3504—

(A) in subsection (a)(1)(B)—

(i) by striking clause (v) and inserting the
following:

‘“(v) confidentiality, privacy,
and sharing of information;”’;

(ii) by redesignating clause (vi) as clause
(vii); and

(iii) by inserting after clause (v) the fol-
lowing:

‘“(vi) in consultation with the National
Cyber Director and the Director of the Cy-
bersecurity and Infrastructure Security
Agency, security of information; and’’; and

(B) in subsection (g), by striking paragraph
(1) and inserting the following:

‘(1) develop, and in consultation with the
Director of the Cybersecurity and Infrastruc-
ture Security Agency and the National
Cyber Director, oversee the implementation
of policies, principles, standards, and guide-
lines on privacy, confidentiality, security,
disclosure and sharing of information col-
lected or maintained by or for agencies;
and’’;

(2) in section 3505—

(A) in paragraph (3) of the first subsection
designated as subsection (¢)—

(i) in subparagraph (B)—

(D by inserting ‘‘the Director of the Cyber-
security and Infrastructure Security Agency,
the National Cyber Director, and’’ before
‘‘the Comptroller General’’; and

(IT) by striking ‘“‘and’’ at the end;

(ii) in subparagraph (C)(v), by striking the
period at the end and inserting ‘‘; and’’; and

(iii) by adding at the end the following:

‘(D) maintained on a continual basis
through the use of automation, machine-
readable data, and scanning.’’; and

(B) by striking the second subsection des-
ignated as subsection (c);

(3) in section 3506—

(A) in subsection (b)(1)(C), by inserting *‘,
availability” after ‘‘integrity’’; and

(B) in subsection (h)(3), by inserting ‘‘secu-
rity,” after ‘“‘efficiency,”; and

(4) in section 3513—

(A) by redesignating subsection (c) as sub-
section (d); and

(B) by inserting after subsection (b) the
following:

‘“(c) Each agency providing a written plan
under subsection (b) shall provide any por-
tion of the written plan addressing informa-
tion security or cybersecurity to the Direc-
tor of the Cybersecurity and Infrastructure
Security Agency.”.

(b) SUBCHAPTER II DEFINITIONS.—

(1) IN GENERAL.—Section 3552(b) of title 44,
United States Code, is amended—

(A) by redesignating paragraphs (1), (2), (3),
(4), (), (6), and (7) as paragraphs (2), (3), (4),
(5), (6), (9), and (11), respectively;

(B) by inserting before paragraph (2), as so
redesignated, the following:

‘(1) The term ‘additional cybersecurity
procedure’ means a process, procedure, or
other activity that is established in excess of
the information security standards promul-
gated under section 11331(b) of title 40 to in-
crease the security and reduce the cyberse-
curity risk of agency systems.”’;

(C) by inserting after paragraph (6), as so
redesignated, the following:
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November 16, 2021

“(7) The term ‘high value asset’ means in-
formation or an information system that the
head of an agency determines so critical to
the agency that the loss or corruption of the
information or the loss of access to the infor-
mation system would have a serious impact
on the ability of the agency to perform the
mission of the agency or conduct business.

‘“(8) The term ‘major incident’ has the
meaning given the term in guidance issued
by the Director under section 3598(a).”’;

(D) by inserting after paragraph (9), as so
redesignated, the following:

‘“(10) The term ‘penetration test’ means a
specialized type of assessment that—

““(A) is conducted on an information sys-
tem or a component of an information sys-
tem; and

‘“(B) emulates an attack or other exploi-
tation capability of a potential adversary,
typically under specific constraints, in order
to identify any vulnerabilities of an informa-
tion system or a component of an informa-
tion system that could be exploited.’”’; and

(E) by inserting after paragraph (11), as so
redesignated, the following:

‘“(12) The term ‘shared service’ means a
centralized business or mission capability
that is provided to multiple organizations
within an agency or to multiple agencies.”.

(2) CONFORMING AMENDMENTS.—

(A) HOMELAND SECURITY ACT OF 2002.—Sec-
tion 1001(c)(1)(A) of the Homeland Security
Act of 2002 (6 U.S.C. 511(1)(A)) is amended by
striking ‘‘section 3552(b)(5)”’ and inserting
“‘section 35562(b)”’.

(B) TITLE 10.—

(i) SECTION 2222.—Section 2222(i)(8) of title
10, United States Code, is amended by strik-
ing ‘‘section 3552(b)(6)(A)” and inserting
“‘section 3552(b)(9)(A)”.

(ii) SECTION 2223.—Section 2223(c)(3) of title
10, United States Code, is amended by strik-
ing ‘‘section 3552(b)(6)’ and inserting ‘‘sec-
tion 3552(b)”’.

(iii) SECTION 2315.—Section 2315 of title 10,
United States Code, is amended by striking
‘“‘section 35562(b)(6)° and inserting ‘‘section
35562(b)"".

(iv) SECTION 2339A.—Section 2339a(e)(5) of
title 10, United States Code, is amended by
striking ‘‘section 3552(b)(6)”’ and inserting
‘“‘section 3552(b)”’.

(C) HIGH-PERFORMANCE COMPUTING ACT OF
1991.—Section 207(a) of the High-Performance
Computing Act of 1991 (156 U.S.C. 5527(a)) is

amended by striking ‘“‘section
3662(b)(6)(A)(i)”” and inserting ‘‘section
3552(0)(9(A)(@)”.

(D) INTERNET OF THINGS CYBERSECURITY IM-
PROVEMENT ACT OF 2020.—Section 3(5) of the
Internet of Things Cybersecurity Improve-
ment Act of 2020 (15 U.S.C. 278g-3a) is amend-
ed by striking ‘‘section 3552(b)(6)’’ and insert-
ing ‘‘section 3552(b)”’.

(E) NATIONAL DEFENSE AUTHORIZATION ACT
FOR FISCAL YEAR 2013.—Section 933(e)(1)(B) of
the National Defense Authorization Act for
Fiscal Year 2013 (10 U.S.C. 2224 note) is
amended by striking ‘‘section 3542(b)(2)”’ and
inserting ‘‘section 3552(b)”’.

(F) IKE SKELTON NATIONAL DEFENSE AUTHOR-
IZATION ACT FOR FISCAL YEAR 2011.—The Ike
Skelton National Defense Authorization Act
for Fiscal Year 2011 (Public Law 111-383) is
amended—

(i) in section 806(e)(5) (10 U.S.C. 2304 note),
by striking ‘‘section 3542(b)”’ and inserting
“‘section 3552(b)’’;

(ii) in section 931(b)(3) (10 U.S.C. 2223 note),
by striking ‘‘section 3542(b)(2)"’ and inserting
“‘section 3552(b)’’; and

(iii) in section 932(b)(2) (10 U.S.C. 2224
note), by striking ‘‘section 3542(b)(2)’’ and in-
serting ‘‘section 3552(b)’’.

(G) E-GOVERNMENT ACT OF 2002.—Section
301(c)(1)(A) of the E-Government Act of 2002
(44 U.S.C. 3501 note) is amended by striking
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‘“‘section 3542(b)(2)”’
3552(b)”’.

(H) NATIONAL INSTITUTE OF STANDARDS AND
TECHNOLOGY ACT.—Section 20 of the National
Institute of Standards and Technology Act
(15 U.S.C. 278g-3) is amended—

(i) in subsection (a)(2), by striking ‘‘section
35662(b)(5)”’ and inserting ‘‘section 3552(b)’’;
and

(ii) in subsection (f)—

(I) in paragraph (3), by striking ‘‘section
35632(1)”’ and inserting ‘‘section 3552(b)’’; and

(IT) in paragraph (5), by striking ‘‘section
3532(b)(2)”’ and inserting ‘‘section 3552(b)”’.

(c) SUBCHAPTER II AMENDMENTS.—Sub-
chapter II of chapter 35 of title 44, United
States Code, is amended—

(1) in section 3551—

(A) in paragraph (4), by striking ‘‘diagnose
and improve” and inserting ‘‘integrate, de-
liver, diagnose, and improve’’;

(B) in paragraph (5), by striking ‘‘and” at
the end;

(C) in paragraph (6), by striking the period
at the end and inserting a semi colon; and

(D) by adding at the end the following:

‘(T recognize that each agency has spe-
cific mission requirements and, at times,
unique cybersecurity requirements to meet
the mission of the agency;

‘“(8) recognize that each agency does not
have the same resources to secure agency
systems, and an agency should not be ex-
pected to have the capability to secure the
systems of the agency from advanced adver-
saries alone; and

‘“(9) recognize that a holistic Federal cy-
bersecurity model is necessary to account
for differences between the missions and ca-
pabilities of agencies.’’;

(2) in section 3553—

(A) by striking the section heading and in-
serting ‘‘Authority and functions of the Di-
rector and the Director of the Cybersecurity
and Infrastructure Security Agency’’.

(B) in subsection (a)—

(i) in paragraph (1), by inserting ‘‘, in con-
sultation with the Director of the Cybersecu-
rity and Infrastructure Security Agency and
the National Cyber Director,” before ‘‘over-
seeing”’;

(ii) in paragraph (5), by striking ‘“‘and” at
the end; and

(iii) by adding at the end the following:

‘“(8) promoting, in consultation with the
Director of the Cybersecurity and Infrastruc-
ture Security Agency and the Director of the
National Institute of Standards and Tech-
nology—

““(A) the use of automation to improve
Federal cybersecurity and visibility with re-
spect to the implementation of Federal cy-
bersecurity; and

‘“(B) the use of presumption of compromise
and least privilege principles to improve re-
siliency and timely response actions to inci-
dents on Federal systems.”’;

(C) in subsection (b)—

(i) by striking the subsection heading and
inserting ‘‘CYBERSECURITY AND INFRASTRUC-
TURE SECURITY AGENCY”’;

(ii) in the matter preceding paragraph (1),
by striking ‘“The Secretary, in consultation
with the Director’ and inserting ‘‘The Direc-
tor of the Cybersecurity and Infrastructure
Security Agency, in consultation with the
Director and the National Cyber Director’’;

(iii) in paragraph (2)—

(I) in subparagraph (A), by inserting ‘‘and
reporting requirements under subchapter IV
of this title’” after ‘‘section 3556°’; and

(IT) in subparagraph (D), by striking ‘‘the
Director or Secretary’” and inserting ‘‘the
Director of the Cybersecurity and Infrastruc-
ture Security Agency’’;

(iv) in paragraph (5), by striking ‘‘coordi-
nating’”’ and inserting ‘‘leading the coordina-
tion of’’;

and inserting ‘‘section
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(v) in paragraph (8), by striking ‘‘the Sec-
retary’s discretion’ and inserting ‘‘the Di-
rector of the Cybersecurity and Infrastruc-
ture Security Agency’s discretion’’; and

(vi) in paragraph (9), by striking ‘‘as the
Director or the Secretary, in consultation
with the Director,”” and inserting ‘‘as the Di-
rector of the Cybersecurity and Infrastruc-
ture Security Agency’’;

(D) in subsection (¢)—

(i) in the matter preceding paragraph (1),
by striking ‘‘each year’ and inserting ‘‘each
year during which agencies are required to
submit reports under section 3554(c)”’;

(ii) by striking paragraph (1);

(iii) by redesignating paragraphs (2), (3),
and (4) as paragraphs (1), (2), and (3), respec-
tively;

(iv) in paragraph (3), as so redesignated, by
striking ‘“‘and’’ at the end;

(v) by inserting after paragraph (3), as so
redesignated the following:

“(4) a summary of each assessment of Fed-
eral risk posture performed under subsection
1);’; and

(vi) in paragraph (5), by striking the period
at the end and inserting ‘‘; and’’;

(E) by redesignating subsections (i), (j),
(k), and (1) as subsections (j), (k), (1), and (m)
respectively;

(F) by inserting after subsection (h) the
following:

“(i) FEDERAL RISK ASSESSMENTS.—On an
ongoing and continuous basis, the Director
of the Cybersecurity and Infrastructure Se-
curity Agency shall perform assessments of
Federal risk posture using any available in-
formation on the cybersecurity posture of
agencies, and brief the Director and National
Cyber Director on the findings of those as-
sessments including—

‘(1) the status of agency cybersecurity re-
medial actions described in section 3554(b)(7);

‘(2) any vulnerability information relating
to the systems of an agency that is known by
the agency;

““(3) analysis of incident information under
section 3597;

‘“(4) evaluation of penetration testing per-
formed under section 3559A;

‘“(5) evaluation of vulnerability disclosure
program information under section 3559B;

‘(6) evaluation of agency threat hunting
results;

‘(7 evaluation of Federal and non-Federal
cyber threat intelligence;

‘(8) data on agency compliance with stand-
ards issued under section 11331 of title 40;

‘“(9) agency system risk assessments per-
formed under section 3554(a)(1)(A); and

‘“(10) any other information the Director of
the Cybersecurity and Infrastructure Secu-
rity Agency determines relevant.”’; and

(G) in subsection (j), as so redesignated—

(i) by striking ‘‘regarding the specific’’ and
inserting ‘‘that includes a summary of—

‘(1) the specific’’;

(ii) in paragraph (1), as so designated, by
striking the period at the end and inserting
‘¢, and” and

(iii) by adding at the end the following:

‘“(2) the trends identified in the Federal
risk assessment performed under subsection
(i).”; and

(H) by adding at the end the following:

“(n) BINDING OPERATIONAL DIRECTIVES.—If
the Director of the Cybersecurity and Infra-
structure Security Agency issues a binding
operational directive or an emergency direc-
tive under this section, not later than 2 days
after the date on which the binding oper-
ational directive requires an agency to take
an action, the Director of the Cybersecurity
and Infrastructure Security Agency shall
provide to the appropriate reporting entities
the status of the implementation of the bind-
ing operational directive at the agency.”’;

(3) in section 3554—
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(A) in subsection (a)—

(i) in paragraph (1)—

(I) by redesignating subparagraphs (A), (B),
and (C) as subparagraphs (B), (C), and (D), re-
spectively;

(IT) by inserting before subparagraph (B),
as so redesignated, the following:

‘““(A) on an ongoing and continuous basis,
performing agency system risk assessments
that—

‘(i) identify and document the high value
assets of the agency using guidance from the
Director;

¢“(ii) evaluate the data assets inventoried
under section 3511 for sensitivity to com-
promises in confidentiality, integrity, and
availability;

‘“(iii) identify agency systems that have
access to or hold the data assets inventoried
under section 3511;

‘(iv) evaluate the threats facing agency
systems and data, including high value as-
sets, based on Federal and non-Federal cyber
threat intelligence products, where avail-
able;

‘“(v) evaluate the vulnerability of agency
systems and data, including high value as-
sets, including by analyzing—

‘(I the results of penetration testing per-
formed by the Department of Homeland Se-
curity under section 3553(b)(9);

‘“(IT) the results of penetration testing per-
formed under section 3559A;

“(ITII) information provided to the agency
through the vulnerability disclosure pro-
gram of the agency under section 3559B;

“(IV) incidents; and

(V) any other vulnerability information
relating to agency systems that is known to
the agency;

‘‘(vi) assess the impacts of potential agen-
cy incidents to agency systems, data, and op-
erations based on the evaluations described
in clauses (ii) and (iv) and the agency sys-
tems identified under clause (iii); and

‘“(vii) assess the consequences of potential
incidents occurring on agency systems that
would impact systems at other agencies, in-
cluding due to interconnectivity between dif-
ferent agency systems or operational reli-
ance on the operations of the system or data
in the system;”’;

(ITI) in subparagraph (B), as so redesig-
nated, in the matter preceding clause (i), by
striking ‘‘providing information’ and insert-
ing ‘‘using information from the assessment
conducted under subparagraph (A), pro-
viding, in consultation with the Director of
the Cybersecurity and Infrastructure Secu-
rity Agency, information’’;

(IV) in subparagraph (C), as so redesig-
nated—

(aa) in clause (ii) by inserting ‘‘binding”’
before ‘‘operational’; and

(bb) in clause (vi), by striking ‘‘and” at the
end; and

(V) by adding at the end the following:

‘“(E) providing an update on the ongoing
and continuous assessment performed under
subparagraph (A)—

‘(i) upon request, to the inspector general
of the agency or the Comptroller General of
the United States; and

‘“(ii) on a periodic basis, as determined by
guidance issued by the Director but not less
frequently than annually, to—

‘(I) the Director;

‘‘(IT) the Director of the Cybersecurity and
Infrastructure Security Agency; and

‘“(III) the National Cyber Director;

“(F) in consultation with the Director of
the Cybersecurity and Infrastructure Secu-
rity Agency and not less frequently than
once every 3 years, performing an evaluation
of whether additional cybersecurity proce-
dures are appropriate for securing a system
of, or under the supervision of, the agency,
which shall—
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‘(i) be completed considering the agency
system risk assessment performed under sub-
paragraph (A); and

‘‘(ii) include a specific evaluation for high
value assets;

‘“(G) not later than 30 days after com-
pleting the evaluation performed under sub-
paragraph (F), providing the evaluation and
an implementation plan, if applicable, for
using additional cybersecurity procedures
determined to be appropriate to—

‘(i) the Director of the Cybersecurity and
Infrastructure Security Agency;

‘‘(ii) the Director; and

‘‘(iii) the National Cyber Director; and

‘“‘(H) if the head of the agency determines
there is need for additional cybersecurity
procedures, ensuring that those additional
cybersecurity procedures are reflected in the
budget request of the agency in accordance
with the risk-based cyber budget model de-
veloped pursuant to section 35563(a)(7);”’;

(ii) in paragraph (2)—

(I) in subparagraph (A), by inserting ‘“in
accordance with the agency system risk as-
sessment performed under paragraph (1)(A)”
after ‘‘information systems’’;

(IT) in subparagraph (B)—

(aa) by striking ‘‘in accordance with stand-
ards’ and inserting ‘‘in accordance with—

‘(i) standards’’; and

(bb) by adding at the end the following:

‘“(ii) the evaluation performed under para-
graph (1)(F); and

‘“(iii) the implementation plan described in
paragraph (1)(G);”’; and

(ITI) in subparagraph (D), by inserting *,
through the use of penetration testing, the
vulnerability disclosure program established
under section 3559B, and other means,”’ after
“periodically’’;

(iii) in paragraph (3)—

(I) in subparagraph (A)—

(aa) in clause (iii), by striking ‘‘and’ at the
end;

(bb) in clause (iv), by adding ‘‘and’ at the
end; and

(cc) by adding at the end the following:

““(v) ensure that—

“(I) senior agency information security of-
ficers of component agencies carry out re-
sponsibilities under this subchapter, as di-
rected by the senior agency information se-
curity officer of the agency or an equivalent
official; and

‘“(IT) senior agency information security
officers of component agencies report to—

‘‘(aa) the senior information security offi-
cer of the agency or an equivalent official;
and

“‘(bb) the Chief Information Officer of the
component agency or an equivalent offi-
cial;”’; and

(iv) in paragraph (5), by inserting ‘“‘and the
Director of the Cybersecurity and Infrastruc-
ture Security Agency’’ before ‘‘on the effec-
tiveness’’;

(B) in subsection (b)—

(i) by striking paragraph (1) and inserting
the following:

‘(1) pursuant to subsection (a)(1)(A), per-
forming ongoing and continuous agency sys-
tem risk assessments, which may include
using guidelines and automated tools con-
sistent with standards and guidelines pro-
mulgated under section 11331 of title 40, as
applicable;’’;

(ii) in paragraph (2)—

(I) by striking subparagraph (B) and insert-
ing the following:

“(B) comply with the risk-based cyber
budget model developed pursuant to section
35563(a)(7);”’; and

(IT) in subparagraph (D)—

(aa) by redesignating clauses (iii) and (iv)
as clauses (iv) and (v), respectively;

(bb) by inserting after clause (ii) the fol-
lowing:
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‘“(iii) binding operational directives and
emergency directives promulgated by the Di-
rector of the Cybersecurity and Infrastruc-
ture Security Agency under section 3553;";
and

(cc) in clause (iv), as so redesignated, by
striking ‘‘as determined by the agency; and”
and inserting ‘‘as determined by the agency,
considering—

‘“(I) the agency risk assessment performed
under subsection (a)(1)(A); and

‘“(IT) the determinations of applying more
stringent standards and additional cyberse-
curity procedures pursuant to section
11331(c)(1) of title 40; and’’;

(iii) in paragraph (5)(A), by inserting ¢, in-
cluding penetration testing, as appropriate,”
after ‘‘shall include testing’’;

(iv) in paragraph (6), by striking ‘‘plan-
ning, implementing, evaluating, and docu-
menting’’ and inserting ‘‘planning and imple-
menting and, in consultation with the Direc-
tor of the Cybersecurity and Infrastructure
Security Agency, evaluating and docu-
menting”’;

(v) by redesignating paragraphs (7) and (8)
as paragraphs (8) and (9), respectively;

(vi) by inserting after paragraph (6) the fol-
lowing:

“(T a process for providing the status of
every remedial action and known system
vulnerability to the Director and the Direc-
tor of the Cybersecurity and Infrastructure
Security Agency, using automation and ma-
chine-readable data to the greatest extent
practicable;”’; and

(vii) in paragraph (8)(C),
nated—

(I) by striking clause (ii) and inserting the
following:

“(ii) notifying and consulting with the
Federal information security incident center
established under section 3556 pursuant to
the requirements of section 3594;"’;

(IT) by redesignating clause (iii) as clause
iv);

(III) by inserting after clause (ii) the fol-
lowing:

‘(iii) performing the notifications and
other activities required under subchapter
IV of this title; and’’; and

(IV) in clause (iv), as so redesignated—

(aa) in subclause (I), by striking ‘‘and rel-
evant offices of inspectors general’’;

(bb) in subclause (II), by adding ‘“‘and” at
the end;

(ce) by striking subclause (I1I); and

(dd) by redesignating subclause (IV) as sub-
clause (I1I);

(C) in subsection (¢c)—

(i) by redesignating paragraph (2) as para-
graph (5);

(ii) by striking paragraph (1) and inserting
the following:

‘(1) BIANNUAL REPORT.—Not later than 2
years after the date of enactment of the Fed-
eral Information Security Modernization Act
of 2021 and not less frequently than once
every 2 years thereafter, using the contin-
uous and ongoing agency system risk assess-
ment under subsection (a)(1)(A), the head of
each agency shall submit to the Director,
the Director of the Cybersecurity and Infra-
structure Security Agency, the majority and
minority leaders of the Senate, the Speaker
and minority leader of the House of Rep-
resentatives, the Committee on Homeland
Security and Governmental Affairs of the
Senate, the Committee on Oversight and Re-
form of the House of Representatives, the
Committee on Homeland Security of the
House of Representatives, the Committee on
Commerce, Science, and Transportation of
the Senate, the Committee on Science,
Space, and Technology of the House of Rep-
resentatives, the appropriate authorization
and appropriations committees of Congress,
the National Cyber Director, and the Comp-

as so redesig-
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troller General of the United States a report
that—

““(A) summarizes the agency system risk
assessment performed under subsection
(a))(A);

‘“(B) evaluates the adequacy and effective-
ness of information security policies, proce-
dures, and practices of the agency to address
the risks identified in the agency system
risk assessment performed under subsection
(a)(1)(A), including an analysis of the agen-
cy’s cybersecurity and incident response ca-
pabilities using the metrics established
under section 224(c) of the Cybersecurity Act
of 2015 (6 U.S.C. 15622(c));

“(C) summarizes the evaluation and imple-
mentation plans described in subparagraphs
(F) and (G) of subsection (a)(1) and whether
those evaluation and implementation plans
call for the use of additional cybersecurity
procedures determined to be appropriate by
the agency; and

‘(D) summarizes the status of remedial ac-
tions identified by inspector general of the
agency, the Comptroller General of the
United States, and any other source deter-
mined appropriate by the head of the agency.

‘“(2) UNCLASSIFIED REPORTS.—Each report
submitted under paragraph (1)—

‘‘(A) shall be, to the greatest extent prac-
ticable, in an unclassified and otherwise un-
controlled form; and

‘(B) may include a classified annex.

‘“(3) ACCESS TO INFORMATION.—The head of
an agency shall ensure that, to the greatest
extent practicable, information is included
in the unclassified form of the report sub-
mitted by the agency under paragraph (2)(A).

‘“(4) BRIEFINGS.—During each year during
which a report is not required to be sub-
mitted under paragraph (1), the Director
shall provide to the congressional commit-
tees described in paragraph (1) a briefing
summarizing current agency and Federal
risk postures.’’; and

(iii) in paragraph (5), as so redesignated, by
inserting ‘‘including the reporting proce-
dures established under section 11315(d) of
title 40 and subsection (a)(3)(A)(v) of this sec-
tion”’; and

(D) in subsection (d)(1), in the matter pre-
ceding subparagraph (A), by inserting ‘‘and
the Director of the Cybersecurity and Infra-
structure Security Agency’’ after ‘‘the Direc-
tor’’; and

(4) in section 35556—

(A) in the section heading, by striking ‘‘AN-
NUAL INDEPENDENT”’ and inserting ‘‘INDE-
PENDENT’;

(B) in subsection (a)—

(i) in paragraph (1), by inserting ‘‘during
which a report is required to be submitted
under section 3553(c),”” after ‘‘Each year’’;

(ii) in paragraph (2)(A), by inserting ‘‘, in-
cluding by penetration testing and analyzing
the vulnerability disclosure program of the
agency’’ after ‘‘information systems’’; and

(iii) by adding at the end the following:

“(3) An evaluation under this section may
include recommendations for improving the
cybersecurity posture of the agency.’’;

(C) in subsection (b)(1), by striking ‘‘an-
nual’’;

(D) in subsection (e)(1), by inserting ‘‘dur-
ing which a report is required to be sub-
mitted under section 3553(c)”’ after ‘‘Each
year’’;

(E) by striking subsection (f) and inserting
the following:

“(f) PROTECTION OF INFORMATION.—(1)
Agencies, evaluators, and other recipients of
information that, if disclosed, may cause
grave harm to the efforts of Federal informa-
tion security officers shall take appropriate
steps to ensure the protection of that infor-
mation, including safeguarding the informa-
tion from public disclosure.
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‘‘(2) The protections required under para-
graph (1) shall be commensurate with the
risk and comply with all applicable laws and
regulations.

‘“(3) With respect to information that is
not related to national security systems,
agencies and evaluators shall make a sum-
mary of the information unclassified and
publicly available, including information
that does not identify—

““(A) specific information system incidents;
or

“(B) specific
vulnerabilities.”’;

(F) in subsection (g)(2)—

(i) by striking ‘‘this subsection shall’”’ and
inserting ‘‘this subsection—

“(A) shall”;

(ii) in subparagraph (A), as so designated,
by striking the period at the end and insert-
ing ‘‘; and’’; and

(iii) by adding at the end the following:

‘(B) identify any entity that performs an
independent evaluation under subsection
(b).””; and

(G) by striking subsection (j) and inserting
the following:

““(j) GUIDANCE.—

‘(1) IN GENERAL.—The Director, in con-
sultation with the Director of the Cybersecu-
rity and Infrastructure Security Agency, the
Chief Information Officers Council, the
Council of the Inspectors General on Integ-
rity and Efficiency, and other interested par-
ties as appropriate, shall ensure the develop-
ment of guidance for evaluating the effec-
tiveness of an information security program
and practices

‘(2) PRIORITIES.—The guidance developed
under paragraph (1) shall prioritize the iden-
tification of—

‘“(A) the most common threat patterns ex-
perienced by each agency;

‘(B) the security controls that address the
threat patterns described in subparagraph
(A); and

‘(C) any other security risks unique to the
networks of each agency.”’; and

(5) in section 3556(a)—

(A) in the matter preceding paragraph (1),
by inserting ‘‘within the Cybersecurity and
Infrastructure Security Agency’ after ‘‘inci-
dent center”’; and

(B) in paragraph (4), by striking ‘‘3554(b)”’
and inserting ‘‘3554(a)(1)(A)”.

(d) CONFORMING AMENDMENTS.—

(1) TABLE OF SECTIONS.—The table of sec-
tions for chapter 35 of title 44, United States
Code, is amended—

(A) by striking the item relating to section
356563 and inserting the following:
¢35563. Authority and functions of the Direc-

tor and the Director of the Cy-
bersecurity and Infrastructure
Security Agency.”’; and

(B) by striking the item relating to section
3555 and inserting the following:
¢‘35655. Independent evaluation.”.

(2) OMB REPORTS.—Section 226(c) of the Cy-
bersecurity Act of 2015 (6 U.S.C. 1524(c)) is
amended—

(A) in paragraph (1)(B), in the matter pre-
ceding clause (i), by striking ‘‘annually
thereafter’” and inserting ‘‘thereafter during
the years during which a report is required
to be submitted under section 3553(c) of title
44, United States Code’’; and

(B) in paragraph (2)(B), in the matter pre-
ceding clause (i) —

(i) by striking ‘“‘annually thereafter’” and
inserting ‘‘thereafter during the years during
which a report is required to be submitted
under section 3553(c) of title 44, United
States Code’’; and

(ii) by striking ‘‘the report required under
section 35563(c) of title 44, United States
Code” and inserting ‘‘that report”.

information system
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3) NIST RESPONSIBILITIES.—Section
20(d)(3)(B) of the National Institute of Stand-
ards and Technology Act (15 U.S.C. 278g-
3(D)(3)(B)) is amended by striking ‘‘annual”.

(e) FEDERAL SYSTEM INCIDENT RESPONSE.—

(1) IN GENERAL.—Chapter 35 of title 44,
United States Code, is amended by adding at
the end the following:

“SUBCHAPTER IV—FEDERAL SYSTEM

INCIDENT RESPONSE
“§ 3591. Definitions

‘‘(a) IN GENERAL.—Except as provided in
subsection (b), the definitions under sections
3502 and 3552 shall apply to this subchapter.

“(b) ADDITIONAL DEFINITIONS.—As used in
this subchapter:

‘(1) APPROPRIATE REPORTING ENTITIES.—
The term ‘appropriate reporting entities’
means—

‘“(A) the majority and minority leaders of
the Senate;

‘(B) the Speaker and minority leader of
the House of Representatives;

‘“(C) the Committee on Homeland Security
and Governmental Affairs of the Senate;

‘(D) the Committee on Oversight and Re-
form of the House of Representatives;

“(E) the Committee on Homeland Security
of the House of Representatives;

“(F) the appropriate authorization and ap-
propriations committees of Congress;

‘“(G) the Director;

‘“(H) the Director of the Cybersecurity and
Infrastructure Security Agency;

‘“(I) the National Cyber Director;

‘“(J) the Comptroller General of the United
States; and

“(K) the inspector general of any impacted
agency.

‘(2) AWARDEE.—The term ‘awardee’—

‘“(A) means a person, business, or other en-
tity that receives a grant from, or is a party
to a cooperative agreement or an other
transaction agreement with, an agency; and

‘“(B) includes any subgrantee of a person,
business, or other entity described in sub-
paragraph (A).

‘“(3) BREACH.—The term ‘breach’ means—

‘“(A) a compromise of the security, con-
fidentiality, or integrity of data in elec-
tronic form that results in unauthorized ac-
cess to, or an acquisition of, personal infor-
mation; or

‘““(B) a loss of data in electronic form that
results in unauthorized access to, or an ac-
quisition of, personal information.

‘“(4) CONTRACTOR.—The term ‘contractor’
means—

‘“(A) a prime contractor of an agency or a
subcontractor of a prime contractor of an
agency; and

‘(B) any person or business that collects or
maintains information, including personally
identifiable information, on behalf of an
agency.

‘“(5) FEDERAL INFORMATION.—The term
‘Federal information’ means information
created, collected, processed, maintained,
disseminated, disclosed, or disposed of by or
for the Federal Government in any medium
or form.

‘(6) FEDERAL INFORMATION SYSTEM.—The
term ‘Federal information system’ means an
information system used or operated by an
agency, a contractor, an awardee, or another
organization on behalf of an agency.

“(7T) INTELLIGENCE COMMUNITY.—The term
‘intelligence community’ has the meaning
given the term in section 3 of the National
Security Act of 1947 (50 U.S.C. 3003).

‘(8) NATIONWIDE CONSUMER REPORTING
AGENCY.—The term ‘nationwide consumer re-
porting agency’ means a consumer reporting
agency described in section 603(p) of the Fair
Credit Reporting Act (15 U.S.C. 1681a(p)).

““(9) VULNERABILITY DISCLOSURE.—The term
‘vulnerability disclosure’ means a vulner-
ability identified under section 3559B.
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“§ 83592. Notification of breach

‘“(a) NOTIFICATION.—As expeditiously as
practicable and without unreasonable delay,
and in any case not later than 45 days after
an agency has a reasonable basis to conclude
that a breach has occurred, the head of the
agency, in consultation with a senior privacy
officer of the agency, shall—

‘(1) determine whether notice to any indi-
vidual potentially affected by the breach is
appropriate based on an assessment of the
risk of harm to the individual that con-
siders—

““(A) the nature and sensitivity of the per-
sonally identifiable information affected by
the breach;

“(B) the likelihood of access to and use of
the personally identifiable information af-
fected by the breach;

“(C) the type of breach; and

‘(D) any other factors determined by the
Director; and

‘(2) as appropriate, provide written notice
in accordance with subsection (b) to each in-
dividual potentially affected by the breach—

“(A) to the last known mailing address of
the individual; or

‘(B) through an appropriate alternative
method of notification that the head of the
agency or a designated senior-level indi-
vidual of the agency selects based on factors
determined by the Director.

““(b) CONTENTS OF NOTICE.—Each notice of a
breach provided to an individual under sub-
section (a)(2) shall include—

‘(1) a brief description of the rationale for
the determination that notice should be pro-
vided under subsection (a);

‘“(2) if possible, a description of the types
of personally identifiable information af-
fected by the breach;

‘(3) contact information of the agency
that may be used to ask questions of the
agency, which—

‘“(A) shall include an e-mail address or an-
other digital contact mechanism; and

‘(B) may include a telephone number or a
website;

““(4) information on any remedy being of-
fered by the agency;

‘(6) any applicable educational materials
relating to what individuals can do in re-
sponse to a breach that potentially affects
their personally identifiable information, in-
cluding relevant contact information for
Federal law enforcement agencies and each
nationwide consumer reporting agency; and

‘‘(6) any other appropriate information, as
determined by the head of the agency or es-
tablished in guidance by the Director.

“‘(c) DELAY OF NOTIFICATION.—

‘(1) IN GENERAL.—The Attorney General,
the Director of National Intelligence, or the
Secretary of Homeland Security may delay a
notification required under subsection (a) if
the notification would—

‘““(A) impede a criminal investigation or a
national security activity;

‘(B) reveal sensitive sources and methods;

“(C) cause damage to national security; or

‘(D) hamper security remediation actions.

*“(2) DOCUMENTATION.—

‘““(A) IN GENERAL.—Any delay under para-
graph (1) shall be reported in writing to the
Director, the Attorney General, the Director
of National Intelligence, the Secretary of
Homeland Security, the Director of the Cy-
bersecurity and Infrastructure Security
Agency, and the head of the agency and the
inspector general of the agency that experi-
enced the breach.

‘‘(B) CONTENTS.—A report required under
subparagraph (A) shall include a written
statement from the entity that delayed the
notification explaining the need for the
delay.
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‘(C) ForM.—The report required under sub-
paragraph (A) shall be unclassified but may
include a classified annex.

‘“(3) RENEWAL.—A delay under paragraph
(1) shall be for a period of 60 days and may be
renewed.

‘“(d) UPDATE NOTIFICATION.—If an agency
determines there is a significant change in
the reasonable basis to conclude that a
breach occurred, a significant change to the
determination made under subsection (a)(1),
or that it is necessary to update the details
of the information provided to impacted in-
dividuals as described in subsection (b), the
agency shall as expeditiously as practicable
and without unreasonable delay, and in any
case not later than 30 days after such a de-
termination, notify each individual who re-
ceived a notification pursuant to subsection
(a) of those changes.

“‘(e) EXEMPTION FROM NOTIFICATION.—

‘(1) IN GENERAL.—The head of an agency,
in consultation with the inspector general of
the agency, may request an exemption from
the Director from complying with the notifi-
cation requirements under subsection (a) if
the information affected by the breach is de-
termined by an independent evaluation to be
unreadable, including, as appropriate, in-
stances in which the information is—

‘“(A) encrypted; and

‘(B) determined by the Director of the Cy-
bersecurity and Infrastructure Security
Agency to be of sufficiently low risk of expo-
sure.

‘(2) APPROVAL.—The Director shall deter-
mine whether to grant an exemption re-
quested under paragraph (1) in consultation
with—

‘“(A) the Director of the Cybersecurity and
Infrastructure Security Agency; and

‘“(B) the Attorney General.

“(3) DOCUMENTATION.—ANy exemption
granted by the Director under paragraph (1)
shall be reported in writing to the head of
the agency and the inspector general of the
agency that experienced the breach and the
Director of the Cybersecurity and Infrastruc-
ture Security Agency.

“(f) RULE OF CONSTRUCTION.—Nothing in
this section shall be construed to limit—

‘(1) the Director from issuing guidance re-
lating to notifications or the head of an
agency from notifying individuals poten-
tially affected by breaches that are not de-
termined to be major incidents; or

‘(2) the Director from issuing guidance re-
lating to notifications of major incidents or
the head of an agency from providing more
information than described in subsection (b)
when notifying individuals potentially af-
fected by breaches.

“§3593. Congressional and Executive Branch
reports

“‘(a) INITIAL REPORT.—

‘(1) IN GENERAL.—Not later than 72 hours
after an agency has a reasonable basis to
conclude that a major incident occurred, the
head of the agency impacted by the major in-
cident shall submit to the appropriate re-
porting entities a written report and, to the
extent practicable, provide a briefing to the
Committee on Homeland Security and Gov-
ernmental Affairs of the Senate, the Com-
mittee on Oversight and Reform of the House
of Representatives, the Committee on Home-
land Security of the House of Representa-
tives, and the appropriate authorization and
appropriations committees of Congress, tak-
ing into account—

‘“(A) the information known at the time of
the report;

‘(B) the sensitivity of the details associ-
ated with the major incident; and

“‘(C) the classification level of the informa-
tion contained in the report.

‘“(2) CONTENTS.—A report required under
paragraph (1) shall include, in a manner that
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excludes or otherwise reasonably protects
personally identifiable information and to
the extent permitted by applicable law, in-
cluding privacy and statistical laws—

‘“(A) a summary of the information avail-
able about the major incident, including how
the major incident occurred, information in-
dicating that the major incident may be a
breach, and information relating to the
major incident as a breach, based on infor-
mation available to agency officials as of the
date on which the agency submits the report;

‘“(B) if applicable, a description and any as-
sociated documentation of any cir-
cumstances necessitating a delay in or ex-
emption to notification to individuals poten-
tially affected by the major incident under
subsection (c) or (e) of section 3592; and

““(C) if applicable, an assessment of the im-
pacts to the agency, the Federal Govern-
ment, or the security of the United States,
based on information available to agency of-
ficials on the date on which the agency sub-
mits the report.

““(b) SUPPLEMENTAL REPORT.—Within a rea-
sonable amount of time, but not later than
30 days after the date on which an agency
submits a written report under subsection
(a), the head of the agency shall provide to
the appropriate reporting entities written
updates on the major incident and, to the ex-
tent practicable, provide a briefing to the
congressional committees described in sub-
section (a)(1), including summaries of—

‘(1) vulnerabilities, means by which the
major incident occurred, and impacts to the
agency relating to the major incident;

‘“(2) any risk assessment and subsequent
risk-based security implementation of the
affected information system before the date
on which the major incident occurred;

“(3) the status of compliance of the af-
fected information system with applicable
security requirements at the time of the
major incident;

‘“(4) an estimate of the number of individ-
uals potentially affected by the major inci-
dent based on information available to agen-
cy officials as of the date on which the agen-
cy provides the update;

“(5) an assessment of the risk of harm to
individuals potentially affected by the major
incident based on information available to
agency officials as of the date on which the
agency provides the update;

‘“(6) an update to the assessment of the
risk to agency operations, or to impacts on
other agency or non-Federal entity oper-
ations, affected by the major incident based
on information available to agency officials
as of the date on which the agency provides
the update; and

“(7T) the detection, response, and remedi-
ation actions of the agency, including any
support provided by the Cybersecurity and
Infrastructure Security Agency under sec-
tion 3594(d) and status updates on the notifi-
cation process described in section 3592(a),
including any delay or exemption described
in subsection (c) or (e), respectively, of sec-
tion 3592, if applicable.

‘‘(c) UPDATE REPORT.—If the agency deter-
mines that there is any significant change in
the understanding of the agency of the scope,
scale, or consequence of a major incident for
which an agency submitted a written report
under subsection (a), the agency shall pro-
vide an updated report to the appropriate re-
porting entities that includes information
relating to the change in understanding.

‘“(d) ANNUAL REPORT.—Each agency shall
submit as part of the annual report required
under section 3554(c)(1) of this title a descrip-
tion of each major incident that occurred
during the 1-year period preceding the date
on which the report is submitted.

‘“(e) DELAY AND EXEMPTION REPORT.—
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‘(1) IN GENERAL.—The Director shall sub-
mit to the appropriate notification entities
an annual report on all notification delays
and exemptions granted pursuant to sub-
sections (¢) and (d) of section 3592.

‘(2) COMPONENT OF OTHER REPORT.—The Di-
rector may submit the report required under
paragraph (1) as a component of the annual
report submitted under section 3597(b).

‘(f) REPORT DELIVERY.—Any written report
required to be submitted under this section
may be submitted in a paper or electronic
format.

‘() THREAT BRIEFING.—

‘(1) IN GENERAL.—Not later than 7 days
after the date on which an agency has a rea-
sonable basis to conclude that a major inci-
dent occurred, the head of the agency, joint-
ly with the National Cyber Director and any
other Federal entity determined appropriate
by the National Cyber Director, shall provide
a briefing to the congressional committees
described in subsection (a)(1) on the threat
causing the major incident.

‘“(2) COMPONENTS.—The briefing required
under paragraph (1)—

““(A) shall, to the greatest extent prac-
ticable, include an unclassified component;
and

‘(B) may include a classified component.

“(h) RULE OF CONSTRUCTION.—Nothing in
this section shall be construed to limit—

‘(1) the ability of an agency to provide ad-
ditional reports or briefings to Congress; or

‘“(2) Congress from requesting additional
information from agencies through reports,
briefings, or other means.

“§3594. Government information sharing and
incident response

‘“(a) IN GENERAL.—

‘(1) INCIDENT REPORTING.—The head of each
agency shall provide any information relat-
ing to any incident, whether the information
is obtained by the Federal Government di-
rectly or indirectly, to the Cybersecurity
and Infrastructure Security Agency and the
Office of Management and Budget.

‘‘(2) CONTENTS.—A provision of information
relating to an incident made by the head of
an agency under paragraph (1) shall—

““(A) include detailed information about
the safeguards that were in place when the
incident occurred;

‘“(B) whether the agency implemented the
safeguards described in subparagraph (A)
correctly;

‘(C) in order to protect against a similar
incident, identify—

‘(i) how the safeguards described in sub-
paragraph (A) should be implemented dif-
ferently; and

‘‘(ii) additional necessary safeguards; and

‘(D) include information to aid in incident
response, such as—

‘‘(i) a description of the affected systems or
networks;

‘“(ii) the estimated dates of when the inci-
dent occurred; and

‘‘(iii) information that could reasonably
help identify the party that conducted the
incident.

‘“(3) INFORMATION SHARING.—To the great-
est extent practicable, the Director of the
Cybersecurity and Infrastructure Security
Agency shall share information relating to
an incident with any agencies that may be
impacted by the incident.

‘“(4) NATIONAL SECURITY SYSTEMS.—Each
agency operating or exercising control of a
national security system shall share infor-
mation about incidents that occur on na-
tional security systems with the Director of
the Cybersecurity and Infrastructure Secu-
rity Agency to the extent consistent with
standards and guidelines for national secu-
rity systems issued in accordance with law
and as directed by the President.
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‘“‘(b) COMPLIANCE.—The information pro-
vided under subsection (a) shall take into ac-
count the level of classification of the infor-
mation and any information sharing limita-
tions and protections, such as limitations
and protections relating to law enforcement,
national security, privacy, statistical con-
fidentiality, or other factors determined by
the Director

‘‘(c) INCIDENT RESPONSE.—Each agency
that has a reasonable basis to conclude that
a major incident occurred involving Federal
information in electronic medium or form,
as defined by the Director and not involving
a national security system, regardless of
delays from notification granted for a major
incident, shall coordinate with the Cyberse-
curity and Infrastructure Security Agency
regarding—

‘(1) incident response and recovery; and

‘(2) recommendations for mitigating fu-
ture incidents.

“§$3595. Responsibilities of contractors and
awardees

‘‘(a) NOTIFICATION.—

‘(1) IN GENERAL.—Unless otherwise speci-
fied in a contract, grant, cooperative agree-
ment, or an other transaction agreement,
any contractor or awardee of an agency shall
report to the agency within the same
amount of time such agency is required to
report an incident to the Cybersecurity and
Infrastructure Security Agency, if the con-
tractor or awardee has a reasonable basis to
conclude that—

‘“(A) an incident or breach has occurred
with respect to Federal information col-
lected, used, or maintained by the contractor
or awardee in connection with the contract,
grant, cooperative agreement, or other
transaction agreement of the contractor or
awardee;

“(B) an incident or breach has occurred
with respect to a Federal information sys-
tem used or operated by the contractor or
awardee in connection with the contract,
grant, cooperative agreement, or other
transaction agreement of the contractor or
awardee; or

‘(C) the contractor or awardee has re-
ceived information from the agency that the
contractor or awardee is not authorized to
receive in connection with the contract,
grant, cooperative agreement, or other
transaction agreement of the contractor or
awardee.

‘‘(2) PROCEDURES.—

‘““(A) MAJOR INCIDENT.—Following a report
of a breach or major incident by a contractor
or awardee under paragraph (1), the agency,
in consultation with the contractor or
awardee, shall carry out the requirements
under sections 3592, 3593, and 3594 with re-
spect to the major incident.

‘(B) INCIDENT.—Following a report of an
incident by a contractor or awardee under
paragraph (1), an agency, in consultation
with the contractor or awardee, shall carry
out the requirements under section 3594 with
respect to the incident.

‘“‘(b) EFFECTIVE DATE.—This section shall
apply on and after the date that is 1 year
after the date of enactment of the Federal
Information Security Modernization Act of
2021.

“§3596. Training

‘‘(a) COVERED INDIVIDUAL DEFINED.—In this
section, the term ‘covered individual’ means
an individual who obtains access to Federal
information or Federal information systems
because of the status of the individual as an
employee, contractor, awardee, volunteer, or
intern of an agency.

“‘(b) REQUIREMENT.—The head of each agen-
cy shall develop training for covered individ-
uals on how to identify and respond to an in-
cident, including—
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‘(1) the internal process of the agency for
reporting an incident; and

““(2) the obligation of a covered individual
to report to the agency a confirmed major
incident and any suspected incident involv-
ing information in any medium or form, in-
cluding paper, oral, and electronic.

“(c) INCLUSION IN ANNUAL TRAINING.—The
training developed under subsection (b) may
be included as part of an annual privacy or
security awareness training of an agency.
“§3597. Analysis and report on Federal inci-

dents

“‘(a) ANALYSIS OF FEDERAL INCIDENTS.—

‘(1) QUANTITATIVE AND QUALITATIVE ANAL-
YSES.—The Director of the Cybersecurity and
Infrastructure Security Agency shall de-
velop, in consultation with the Director and
the National Cyber Director, and perform
continuous monitoring and quantitative and
qualitative analyses of incidents at agencies,
including major incidents, including—

““(A) the causes of incidents, including—

‘(i) attacker tactics, techniques, and pro-
cedures; and

‘“(ii) system vulnerabilities, including zero
days, unpatched systems, and information
system misconfigurations;

‘(B) the scope and scale of incidents at
agencies;

‘“(C) cross Federal Government root causes
of incidents at agencies;

‘(D) agency incident response, recovery,
and remediation actions and the effective-
ness of those actions, as applicable;

‘“(E) lessons learned and recommendations
in responding to, recovering from, remedi-
ating, and mitigating future incidents; and

‘(F) trends in cross-Federal Government
cybersecurity and incident response capabili-
ties using the metrics established under sec-
tion 224(c) of the Cybersecurity Act of 2015 (6
U.S.C. 1522(c)).

‘“(2) AUTOMATED ANALYSIS.—The analyses
developed under paragraph (1) shall, to the
greatest extent practicable, use machine
readable data, automation, and machine
learning processes.

¢‘(3) SHARING OF DATA AND ANALYSIS.—

‘“(A) IN GENERAL.—The Director shall share
on an ongoing basis the analyses required
under this subsection with agencies and the
National Cyber Director to—

‘(i) improve the understanding of cyberse-
curity risk of agencies; and

‘“(ii) support the cybersecurity improve-
ment efforts of agencies.

‘“(B) FORMAT.—In carrying out subpara-
graph (A), the Director shall share the anal-
yses—

‘(i) in human-readable written products;
and

‘“(i1) to the greatest extent practicable, in
machine-readable formats in order to enable
automated intake and use by agencies.

“(b) ANNUAL REPORT ON FEDERAL INCI-
DENTS.—Not later than 2 years after the date
of enactment of this section, and not less fre-
quently than annually thereafter, the Direc-
tor of the Cybersecurity and Infrastructure
Security Agency, in consultation with the
Director and other Federal agencies as ap-
propriate, shall submit to the appropriate
notification entities a report that includes—

‘(1) a summary of causes of incidents from
across the Federal Government that cat-
egorizes those incidents as incidents or
major incidents;

‘(2) the quantitative and qualitative anal-
yses of incidents developed under subsection
(a)(1) on an agency-by-agency basis and com-
prehensively across the Federal Government,
including—

““(A) a specific analysis of breaches; and

“(B) an analysis of the Federal Govern-
ment’s performance against the metrics es-
tablished under section 224(c) of the Cyberse-
curity Act of 2015 (6 U.S.C. 1522(c)); and
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““(3) an annex for each agency that in-
cludes—

“(A) a description of each major incident;

‘“(B) the total number of compromises of
the agency; and

“(C) an analysis of the agency’s perform-
ance against the metrics established under
section 224(c) of the Cybersecurity Act of
2015 (6 U.S.C. 1522(c)).

‘‘(c) PUBLICATION.—A version of each report
submitted under subsection (b) shall be made
publicly available on the website of the Cy-
bersecurity and Infrastructure Security
Agency during the year in which the report
is submitted.

¢(d) INFORMATION PROVIDED BY AGENCIES.—

‘(1) IN GENERAL.—The analysis required
under subsection (a) and each report sub-
mitted under subsection (b) shall use infor-
mation provided by agencies under section
3594(a).

¢“(2) NONCOMPLIANCE REPORTS.—

‘‘(A) IN GENERAL.—Subject to subparagraph
(B), during any year during which the head
of an agency does not provide data for an in-
cident to the Cybersecurity and Infrastruc-
ture Security Agency in accordance with
section 3594(a), the head of the agency, in co-
ordination with the Director of the Cyberse-
curity and Infrastructure Security Agency
and the Director, shall submit to the appro-
priate reporting entities a report that in-
cludes—

‘(i) data for the incident; and

‘(ii) the information described in sub-
section (b) with respect to the agency.

‘“(B) EXCEPTION FOR NATIONAL SECURITY
SYSTEMS.—The head of an agency that owns
or exercises control of a national security
system shall not include data for an incident
that occurs on a national security system in
any report submitted under subparagraph
(A).

¢“(3) NATIONAL SECURITY SYSTEM REPORTS.—

‘“(A) IN GENERAL.—Annually, the head of an
agency that operates or exercises control of
a national security system shall submit a re-
port that includes the information described
in subsection (b) with respect to the agency
to the extent that the submission is con-
sistent with standards and guidelines for na-
tional security systems issued in accordance
with law and as directed by the President
to—

‘(i) the majority and minority leaders of
the Senate,

‘“(ii) the Speaker and minority leader of
the House of Representatives;

‘“(iii) the Committee on Homeland Secu-
rity and Governmental Affairs of the Senate;

“(iv) the Select Committee on Intelligence
of the Senate;

‘(v) the Committee on Armed Services of
the Senate;

‘“(vi) the Committee on Appropriations of
the Senate;

‘‘(vii) the Committee on Oversight and Re-
form of the House of Representatives;

‘“(viii) the Committee on Homeland Secu-
rity of the House of Representatives;

‘(ix) the Permanent Select Committee on
Intelligence of the House of Representatives;

“(x) the Committee on Armed Services of
the House of Representatives; and

‘(xi) the Committee on Appropriations of
the House of Representatives.

‘“(B) CLASSIFIED FORM.—A report required
under subparagraph (A) may be submitted in
a classified form.

“(e) REQUIREMENT FOR COMPILING INFORMA-
TION.—In publishing the public report re-
quired under subsection (c¢), the Director of
the Cybersecurity and Infrastructure Secu-
rity Agency shall sufficiently compile infor-
mation such that no specific incident of an
agency can be identified, except with the
concurrence of the Director of the Office of
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Management and Budget and in consultation
with the impacted agency.
“§ 83598. Major incident definition

‘‘(a) IN GENERAL.—Not later than 180 days
after the date of enactment of the Federal
Information Security Modernization Act of
2021, the Director, in coordination with the
Director of the Cybersecurity and Infrastruc-
ture Security Agency and the National
Cyber Director, shall develop and promul-
gate guidance on the definition of the term
‘major incident’ for the purposes of sub-
chapter II and this subchapter.

‘“‘(b) REQUIREMENTS.—With respect to the
guidance issued under subsection (a), the def-
inition of the term ‘major incident’ shall—

‘(1) include, with respect to any informa-
tion collected or maintained by or on behalf
of an agency or an information system used
or operated by an agency or by a contractor
of an agency or another organization on be-
half of an agency—

““(A) any incident the head of the agency
determines is likely to have an impact on—

‘(i) the national security, homeland secu-
rity, or economic security of the United
States; or

‘‘(ii) the civil liberties or public health and
safety of the people of the United States;

‘(B) any incident the head of the agency
determines likely to result in an inability
for the agency, a component of the agency,
or the Federal Government, to provide 1 or
more critical services;

‘(C) any incident that the head of an agen-
cy, in consultation with a senior privacy of-
ficer of the agency, determines is likely to
have a significant privacy impact on 1 or
more individual;

‘(D) any incident that the head of the
agency, in consultation with a senior privacy
official of the agency, determines is likely to
have a substantial privacy impact on a sig-
nificant number of individuals;

‘“(E) any incident the head of the agency
determines impacts the operations of a high
value asset owned or operated by the agency;

‘“(F') any incident involving the exposure of
sensitive agency information to a foreign en-
tity, such as the communications of the head
of the agency, the head of a component of
the agency, or the direct reports of the head
of the agency or the head of a component of
the agency; and

‘(G) any other type of incident determined
appropriate by the Director;

‘“(2) stipulate that the National Cyber Di-
rector shall declare a major incident at each
agency impacted by an incident if the Direc-
tor of the Cybersecurity and Infrastructure
Security Agency determines that an inci-
dent—

“‘(A) occurs at not less than 2 agencies; and

‘“(B) is enabled by—

‘(i) a common technical root cause, such
as a supply chain compromise, a common
software or hardware vulnerability; or

‘(i) the related activities of a common
threat actor; and

““(3) stipulate that, in determining whether
an incident constitutes a major incident be-
cause that incident—

‘“(A) is any incident described in paragraph
(1), the head of an agency shall consult with
the Director of the Cybersecurity and Infra-
structure Security Agency;

‘“(B) is an incident described in paragraph
(1)(A), the head of the agency shall consult
with the National Cyber Director; and

‘(C) is an incident described in subpara-
graph (C) or (D) of paragraph (1), the head of
the agency shall consult with—

‘(i) the Privacy and Civil Liberties Over-
sight Board; and

‘(i) the Chair of the Federal Trade Com-
mission.

“(¢c) SIGNIFICANT NUMBER OF INDIVIDUALS.—
In determining what constitutes a signifi-

CONGRESSIONAL RECORD — SENATE

cant number of individuals under subsection
(b)(1)(D), the Director—

‘(1) may determine a threshold for a min-
imum number of individuals that constitutes
a significant amount; and

‘“(2) may not determine a threshold de-
scribed in paragraph (1) that exceeds 5,000 in-
dividuals.

“(d) EVALUATION AND UPDATES.—Not later
than 2 years after the date of enactment of
the Federal Information Security Moderniza-
tion Act of 2021, and not less frequently than
every 2 years thereafter, the Director shall
submit to the Committee on Homeland Secu-
rity and Governmental Affairs of the Senate
and the Committee on Oversight and Reform
of the House of Representatives an evalua-
tion, which shall include—

‘(1) an update, if necessary, to the guid-
ance issued under subsection (a);

‘“(2) the definition of the term ‘major inci-
dent’ included in the guidance issued under
subsection (a); and

‘“(3) an explanation of, and the analysis
that led to, the definition described in para-
graph (2).”.

(2) CLERICAL AMENDMENT.—The table of
sections for chapter 35 of title 44, United
States Code, is amended by adding at the end
the following:

‘‘SUBCHAPTER IV—FEDERAL SYSTEM INCIDENT
RESPONSE
¢‘3591. Definitions.
¢“3592. Notification of breach.
¢3693. Congressional and Executive Branch
reports.
€3594. Government information sharing and
incident response.
Responsibilities of contractors and
awardees.
¢‘3596. Training.
¢3597. Analysis and report on Federal inci-
dents.
¢3598. Major incident definition.”.
SEC. 5122. AMENDMENTS TO SUBTITLE III OF
TITLE 40.

(a) MODERNIZING GOVERNMENT TECH-
NOLOGY.—Subtitle G of title X of Division A
of the National Defense Authorization Act
for Fiscal Year 2018 (40 U.S.C. 11301 note) is
amended—

(1) in section 1077(b)—

(A) in paragraph (5)(A), by inserting ‘‘im-
proving the cybersecurity of systems and”
before ‘‘cost savings activities’’; and

(B) in paragraph (7)—

(i) in the paragraph heading, by striking
‘‘c10”’ and inserting ‘‘CIO’’;

(ii) by striking ‘“‘In evaluating projects’
and inserting the following:

““(A) CONSIDERATION OF GUIDANCE.—In eval-
uating projects’’;

(iii) in subparagraph (A), as so designated,
by striking ‘‘under section 1094(b)(1)’ and in-
serting ‘‘by the Director’’; and

(iv) by adding at the end the following:

‘“(B) CONSULTATION.—In using funds under
paragraph (3)(A), the Chief Information Offi-
cer of the covered agency shall consult with
the necessary stakeholders to ensure the
project appropriately addresses cybersecu-
rity risks, including the Director of the Cy-
bersecurity and Infrastructure Security
Agency, as appropriate.’”’; and

(2) in section 1078—

(A) by striking subsection (a) and inserting
the following:

‘‘(a) DEFINITIONS.—In this section:

‘(1) AGENCY.—The term ‘agency’ has the
meaning given the term in section 551 of
title 5, United States Code.

“(2) HIGH VALUE ASSET.—The term ‘high
value asset’ has the meaning given the term
in section 3552 of title 44, United States
Code.”’;

(B) in subsection (b), by adding at the end
the following:
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‘“(8) PROPOSAL EVALUATION.—The Director
shall—

““(A) give consideration for the use of
amounts in the Fund to improve the security
of high value assets; and

‘“(B) require that any proposal for the use
of amounts in the Fund includes a cybersecu-
rity plan, including a supply chain risk man-
agement plan, to be reviewed by the member
of the Technology Modernization Board de-
scribed in subsection (¢)(5)(C).”’; and

(C) in subsection (¢c)—

(i) in paragraph (2)(A)(i), by inserting ‘‘, in-
cluding a consideration of the impact on
high value assets’ after ‘“‘operational risks’’;

(ii) in paragraph (5)—

(I) in subparagraph (A), by striking ‘“‘and”
at the end;

(IT) in subparagraph (B), by striking the pe-
riod at the end and inserting ‘“‘and’’; and

(IIT) by adding at the end the following:

‘(C) a senior official from the Cybersecu-
rity and Infrastructure Security Agency of
the Department of Homeland Security, ap-
pointed by the Director.”’; and

(iii) in paragraph (6)(A), by striking ‘‘shall
be—"" and all that follows through ‘4 em-
ployees” and inserting ‘‘shall be 4 employ-
ees”’.

(b) SUBCHAPTER I.—Subchapter I of subtitle
III of title 40, United States Code, is amend-
ed—

(1) in section 11302—

(A) in subsection (b), by striking ‘‘use, se-
curity, and disposal of”’ and inserting ‘‘use,
and disposal of, and, in consultation with the
Director of the Cybersecurity and Infrastruc-
ture Security Agency and the National
Cyber Director, promote and improve the se-
curity of,”’;

(B) in subsection (¢)—

(i) in paragraph (3)—

(I) in subparagraph (A)—

(aa) by striking ‘‘including data’ and in-
serting ‘“‘which shall—

‘(i) include data’’;

(bb) in clause (i), as so designated, by
striking ‘‘, and performance’ and inserting
‘“‘security, and performance; and’’; and

(cc) by adding at the end the following:

‘“(ii) specifically denote cybersecurity
funding under the risk-based cyber budget
model developed pursuant to section
3553(a)(7) of title 44.”’; and

(IT) in subparagraph (B), adding at the end
the following:

‘‘(iii) The Director shall provide to the Na-
tional Cyber Director any cybersecurity
funding information described in subpara-
graph (A)(ii) that is provided to the Director
under clause (ii) of this subparagraph.’”; and

(ii) in paragraph (4)(B), in the matter pre-
ceding clause (i), by inserting ‘‘not later
than 30 days after the date on which the re-
view under subparagraph (A) is completed,”’
before ‘‘the Administrator’’;

(C) in subsection (f)—

(i) by striking ‘‘heads of executive agencies
to develop” and inserting ‘‘heads of execu-
tive agencies to—

‘(1) develop’’;

(ii) in paragraph (1), as so designated, by
striking the period at the end and inserting
‘s and”’; and

(iii) by adding at the end the following:

‘‘(2) consult with the Director of the Cyber-
security and Infrastructure Security Agency
for the development and use of supply chain
security best practices.”’; and

(D) in subsection (h), by inserting ‘¢, in-
cluding cybersecurity performances,” after
‘‘the performances’’; and

(2) in section 11303(b)—

(A) in paragraph (2)(B)—

(i) in clause (i), by striking ‘‘or’’ at the
end;

(ii) in clause (ii), by adding ‘‘or’” at the
end; and
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(iii) by adding at the end the following:

¢“(iii) whether the function should be per-
formed by a shared service offered by an-
other executive agency;’’; and

(B) in paragraph (5)(B)(i), by inserting *‘,
while taking into account the risk-based
cyber budget model developed pursuant to
section 35563(a)(7) of title 44" after ‘‘title 31”.

(c) SUBCHAPTER II.—Subchapter II of sub-
title IIT of title 40, United States Code, is
amended—

(1) in section 11312(a), by inserting ¢, in-
cluding security risks’ after ‘‘managing the
risks’’;

(2) in section 11313(1), by striking ‘‘effi-
ciency and effectiveness’ and inserting ‘‘effi-
ciency, security, and effectiveness’’;

(3) in section 11315, by adding at the end
the following:

¢(d) COMPONENT AGENCY CHIEF INFORMA-
TION OFFICERS.—The Chief Information Offi-
cer or an equivalent official of a component
agency shall report to—

‘(1) the Chief Information Officer des-
ignated under section 3506(a)(2) of title 44 or
an equivalent official of the agency of which
the component agency is a component; and

‘“(2) the head of the component agency.”’;

(4) in section 11317, by inserting ‘‘secu-
rity,” before ‘‘or schedule’’; and

(5) in section 11319(b)(1), in the paragraph
heading, by striking ‘“CIOS” and inserting
‘“CHIEF INFORMATION OFFICERS”’.

(d) SUBCHAPTER III.—Section 11331 of title
40, United States Code, is amended—

(1) in subsection (a), by striking ‘‘section
35632(b)(1)”’ and inserting ‘‘section 3552(b)’’;

(2) in subsection (b)(1)(A), by striking ‘‘the
Secretary of Homeland Security’ and insert-
ing ‘‘the Director of the Cybersecurity and
Infrastructure Security Agency’’;

(3) by striking subsection (c¢) and inserting
the following:

“(c) APPLICATION OF MORE STRINGENT
STANDARDS.—

‘(1) IN GENERAL.—The head of an agency
shall—

“(A) evaluate, in consultation with the
senior agency information security officers,
the need to employ standards for cost-effec-
tive, risk-based information security for all
systems, operations, and assets within or
under the supervision of the agency that are
more stringent than the standards promul-
gated by the Director under this section, if
such standards contain, at a minimum, the
provisions of those applicable standards
made compulsory and binding by the Direc-
tor; and

“(B) to the greatest extent practicable and
if the head of the agency determines that the
standards described in subparagraph (A) are
necessary, employ those standards.

*“(2) EVALUATION OF MORE STRINGENT STAND-
ARDS.—In evaluating the need to employ
more stringent standards under paragraph
(1), the head of an agency shall consider
available risk information, such as—

“‘(A) the status of cybersecurity remedial
actions of the agency;

‘(B) any vulnerability information relat-
ing to agency systems that is known to the
agency;

¢(C) incident information of the agency;

‘(D) information from—

‘(i) penetration testing performed under
section 3559A of title 44; and

“‘(ii) information from the wvulnerability
disclosure program established under section
3559B of title 44;

‘“(E) agency threat hunting results under
section 5145 of the Federal Information Secu-
rity Modernization Act of 2021;

‘“(F') Federal and non-Federal cyber threat
intelligence;

‘“(G) data on compliance with standards
issued under this section;
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““(H) agency system risk assessments per-
formed under section 3554(a)(1)(A) of title 44;
and

‘() any other information determined rel-
evant by the head of the agency.”’;

(4) in subsection (d)(2)—

(A) in the paragraph heading, by striking
“NOTICE AND COMMENT’’ and inserting ‘‘CON-
SULTATION, NOTICE, AND COMMENT"’;

(B) by inserting ‘‘promulgate,’’ before ‘‘sig-
nificantly modify’’; and

(C) by striking ‘‘shall be made after the
public is given an opportunity to comment
on the Director’s proposed decision.”” and in-
serting ‘‘shall be made—

“(A) for a decision to significantly modify
or not promulgate such a proposed standard,
after the public is given an opportunity to
comment on the Director’s proposed deci-
sion;

‘(B) in consultation with the Chief Infor-
mation Officers Council, the Director of the
Cybersecurity and Infrastructure Security
Agency, the National Cyber Director, the
Comptroller General of the United States,
and the Council of the Inspectors General on
Integrity and Efficiency;

“(C) considering the Federal risk assess-
ments performed under section 3553(i) of title
44; and

‘(D) considering the extent to which the
proposed standard reduces risk relative to
the cost of implementation of the stand-
ard.”; and

(5) by adding at the end the following:

‘“(e) REVIEW OF OFFICE OF MANAGEMENT
AND BUDGET GUIDANCE AND POLICY.—

‘(1) CONDUCT OF REVIEW.—

‘“(A) IN GENERAL.—Not less frequently than
once every 3 years, the Director of the Office
of Management and Budget, in consultation
with the Chief Information Officers Council,
the Director of the Cybersecurity and Infra-
structure Security Agency, the National
Cyber Director, the Comptroller General of
the United States, and the Council of the In-
spectors General on Integrity and Efficiency
shall review the efficacy of the guidance and
policy promulgated by the Director in reduc-
ing cybersecurity risks, including an assess-
ment of the requirements for agencies to re-
port information to the Director, and deter-
mine whether any changes to that guidance
or policy is appropriate.

‘“(B) FEDERAL RISK ASSESSMENTS.—In con-
ducting the review described in subparagraph
(A), the Director shall consider the Federal
risk assessments performed under section
3553(1) of title 44.

‘(2) UPDATED GUIDANCE.—Not later than 90
days after the date on which a review is com-
pleted under paragraph (1), the Director of
the Office of Management and Budget shall
issue updated guidance or policy to agencies
determined appropriate by the Director,
based on the results of the review.

‘“(3) PuBLIC REPORT.—Not later than 30
days after the date on which a review is com-
pleted under paragraph (1), the Director of
the Office of Management and Budget shall
make publicly available a report that in-
cludes—

‘“(A) an overview of the guidance and pol-
icy promulgated under this section that is
currently in effect;

‘“(B) the cybersecurity risk mitigation, or
other cybersecurity benefit, offered by each
guidance or policy document described in
subparagraph (A); and

‘(C) a summary of the guidance or policy
to which changes were determined appro-
priate during the review and what the
changes are anticipated to include.

‘(4) CONGRESSIONAL BRIEFING.—Not later
than 30 days after the date on which a review
is completed under paragraph (1), the Direc-
tor shall provide to the Committee on Home-
land Security and Governmental Affairs of
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the Senate and the Committee on Oversight
and Reform of the House of Representatives
a briefing on the review.

“(f) AUTOMATED STANDARD IMPLEMENTA-
TION VERIFICATION.—When the Director of
the National Institute of Standards and
Technology issues a proposed standard pur-
suant to paragraphs (2) and (3) of section
20(a) of the National Institute of Standards
and Technology Act (15 U.S.C. 278g-3(a)), the
Director of the National Institute of Stand-
ards and Technology shall consider devel-
oping and, if appropriate and practical, de-
velop, in consultation with the Director of
the Cybersecurity and Infrastructure Secu-
rity Agency, specifications to enable the
automated verification of the implementa-
tion of the controls within the standard.”.
SEC. 5123. ACTIONS TO ENHANCE FEDERAL INCI-

DENT RESPONSE.

(a) RESPONSIBILITIES OF THE CYBERSECU-
RITY AND INFRASTRUCTURE SECURITY AGEN-
cY.—

(1) IN GENERAL.—Not later than 180 days
after the date of enactment of this Act, the
Director of the Cybersecurity and Infrastruc-
ture Security Agency shall—

(A) develop a plan for the development of
the analysis required under section 3597(a) of
title 44, United States Code, as added by this
division, and the report required under sub-
section (b) of that section that includes—

(i) a description of any challenges the Di-
rector anticipates encountering; and

(ii) the use of automation and machine-
readable formats for collecting, compiling,
monitoring, and analyzing data; and

(B) provide to the appropriate congres-
sional committees a briefing on the plan de-
veloped under subparagraph (A).

(2) BRIEFING.—Not later than 1 year after
the date of enactment of this Act, the Direc-
tor of the Cybersecurity and Infrastructure
Security Agency shall provide to the appro-
priate congressional committees a briefing
on—

(A) the execution of the plan required
under paragraph (1)(A); and

(B) the development of the report required
under section 3597(b) of title 44, United
States Code, as added by this division.

(b) RESPONSIBILITIES OF THE DIRECTOR OF
THE OFFICE OF MANAGEMENT AND BUDGET.—

(1) FISMA.—Section 2 of the Federal Infor-
mation Security Modernization Act of 2014
(44 U.S.C. 3554 note) is amended—

(A) by striking subsection (b); and

(B) by redesignating subsections (c)
through (f) as subsections (b) through (e), re-
spectively.

(2) INCIDENT DATA SHARING.—

(A) IN GENERAL.—The Director shall de-
velop guidance, to be updated not less fre-
quently than once every 2 years, on the con-
tent, timeliness, and format of the informa-
tion provided by agencies under section
3694(a) of title 44, United States Code, as
added by this division.

(B) REQUIREMENTS.—The guidance devel-
oped under subparagraph (A) shall—

(i) prioritize the availability of data nec-
essary to understand and analyze—

(I) the causes of incidents;

(IT) the scope and scale of incidents within
the environments and systems of an agency;

(IIT) a root cause analysis of incidents
that—

(aa) are common across the Federal Gov-
ernment; or

(bb) have a Government-wide impact;

(IV) agency response, recovery, and reme-
diation actions and the effectiveness of those
actions; and

(V) the impact of incidents;

(ii) enable the efficient development of—

(I) lessons learned and recommendations in
responding to, recovering from, remediating,
and mitigating future incidents; and
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(IT) the report on Federal incidents re-
quired under section 3597(b) of title 44,
United States Code, as added by this divi-
sion;

(iii) include requirements for the timeli-
ness of data production; and

(iv) include requirements for using auto-
mation and machine-readable data for data
sharing and availability.

(3) GUIDANCE ON RESPONDING TO INFORMA-
TION REQUESTS.—Not later than 1 year after
the date of enactment of this Act, the Direc-
tor shall develop guidance for agencies to
implement the requirement under section
3594(c) of title 44, United States Code, as
added by this division, to provide informa-
tion to other agencies experiencing inci-
dents.

(4) STANDARD GUIDANCE AND TEMPLATES.—
Not later than 1 year after the date of enact-
ment of this Act, the Director, in consulta-
tion with the Director of the Cybersecurity
and Infrastructure Security Agency, shall
develop guidance and templates, to be re-
viewed and, if necessary, updated not less
frequently than once every 2 years, for use
by Federal agencies in the activities re-
quired under sections 3592, 3593, and 3596 of
title 44, United States Code, as added by this
division.

(5) CONTRACTOR AND AWARDEE GUIDANCE.—

(A) IN GENERAL.—Not later than 1 year
after the date of enactment of this Act, the
Director, in coordination with the Secretary
of Homeland Security, the Secretary of De-
fense, the Administrator of General Services,
and the heads of other agencies determined
appropriate by the Director, shall issue guid-
ance to Federal agencies on how to
deconflict, to the greatest extent prac-
ticable, existing regulations, policies, and
procedures relating to the responsibilities of
contractors and awardees established under
section 3595 of title 44, United States Code,
as added by this division.

(B) EXISTING PROCESSES.—To the greatest
extent practicable, the guidance issued under
subparagraph (A) shall allow contractors and
awardees to use existing processes for noti-
fying Federal agencies of incidents involving
information of the Federal Government.

(6) UPDATED BRIEFINGS.—Not less fre-
quently than once every 2 years, the Direc-
tor shall provide to the appropriate congres-
sional committees an update on the guidance
and templates developed under paragraphs
(2) through (4).

(c) UPDATE TO THE PRIVACY ACT OF 1974.—
Section 552a(b) of title 5, United States Code
(commonly known as the ‘“‘Privacy Act of
1974”’) is amended—

(1) in paragraph (11), by striking ‘‘or
the end;

(2) in paragraph (12), by striking the period
at the end and inserting ‘‘; or’’; and

(3) by adding at the end the following:

‘(13) to another agency in furtherance of a
response to an incident (as defined in section
356562 of title 44) and pursuant to the informa-
tion sharing requirements in section 3594 of
title 44 if the head of the requesting agency
has made a written request to the agency
that maintains the record specifying the par-
ticular portion desired and the activity for
which the record is sought.”.

SEC. 5124. ADDITIONAL GUIDANCE TO AGENCIES
ON FISMA UPDATES.

)

at

Not later than 1 year after the date of en-
actment of this Act, the Director, in coordi-
nation with the Director of the Cybersecu-
rity and Infrastructure Security Agency,
shall issue guidance for agencies on—

(1) performing the ongoing and continuous
agency system risk assessment required
under section 3554(a)(1)(A) of title 44, United
States Code, as amended by this division;
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(2) implementing additional cybersecurity
procedures, which shall include resources for
shared services;

(3) establishing a process for providing the
status of each remedial action under section
3554(b)(7) of title 44, United States Code, as
amended by this division, to the Director
and the Cybersecurity and Infrastructure Se-
curity Agency using automation and ma-
chine-readable data, as practicable, which
shall include—

(A) specific guidance for the use of auto-
mation and machine-readable data; and

(B) templates for providing the status of
the remedial action;

(4) interpreting the definition of ‘‘high
value asset’ under section 3552 of title 44,
United States Code, as amended by this divi-
sion; and

(5) a requirement to coordinate with in-
spectors general of agencies to ensure con-
sistent understanding and application of
agency policies for the purpose of evalua-
tions by inspectors general.

SEC. 5125. AGENCY REQUIREMENTS TO NOTIFY
PRIVATE SECTOR ENTITIES IM-
PACTED BY INCIDENTS.

(a) DEFINITIONS.—In this section:

(1) REPORTING ENTITY.—The term ‘‘report-
ing entity” means private organization or
governmental unit that is required by stat-
ute or regulation to submit sensitive infor-
mation to an agency.

(2) SENSITIVE INFORMATION.—The term
‘“‘sensitive information’ has the meaning
given the term by the Director in guidance
issued under subsection (b).

(b) GUIDANCE ON NOTIFICATION OF REPORT-
ING ENTITIES.—Not later than 180 days after
the date of enactment of this Act, the Direc-
tor shall issue guidance requiring the head of
each agency to notify a reporting entity of
an incident that is likely to substantially af-
fect—

(1) the confidentiality or integrity of sen-
sitive information submitted by the report-
ing entity to the agency pursuant to a statu-
tory or regulatory requirement; or

(2) the agency information system or sys-
tems used in the transmission or storage of
the sensitive information described in para-
graph (1).

TITLE LII-IMPROVING FEDERAL
CYBERSECURITY
SEC. 5141. MOBILE SECURITY STANDARDS.

(a) IN GENERAL.—Not later than 1 year
after the date of enactment of this Act, the
Director shall—

(1) evaluate mobile application security
guidance promulgated by the Director; and

(2) issue guidance to secure mobile devices,
including for mobile applications, for every
agency.

(b) CONTENTS.—The guidance issued under
subsection (a)(2) shall include—

(1) a requirement, pursuant to section
3506(b)(4) of title 44, United States Code, for
every agency to maintain a continuous in-
ventory of every—

(A) mobile device operated by or on behalf
of the agency; and

(B) vulnerability identified by the agency
associated with a mobile device; and

(2) a requirement for every agency to per-
form continuous evaluation of the
vulnerabilities described in paragraph (1)(B)
and other risks associated with the use of ap-
plications on mobile devices.

(c) INFORMATION SHARING.—The Director,
in coordination with the Director of the Cy-
bersecurity and Infrastructure Security
Agency, shall issue guidance to agencies for
sharing the inventory of the agency required
under subsection (b)(1) with the Director of
the Cybersecurity and Infrastructure Secu-
rity Agency, using automation and machine-
readable data to the greatest extent prac-
ticable.
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(d) BRIEFING.—Not later than 60 days after
the date on which the Director issues guid-
ance under subsection (a)(2), the Director, in
coordination with the Director of the Cyber-
security and Infrastructure Security Agency,
shall provide to the appropriate congres-
sional committees a briefing on the guid-
ance.

SEC. 5142. DATA AND LOGGING RETENTION FOR
INCIDENT RESPONSE.

(a) RECOMMENDATIONS.—Not later than 2
years after the date of enactment of this
Act, and not less frequently than every 2
years thereafter, the Director of the Cyberse-
curity and Infrastructure Security Agency,
in consultation with the Attorney General,
shall submit to the Director recommenda-
tions on requirements for logging events on
agency systems and retaining other relevant
data within the systems and networks of an
agency.

(b) CONTENTS.—The recommendations pro-
vided under subsection (a) shall include—

(1) the types of logs to be maintained;

(2) the time periods to retain the logs and
other relevant data;

(3) the time periods for agencies to enable
recommended logging and security require-
ments;

(4) how to ensure the confidentiality, in-
tegrity, and availability of logs;

(5) requirements to ensure that, upon re-
quest, in a manner that excludes or other-
wise reasonably protects personally identifi-
able information, and to the extent per-
mitted by applicable law (including privacy
and statistical laws), agencies provide logs
to—

(A) the Director of the Cybersecurity and
Infrastructure Security Agency for a cyber-
security purpose; and

(B) the Federal Bureau of Investigation to
investigate potential criminal activity; and

(6) requirements to ensure that, subject to
compliance with statistical laws and other
relevant data protection requirements, the
highest level security operations center of
each agency has visibility into all agency
logs.

(c) GUIDANCE.—Not later than 90 days after
receiving the recommendations submitted
under subsection (a), the Director, in con-
sultation with the Director of the Cybersecu-
rity and Infrastructure Security Agency and
the Attorney General, shall, as determined
to be appropriate by the Director, update
guidance to agencies regarding requirements
for logging, log retention, log management,
sharing of log data with other appropriate
agencies, or any other logging activity deter-
mined to be appropriate by the Director.

SEC. 5143. CISA AGENCY ADVISORS.

(a) IN GENERAL.—Not later than 120 days
after the date of enactment of this Act, the
Director of the Cybersecurity and Infrastruc-
ture Security Agency shall assign not less
than 1 cybersecurity professional employed
by the Cybersecurity and Infrastructure Se-
curity Agency to be the Cybersecurity and
Infrastructure Security Agency advisor to
the senior agency information security offi-
cer of each agency.

(b) QUALIFICATIONS.—Each advisor assigned
under subsection (a) shall have knowledge
of—

(1) cybersecurity threats facing agencies,
including any specific threats to the as-
signed agency;

(2) performing risk assessments of agency
systems; and

(3) other Federal cybersecurity initiatives.

(c) DuTiES.—The duties of each advisor as-
signed under subsection (a) shall include—

(1) providing ongoing assistance and ad-
vice, as requested, to the agency Chief Infor-
mation Officer;

(2) serving as an incident response point of
contact between the assigned agency and the
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Cybersecurity and Infrastructure Security
Agency; and

(3) familiarizing themselves with agency
systems, processes, and procedures to better
facilitate support to the agency in respond-
ing to incidents.

(d) LIMITATION.—An advisor assigned under
subsection (a) shall not be a contractor.

(e) MULTIPLE ASSIGNMENTS.—One indi-
vidual advisor may be assigned to multiple
agency Chief Information Officers under sub-
section (a).

SEC. 5144. FEDERAL PENETRATION TESTING POL-
ICY.

(a) IN GENERAL.—Subchapter II of chapter
35 of title 44, United States Code, is amended
by adding at the end the following:

“§3559A. Federal penetration testing

‘‘(a) DEFINITIONS.—In this section:

(1) AGENCY OPERATIONAL PLAN.—The term
‘agency operational plan’ means a plan of an
agency for the use of penetration testing.

‘(2) RULES OF ENGAGEMENT.—The term
‘rules of engagement’ means a set of rules es-
tablished by an agency for the use of pene-
tration testing.

““(b) GUIDANCE.—

‘(1) IN GENERAL.—The Director shall issue
guidance that—

““(A) requires agencies to use, when and
where appropriate, penetration testing on
agency systems; and

‘(B) requires agencies to develop an agen-
cy operational plan and rules of engagement
that meet the requirements under subsection
(c).

¢(2) PENETRATION TESTING GUIDANCE.—The
guidance issued under this section shall—

““(A) permit an agency to use, for the pur-
pose of performing penetration testing—

‘(i) a shared service of the agency or an-
other agency; or

‘‘(ii) an external entity, such as a vendor;
and

‘(B) require agencies to provide the rules
of engagement and results of penetration
testing to the Director and the Director of
the Cybersecurity and Infrastructure Secu-
rity Agency, without regard to the status of
the entity that performs the penetration
testing.

“(c) AGENCY PLANS AND RULES OF ENGAGE-
MENT.—The agency operational plan and
rules of engagement of an agency shall—

‘(1) require the agency to—

“(A) perform penetration testing on the
high value assets of the agency; or

‘“(B) coordinate with the Director of the
Cybersecurity and Infrastructure Security
Agency to ensure that penetration testing is
being performed;

‘“(2) establish guidelines for avoiding, as a
result of penetration testing—

‘“(A) adverse impacts to the operations of
the agency;

‘“(B) adverse impacts to operational envi-
ronments and systems of the agency; and

“(C) inappropriate access to data;

““(3) require the results of penetration test-
ing to include feedback to improve the cy-
bersecurity of the agency; and

‘(4) include mechanisms for providing con-
sistently formatted, and, if applicable, auto-
mated and machine-readable, data to the Di-
rector and the Director of the Cybersecurity
and Infrastructure Security Agency.

“(d) RESPONSIBILITIES OF CISA.—The Di-
rector of the Cybersecurity and Infrastruc-
ture Security Agency shall—

‘(1) establish a process to assess the per-
formance of penetration testing by both Fed-
eral and non-Federal entities that estab-
lishes minimum quality controls for penetra-
tion testing;

‘“(2) develop operational guidance for insti-
tuting penetration testing programs at agen-
cies;
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‘(8) develop and maintain a centralized ca-
pability to offer penetration testing as a
service to Federal and non-Federal entities;
and

‘“(4) provide guidance to agencies on the
best use of penetration testing resources.

‘‘(e) RESPONSIBILITIES OF OMB.—The Direc-
tor, in coordination with the Director of the
Cybersecurity and Infrastructure Security
Agency, shall—

‘(1) not less frequently than annually, in-
ventory all Federal penetration testing as-
sets; and

“(2) develop and maintain a standardized
process for the use of penetration testing.

“(f) PRIORITIZATION OF PENETRATION TEST-
ING RESOURCES.—

‘(1) IN GENERAL.—The Director, in coordi-
nation with the Director of the Cybersecu-
rity and Infrastructure Security Agency,
shall develop a framework for prioritizing
Federal penetration testing resources among
agencies.

‘“(2) CONSIDERATIONS.—In developing the
framework under this subsection, the Direc-
tor shall consider—

“(A) agency system risk assessments per-
formed under section 3554(a)(1)(A);

‘(B) the Federal risk assessment per-
formed under section 3553(1);

‘“(C) the analysis of Federal incident data
performed under section 3597; and

‘(D) any other information determined ap-
propriate by the Director or the Director of
the Cybersecurity and Infrastructure Secu-
rity Agency.

‘“(g) EXCEPTION FOR NATIONAL SECURITY
SYSTEMS.—The guidance issued under sub-
section (b) shall not apply to national secu-
rity systems.

‘“(h) DELEGATION OF AUTHORITY FOR CER-
TAIN SYSTEMS.—The authorities of the Direc-
tor described in subsection (b) shall be dele-
gated—

‘(1) to the Secretary of Defense in the case
of systems described in section 3553(e)(2); and

‘“(2) to the Director of National Intel-
ligence in the case of systems described in
3553(e)(3).”".

(b) DEADLINE FOR GUIDANCE.—Not later
than 180 days after the date of enactment of
this Act, the Director shall issue the guid-
ance required under section 3559A(b) of title
44, United States Code, as added by sub-
section (a).

(c) CLERICAL AMENDMENT.—The table of
sections for chapter 35 of title 44, United
States Code, is amended by adding after the
item relating to section 3559 the following:
‘‘3569A. Federal penetration testing.”.

(d) PENETRATION TESTING BY THE SEC-
RETARY OF HOMELAND SECURITY.—Section
3563(b) of title 44, United States Code, as
amended by section 5121, is further amend-
ed—

(1) in paragraph (8)(B), by striking ‘‘and”
at the end;

(2) by redesignating paragraph (9) as para-
graph (10); and

(3) by inserting after paragraph (8) the fol-
lowing:

““(9) performing penetration testing with or
without advance notice to, or authorization
from, agencies, to identify wvulnerabilities
within Federal information systems; and”’.
SEC. 5145. ONGOING THREAT HUNTING PRO-

GRAM.

(a) THREAT HUNTING PROGRAM.—

(1) IN GENERAL.—Not later than 540 days
after the date of enactment of this Act, the
Director of the Cybersecurity and Infrastruc-
ture Security Agency shall establish a pro-
gram to provide ongoing, hypothesis-driven
threat-hunting services on the network of
each agency.

(2) PLAN.—Not later than 180 days after the
date of enactment of this Act, the Director
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of the Cybersecurity and Infrastructure Se-
curity Agency shall develop a plan to estab-
lish the program required under paragraph
(1) that describes how the Director of the Cy-
bersecurity and Infrastructure Security
Agency plans to—

(A) determine the method for collecting,
storing, accessing, and analyzing appropriate
agency data;

(B) provide on-premises support to agen-
cies;

(C) staff threat hunting services;

(D) allocate available human and financial
resources to implement the plan; and

(E) provide input to the heads of agencies
on the use of—

(i) more stringent standards under section
11331(c)(1) of title 40, United States Code; and

(ii) additional cybersecurity procedures
under section 3554 of title 44, United States
Code.

(b) REPORTS.—The Director of the Cyberse-
curity and Infrastructure Security Agency
shall submit to the appropriate congres-
sional committees—

(1) not later than 30 days after the date on
which the Director of the Cybersecurity and
Infrastructure Security Agency completes
the plan required under subsection (a)(2), a
report on the plan to provide threat hunting
services to agencies;

(2) not less than 30 days before the date on
which the Director of the Cybersecurity and
Infrastructure Security Agency begins pro-
viding threat hunting services under the pro-
gram under subsection (a)(1), a report pro-
viding any updates to the plan developed
under subsection (a)(2); and

(3) not later than 1 year after the date on
which the Director of the Cybersecurity and
Infrastructure Security Agency begins pro-
viding threat hunting services to agencies
other than the Cybersecurity and Infrastruc-
ture Security Agency, a report describing
lessons learned from providing those serv-
ices.

SEC. 5146. CODIFYING VULNERABILITY DISCLO-
SURE PROGRAMS.

(a) IN GENERAL.—Chapter 35 of title 44,
United States Code, is amended by inserting
after section 3559A, as added by section 5144
of this division, the following:

“§3559B. Federal vulnerability disclosure
programs

‘‘(a) DEFINITIONS.—In this section:

‘(1 REPORT.—The term ‘report’ means a
vulnerability disclosure made to an agency
by a reporter.

‘‘(2) REPORTER.—The term ‘reporter’ means
an individual that submits a vulnerability
report pursuant to the vulnerability disclo-
sure process of an agency.

““(b) RESPONSIBILITIES OF OMB.—

(1) LIMITATION ON LEGAL ACTION.—The Di-
rector, in consultation with the Attorney
General, shall issue guidance to agencies to
not recommend or pursue legal action
against a reporter or an individual that con-
ducts a security research activity that the
head of the agency determines—

‘““(A) represents a good faith effort to fol-
low the vulnerability disclosure policy of the
agency developed under subsection (d)(2);
and

‘“(B) is authorized under the vulnerability
disclosure policy of the agency developed
under subsection (d)(2).

‘‘(2) SHARING INFORMATION WITH CISA.—The
Director, in coordination with the Director
of the Cybersecurity and Infrastructure Se-
curity Agency and in consultation with the
National Cyber Director, shall issue guid-
ance to agencies on sharing relevant infor-
mation in a consistent, automated, and ma-
chine readable manner with the Cybersecu-
rity and Infrastructure Security Agency, in-
cluding—
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“‘(A) any valid or credible reports of newly
discovered or not publicly known
vulnerabilities (including misconfigurations)
on Federal information systems that use
commercial software or services;

‘(B) information relating to vulnerability
disclosure, coordination, or remediation ac-
tivities of an agency, particularly as those
activities relate to outside organizations—

‘(i) with which the head of the agency be-
lieves the Director of the Cybersecurity and
Infrastructure Security Agency can assist;
or

¢“(ii) about which the head of the agency
believes the Director of the Cybersecurity
and Infrastructure Security Agency should
know; and

‘(C) any other information with respect to
which the head of the agency determines
helpful or necessary to involve the Cyberse-
curity and Infrastructure Security Agency.

“(3) AGENCY VULNERABILITY DISCLOSURE
POLICIES.—The Director shall issue guidance
to agencies on the required minimum scope
of agency systems covered by the vulner-
ability disclosure policy of an agency re-
quired under subsection (d)(2).

‘‘(c) RESPONSIBILITIES OF CISA.—The Direc-
tor of the Cybersecurity and Infrastructure
Security Agency shall—

‘(1) provide support to agencies with re-
spect to the implementation of the require-
ments of this section;

‘“(2) develop tools, processes, and other
mechanisms determined appropriate to offer
agencies capabilities to implement the re-
quirements of this section; and

‘(3) upon a request by an agency, assist the
agency in the disclosure to vendors of newly
identified vulnerabilities in vendor products
and services.

¢‘(d) RESPONSIBILITIES OF AGENCIES.—

‘(1) PUBLIC INFORMATION.—The head of
each agency shall make publicly available,
with respect to each internet domain under
the control of the agency that is not a na-
tional security system—

‘‘(A) an appropriate security contact; and

‘(B) the component of the agency that is
responsible for the internet accessible serv-
ices offered at the domain.

‘“(2) VULNERABILITY DISCLOSURE POLICY.—
The head of each agency shall develop and
make publicly available a vulnerability dis-
closure policy for the agency, which shall—

‘“(A) describe—

‘(i) the scope of the systems of the agency
included in the vulnerability disclosure pol-
icy;

‘“(ii) the type of information system test-
ing that is authorized by the agency;

‘“(iii) the type of information system test-
ing that is not authorized by the agency; and

‘‘(iv) the disclosure policy of the agency for
sensitive information;

‘(B) with respect to a report to an agency,
describe—

‘(i) how the reporter should submit the re-
port; and

‘‘(ii) if the report is not anonymous, when
the reporter should anticipate an acknowl-
edgment of receipt of the report by the agen-
cy;

‘(C) include any other relevant informa-
tion; and

‘(D) be mature in scope, to cover all Fed-
eral information systems used or operated by
that agency or on behalf of that agency.

“(3) IDENTIFIED VULNERABILITIES.—The
head of each agency shall incorporate any
vulnerabilities reported under paragraph (2)
into the vulnerability management process
of the agency in order to track and reme-
diate the vulnerability.

‘“(e) PAPERWORK REDUCTION ACT EXEMP-
TION.—The requirements of subchapter I
(commonly known as the ‘Paperwork Reduc-
tion Act’) shall not apply to a vulnerability
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disclosure program established under this
section.

“(f) CONGRESSIONAL REPORTING.—Not later
than 90 days after the date of enactment of
the Federal Information Security Moderniza-
tion Act of 2021, and annually thereafter for
a 3-year period, the Director shall provide to
the Committee on Homeland Security and
Governmental Affairs of the Senate and the
Committee on Oversight and Reform of the
House of Representatives a briefing on the
status of the use of vulnerability disclosure
policies under this section at agencies, in-
cluding, with respect to the guidance issued
under subsection (b)(3), an identification of
the agencies that are compliant and not
compliant.

‘“(g) EXEMPTIONS.—The authorities and
functions of the Director and Director of the
Cybersecurity and Infrastructure Security
Agency under this section shall not apply to
national security systems.

““(h) DELEGATION OF AUTHORITY FOR CER-
TAIN SYSTEMS.—The authorities of the Direc-
tor and the Director of the Cybersecurity
and Infrastructure Security Agency de-
scribed in this section shall be delegated—

‘(1) to the Secretary of Defense in the case
of systems described in section 3553(e)(2); and

‘“(2) to the Director of National Intel-
ligence in the case of systems described in
section 3553(e)(3).”.

(b) CLERICAL AMENDMENT.—The table of
sections for chapter 35 of title 44, United
States Code, is amended by adding after the
item relating to section 3559A, as added by
section 204, the following:

¢“3569B. Federal vulnerability disclosure pro-
grams.”’.
SEC. 5147. IMPLEMENTING PRESUMPTION OF
COMPROMISE AND LEAST PRIVI-
LEGE PRINCIPLES.

(a) GUIDANCE.—Not later than 1 year after
the date of enactment of this Act, the Direc-
tor shall provide an update to the appro-
priate congressional committees on progress
in increasing the internal defenses of agency
systems, including—

(1) shifting away from ‘‘trusted networks’’
to implement security controls based on a
presumption of compromise;

(2) implementing principles of least privi-
lege in administering information security
programs;

(3) limiting the ability of entities that
cause incidents to move laterally through or
between agency systems;

(4) identifying incidents quickly;

(5) isolating and removing unauthorized
entities from agency systems quickly;

(6) otherwise increasing the resource costs
for entities that cause incidents to be suc-
cessful; and

(7) a summary of the agency progress re-
ports required under subsection (b).

(b) AGENCY PROGRESS REPORTS.—Not later
than 1 year after the date of enactment of
this Act, the head of each agency shall sub-
mit to the Director a progress report on im-
plementing an information security program
based on the presumption of compromise and
least privilege principles, which shall in-
clude—

(1) a description of any steps the agency
has completed, including progress toward
achieving requirements issued by the Direc-
tor;

(2) an identification of activities that have
not yet been completed and that would have
the most immediate security impact; and

(3) a schedule to implement any planned
activities.

SEC. 5148. AUTOMATION REPORTS.

(a) OMB REPORT.—Not later than 180 days
after the date of enactment of this Act, the
Director shall submit to the appropriate con-
gressional committees a report on the use of
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automation under paragraphs (1), (5)(C) and
(8)(B) of section 3554(b) of title 44, United
States Code.

(b) GAO REPORT.—Not later than 1 year
after the date of enactment of this Act, the
Comptroller General of the United States
shall perform a study on the use of automa-
tion and machine readable data across the
Federal Government for cybersecurity pur-
poses, including the automated updating of
cybersecurity tools, sensors, or processes by
agencies.

SEC. 5149. EXTENSION OF FEDERAL ACQUISITION
SECURITY COUNCIL.

Section 1328 of title 41, United States Code,
is amended by striking ‘‘the date that’ and
all that follows and inserting ‘‘December 31,
2026.”".

SEC. 5150. COUNCIL OF THE INSPECTORS GEN-
ERAL ON INTEGRITY AND EFFI-
CIENCY DASHBOARD.

(a) DASHBOARD REQUIRED.—Section 11(e)(2)
of the Inspector General Act of 1978 (5 U.S.C.
App.) is amended—

(1) in subparagraph (A), by striking ‘“‘and”
at the end;

(2) by redesignating subparagraph (B) as
subparagraph (C); and

(3) by inserting after subparagraph (A) the
following:

“(B) that shall include a dashboard of open
information security recommendations iden-
tified in the independent evaluations re-
quired by section 3555(a) of title 44, United
States Code; and”.

SEC. 5151. QUANTITATIVE CYBERSECURITY
METRICS.

(a) DEFINITION OF COVERED METRICS.—In
this section, the term ‘‘covered metrics”
means the metrics established, reviewed, and
updated under section 224(c) of the Cyberse-
curity Act of 2015 (6 U.S.C. 1522(¢c)).

(b) UPDATING AND ESTABLISHING METRICS.—
Not later than 1 year after the date of enact-
ment of this Act, the Director of the Cyber-
security and Infrastructure Security Agency,
in coordination with the Director, shall—

(1) evaluate any covered metrics estab-
lished as of the date of enactment of this
Act; and

(2) as appropriate and pursuant to section
224(c) of the Cybersecurity Act of 2015 (6
U.S.C. 1522(c))—

(A) update the covered metrics; and

(B) establish new covered metrics.

(¢) IMPLEMENTATION.—

(1) IN GENERAL.—Not later than 540 days
after the date of enactment of this Act, the
Director, in coordination with the Director
of the Cybersecurity and Infrastructure Se-
curity Agency, shall promulgate guidance
that requires each agency to use covered
metrics to track trends in the cybersecurity
and incident response capabilities of the
agency.

(2) PERFORMANCE DEMONSTRATION.—The
guidance issued under paragraph (1) and any
subsequent guidance shall require agencies
to share with the Director of the Cybersecu-
rity and Infrastructure Security Agency
data demonstrating the performance of the
agency using the covered metrics included in
the guidance.

(3) PENETRATION TESTS.—On not less than 2
occasions during the 2-year period following
the date on which guidance is promulgated
under paragraph (1), the Director shall en-
sure that not less than 3 agencies are sub-
jected to substantially similar penetration
tests, as determined by the Director, in co-
ordination with the Director of the Cyberse-
curity and Infrastructure Security Agency,
in order to validate the utility of the covered
metrics.

(4) ANALYSIS CAPACITY.—The Director of
the Cybersecurity and Infrastructure Secu-
rity Agency shall develop a capability that
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allows for the analysis of the covered
metrics, including cross-agency performance
of agency cybersecurity and incident re-
sponse capability trends.

(d) CONGRESSIONAL REPORTS.—

(1) UTILITY OF METRICS.—Not later than 1
year after the date of enactment of this Act,
the Director of the Cybersecurity and Infra-
structure Security Agency shall submit to
the appropriate congressional committees a
report on the utility of the covered metrics.

(2) USE OF METRICS.—Not later than 180
days after the date on which the Director
promulgates guidance under subsection
(¢)(1), the Director shall submit to the appro-
priate congressional committees a report on
the results of the use of the covered metrics
by agencies.

(e) CYBERSECURITY ACT OF 2015 UPDATES.—
Section 224 of the Cybersecurity Act of 2015
(6 U.S.C. 15622) is amended—

(1) by striking subsection (c¢) and inserting
the following:

“(¢) IMPROVED METRICS.—

‘(1) IN GENERAL.—The Director of the Cy-
bersecurity and Infrastructure Security
Agency, in coordination with the Director,
shall establish, review, and update metrics
to measure the cybersecurity and incident
response capabilities of agencies in accord-
ance with the responsibilities of agencies
under section 3554 of title 44, United States
Code.

“(2) QUALITIES.—With respect to the
metrics established, reviewed, and updated
under paragraph (1)—

““(A) not less than 2 of the metrics shall be
time-based, such as a metric of—

‘(i) the amount of time it takes for an
agency to detect an incident; and

‘‘(ii) the amount of time that passes be-
tween—

“(I) the detection of an incident and the re-
mediation of the incident; and

“(II) the remediation of an incident and
the recovery from the incident; and

‘(B) the metrics may include other meas-
urable outcomes.’’;

(2) by striking subsection (e); and

(3) by redesignating subsection (f) as sub-
section (e).

TITLE LIII—RISK-BASED BUDGET MODEL
SEC. 5161. DEFINITIONS.

In this title:

(1) APPROPRIATE CONGRESSIONAL COMMIT-
TEES.—The term ‘‘appropriate congressional
committees’” means—

(A) the Committee on Homeland Security
and Governmental Affairs and the Com-
mittee on Appropriations of the Senate; and

(B) the Committee on Homeland Security
and the Committee on Appropriations of the
House of Representatives.

(2) COVERED AGENCY.—The term ‘‘covered
agency’” has the meaning given the term
“‘executive agency’’ in section 133 of title 41,
United States Code.

(3) DIRECTOR.—The term ‘‘Director’ means
the Director of the Office of Management
and Budget.

(4) INFORMATION TECHNOLOGY.—The term
“information technology’’—

(A) has the meaning given the term in sec-
tion 11101 of title 40, United States Code; and

(B) includes the hardware and software
systems of a Federal agency that monitor
and control physical equipment and proc-
esses of the Federal agency.

(5) RISK-BASED BUDGET.—The term ‘‘risk-
based budget’” means a budget—

(A) developed by identifying and
prioritizing cybersecurity risks and
vulnerabilities, including impact on agency
operations in the case of a cyber attack,
through analysis of cyber threat intel-
ligence, incident data, and tactics, tech-
niques, procedures, and capabilities of cyber
threats; and
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(B) that allocates resources based on the
risks identified and prioritized under sub-
paragraph (A).

SEC. 5162. ESTABLISHMENT OF RISK-BASED
BUDGET MODEL.

(a) IN GENERAL.—

(1) MODEL.—Not later than 1 year after the
first publication of the budget submitted by
the President under section 1105 of title 31,
United States Code, following the date of en-
actment of this Act, the Director, in con-
sultation with the Director of the Cybersecu-
rity and Infrastructure Security Agency and
the National Cyber Director and in coordina-
tion with the Director of the National Insti-
tute of Standards and Technology, shall de-
velop a standard model for creating a risk-
based budget for cybersecurity spending.

(2) RESPONSIBILITY OF DIRECTOR.—Section
356563(a) of title 44, United States Code, as
amended by section 5121 of this division, is
further amended by inserting after para-
graph (6) the following:

‘“(7) developing a standard risk-based budg-
et model to inform Federal agency cyberse-
curity budget development; and’’.

(3) CONTENTS OF MODEL.—The model re-
quired to be developed under paragraph (1)
shall—

(A) consider Federal and non-Federal cyber
threat intelligence products, where avail-
able, to identify threats, vulnerabilities, and
risks;

(B) consider the impact of agency oper-
ations of compromise of systems, including
the interconnectivity to other agency sys-
tems and the operations of other agencies;

(C) indicate where resources should be allo-
cated to have the greatest impact on miti-
gating current and future threats and cur-
rent and future cybersecurity capabilities;

(D) be used to inform acquisition and
sustainment of—

(i) information technology and cybersecu-
rity tools;

(ii) information technology and cybersecu-
rity architectures;

(iii) information technology and cyberse-
curity personnel; and

(iv) cybersecurity and information tech-
nology concepts of operations; and

(E) be used to evaluate and inform Govern-
ment-wide cybersecurity programs of the De-
partment of Homeland Security.

(4) REQUIRED UPDATES.—Not less frequently
than once every 3 years, the Director shall
review, and update as necessary, the model
required to be developed under this sub-
section.

(5) PUBLICATION.—The Director shall pub-
lish the model required to be developed
under this subsection, and any updates nec-
essary under paragraph (4), on the public
website of the Office of Management and
Budget.

(6) REPORTS.—Not later than 1 year after
the date of enactment of this Act, and annu-
ally thereafter for each of the 2 following fis-
cal years or until the date on which the
model required to be developed under this
subsection is completed, whichever is sooner,
the Director shall submit a report to Con-
gress on the development of the model.

(b) REQUIRED USE OF RISK-BASED BUDGET
MODEL.—

(1) IN GENERAL.—Not later than 2 years
after the date on which the model developed
under subsection (a) is published, the head of
each covered agency shall use the model to
develop the annual cybersecurity and infor-
mation technology budget requests of the
agency.

(2) AGENCY PERFORMANCE PLANS.—Section
3554(d)(2) of title 44, United States Code, is
amended by inserting ‘‘and the risk-based
budget model required under section
35563(a)(7)’’ after ‘‘paragraph (1)”.

(c) VERIFICATION.—
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(1) IN GENERAL.—Section 1105(a)(35)(A)(i) of
title 31, United States Code, is amended—

(A) in the matter preceding subclause (I),
by striking ‘‘by agency, and by initiative
area (as determined by the administration)”’
and inserting ‘‘and by agency’’;

(B) in subclause (III), by striking “‘and” at
the end; and

(C) by adding at the end the following:

(V) a validation that the budgets sub-
mitted were developed using a risk-based
methodology; and

‘“(VI) a report on the progress of each agen-
cy on closing recommendations identified
under the independent evaluation required
by section 3555(a)(1) of title 44.”.

(2) EFFECTIVE DATE.—The amendments
made by paragraph (1) shall take effect on
the date that is 2 years after the date on
which the model developed under subsection
(a) is published.

(d) REPORTS.—

(1) INDEPENDENT EVALUATION.—Section
3555(a)(2) of title 44, United States Code, is
amended—

(A) in subparagraph (B), by striking ‘‘and”
at the end;

(B) in subparagraph (C), by striking the pe-
riod at the end and inserting ‘‘; and’’; and

(C) by adding at the end the following:

“(D) an assessment of how the agency im-
plemented the risk-based budget model re-
quired under section 3553(a)(7) and an evalua-
tion of whether the model mitigates agency
cyber vulnerabilities.”.

(2) ASSESSMENT.—Section 3553(c) of title 44,
United States Code, as amended by section
5121, is further amended by inserting after
paragraph (5) the following:

‘(6) an assessment of—

‘“(A) Federal agency implementation of the
model required under subsection (a)(7);

‘“(B) how cyber vulnerabilities of Federal
agencies changed from the previous year;
and

“(C) whether the model mitigates the
cyber vulnerabilities of the Federal Govern-
ment.”.

(e) GAO REPORT.—Not later than 3 years
after the date on which the first budget of
the President is submitted to Congress con-
taining the validation required under section
1105(a)(35)(A)(I)(V) of title 31, United 